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Smart Sovereignity

Smart Sovereignity

How the New German Government Can Strength-
en Germany and Europe’s Capacity to Act and Win
Back Power to Shape International Affairs

Germany’s new federal government hasbegunits work ata
time of rapid and multidimensional international change.
New threats, transnational risks, and an ever-deeper in-
tertwining of international and domestic affairs are chal-
lenging the government’s capacity to act. Most countries
- Germany included - are losing their power to shape af-
fairs. At the same time, it is becoming more and more im-
portant to have the ability to influence international de-
velopments in order to achieve the classic domestic goals
of the state: security, prosperity, and political order.

This report was produced as part of the DGAP project
“Ideenwerkstatt Deutsche Aufsenpolitik,” which is funded
by Stiftung Mercator. In a ten-month process of reflection
and strategy, DGAP - together with a group of renowned
foreign policy experts - discussed Germany’s current abil-
ity to take foreign policy action and deliberated over how,
post-Merkel, the German government should position it-
self in order to best deal with complex foreign policy op-
portunities and challenges in the future.

We advise the new government to take an approach of
“smart sovereignty.” It should make targeted use of its in-
creasingly limited power resources in a way that prevents
a further loss of scope for action and influence - and opens
up new options for action through cooperation. The goal is
to prevent further strategic déclassement: Germany should
not have to adopt other states’ goals in key areas, but rather
should put itself in a position to define and implement its
own goals. In the same vein, it should be able to support its
partners’ ambition when it considers these important.

The understanding of sovereignty, which since the 19th
century has been based primarily on the separation of do-
mestic and foreign policy, must be further developed for
this purpose. Four tasks are key here:

* Determining goals for and solutions to political prob-
lems and approving them politically
* Developing structures and processes that facilitate the

analysis of internal and external developments and en-
able political decisions and their implementation

* Providing resources, capabilities, and instruments for
the realization of Germany’s goals

» Offering to cooperate with partners in all three areas —
i.e., on goals, structures, and resources

Like the areas of activity and problems for which they are
designed, the solutions described here are interdependent
and affect different areas. “Smart” means that the mea-
sures and actions taken should not only be comparative-
ly effective at solving problems in different fields, but also
minimize negative effects due to unintended consequenc-
es. This is a criterion that takes heed of the efficient use of
power. The second criterion is sufficiency. There are some
measures that cannot be dispensed with, even if one be-
lieves it is possible to achieve more with the same effort in
other areas. This competition for resources is increasingly
affecting security policy, for example through demands to
spend more money on climate protection and less on de-
fense. Arguments of this kind imply that there is a choice.
But the state has a duty to provide security against all kinds
of existential threats.

A few years ago, there was much discussion about Ger-
many’s role in the world. In view of the Federal Republic’s
increased power within the European Union and on the
international stage, it was said at the time, the German
government should assume more responsibility and lead-
ership. Some are still making this demand today, but the
international environment has changed in such a way that
Germany alone can achieve less and less.

Due to its economic openness and deep international in-
terconnectedness, Germany is particularly affected by
global developments, transnational risks, and the growing
systemic conflict. As a trading power in the center of Eu-
rope, the Federal Republic depends on international con-
nectedness and political cooperation with the world. The
EU is essential in all of this. It is Germany’s closest political
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partnership, a source of power and prosperity, and a force
that sets the political framework: Germany’s geopolitical
position is bound up in Europe.

The fact that Germany and the EU are today facing so ma-
ny simultaneously emerging regional, transnational, and
global risks and challenges demands preventive, compre-
hensive, and above all rapid action. The new German gov-
ernment has a responsibility to enable Germany to take
such action. This is a comprehensive task because Ger-
many and its partners in the EU have not yet adapted to
the fundamental changes in the international environment
in a way that would enable them to protect their funda-
mental interests.

In order to develop new options for action and the influ-
ence required to practice smart sovereignty, the new fed-
eral government must:

* Accept conflict, including the systemic conflict be-
tween authoritarian states and democracies, as a basic
feature of international relations for the next decade
(Nevertheless, it should try to limit conflict.);

* Understand that it must take up the task of protecting
and asserting German and European interests in this
conflict environment; and

* Achieve the international influence necessary for this
by combining classic means of foreign policy with new
instruments and using them systematically.
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THE NEW STRATEGIC SITUATION

The power struggle between the US and China, in which
power-political, systemic, and economist interests inter-
twine, will remain the most important international de-
velopment for the foreseeable future. A growing number
of autocracies are in systemic conflict with the political
West. Within their borders, states such as China and Russia
are exercising increasingly technology-based control over
their societies. Externally, they are questioning the exist-
ing global rule-based order and undermining international
law. They are establishing their own, mostly regional, regu-
latory structures that allow them to maintain and increase
their power.

This confrontation poses essential challenges for Germany
and the EU. The stability and resilience of Germany’s own
political system, of the social systems and lifestyles that
have emerged in the post-World War II period, are being
called into question.

External actors have long since worked their way into the
critical infrastructures of politics, administration, security
and defense, society, and the economy. Countries such as
China and Russia are deliberately using instruments of hy-
brid warfare, such as disinformation campaigns, to weaken
democratic states.

Smart Sovereignty and the Discussion on Stra-
tegic Autonomy and European Sovereignty

The improved, strengthened European cooperation
underlying the smart sovereignty approach does not
aim to weaken the nation state. In some areas, for exam-
ple in digitization and climate policy, the state will even
have to do more to shape affairs. The idea is to cooper-
ate closely with other governments to increase asser-
tiveness at the crucial international level. The previous
approach of separating domestic and foreign policy
often still influences the political debate — see, for
instance, the Brexiteers’ motto of “Take Back Control.”
But this approach no longer corresponds to reality
today.

That is why the understanding of sovereignty must
evolve: the goal is to become capable of taking action

that ensures security, prosperity, and democratic order
— under both present and future conditions. In many
areas, Germany can only develop this capacity to act if it
works alongside other states. From Germany’s point of
view, the EU plays a decisive role in this. However, it
would be too much to ask for the EU alone to assume
this capacity. And it would be false to equate the neces-
sity of developing European capabilities with a need for
the EU to distance or even separate itself from the
United States, as is repeatedly suggested in the debate
on strategic autonomy and European sovereignty.

In today’s understanding, actors or groups of actors are
sovereign when they solve the political problems of the
people who entrusted them with power. The task now is
to do this in a clever manner.
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The EU has become less cohesive in recent years, even as
the international situation has given Europeans every rea-
son to work closely together. Within its borders, the EU is
struggling not only for economic cohesion, but also to up-
hold the rule of law and liberal democracy. The examples of
Hungary and Poland demonstrate how personal, authori-
tarian power can be extended step by step at the expense
of democratic institutions. Transnational risks such as the
COVID-19 pandemic make the political order appear even
more fragile and vulnerable because they reinforce the im-
pression that Europe’s political and economic openness is a
weakness rather than a strength.

Many states in the EU’s immediate neighborhood are in-
creasingly dependent on Russia, China, or Turkey. The arc
of conflict that stretches from east to south around the EU
has widened and intensified within a very short time. The
number of crises that challenge Europe’s security and the
European way of life, whether now in or the near future,
has increased. In addition, ethnic conflicts, resource scar-
city, and brain drain are contributing to the political and
economic destabilization of individual states and entire re-
gions in the European neighborhood. As a result, Germany
is losing more and more room for maneuver both nationally
and internationally.

Under these geopolitical and geo-economic circumstanc-
es, it is particularly difficult to provide collective goods
such as climate neutrality or global vaccination protec-
tion, or to bear the immense political, economic, and hu-
manitarian costs that would arise if the global communi-
ty failed at both tasks. One question of great importance
is how Germany and Europe, in the face of the econom-
ic dominance of US and Chinese players, can play such an
active role that they are not doomed to adopt the stan-
dards of others. Particularly important areas in this regard
are cloud computing and the production of batteries or
green hydrogen.

Overall, Germany must try to formulate smart strategies,
coordinate them with like-minded states inside and out-
side the EU, and then implement them together. A key new
challenge is to shape global transformation in the areas of
climate and digitalization within liberal, multilateral struc-
tures quickly enough and, at the same time, inclusively.
Germany should also strengthen cohesion within the EU.
Both the divergence of rule-of-law standards and the hin-
drances to foreign and security policy decision-making
are issues that should be on the agenda of the new German
government. After all, Europe’s capacity to act externally is
directly linked to its ability to act internally.

Smart Sovereignity

NEW RISKS REQUIRE NEW APPROACHES

As described below, the new federal government must lay
the foundation for successful action in the current envi-
ronment in substantive and organizational terms:

Foreign Policy Begins at Home

The structure of the German federal government
and the organization of government action have so
far reflected a strict separation of domestic and
foreign policy. There are historical and constitution-
al reasons for this. It is less and less feasible, how-
ever, to manage today’s political challenges along
this domestic-foreign dichotomy because most
fields of action of German policy have an interna-
tional dimension.

Germany is in the middle of a transformation: in
view of the political challenges, political actors have
long recognized the necessity of taking a 360-de-
gree perspective. The borders between the internal
and external are blurring. International economic
policy, international security policy, and internation-
al technology policy are increasingly coming to the
fore.

However, the political institutions that have been
shaped by history and grounded in constitutional
law, as well as the political culture that has devel-
oped over decades, have so far prevented the adop-
tion of a solution-finding approach suited to the
problem. The country’s first “traffic light” coalition
offers a chance to pave the way for bold political
innovation.

1. Domestic and foreign policy developments can no lon-
ger be separated. The challenges are so complex that
the political responses to them must necessarily be in-
terlinked. The major societal challenges - climate trans-
formation and digitalization - can only be addressed if
the international dimension is taken into account.

2. Networked external action, in which all relevant actors
contribute to a cross-cutting policy approach, must
be based on interconnected thinking and planning
at home by actors who think across policy areas and
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responsibilities. In many respects, however, the struc-
tures of German foreign policy are not yet designed
for this.

3. Due to Germany's social and economic openness,
coupled with its international interconnectedness
and interdependence, vulnerability has become the
norm. Cross-sectoral and cross-border shocks - in-
cluding those caused by targeted external interven-
tions - will be impossible to avoid. The boundaries be-
tween war and peace are becoming blurred. The goal
of state action must be to strengthen the resilience of
society, the economy, and democracy, both internally
and externally.

4. This will require a more decisive and effective Europe-
an policy. In a world of ideological system competition,
global interconnectedness, and advancing technologi-
zation, no one state on its own can guarantee the secu-
rity of its citizens. Resilience for Europeans therefore
means resilience as Europeans.

5. Many changes in the political, economic, social, and
ecological systems in which Germany is embedded are
irreversible. Some risks have already resulted in dam-
age (for example, to climate systems) or become tangi-
ble threats (for example, to social peace). In many cases,
they have shaken the system’s foundation, undermining
its ability to regenerate. A return to the status quo ante
is no longer possible, or hardly possible at all.

6. Over the past decade, politics, economics, society, and
ecology have become so interdependent that selective
policy approaches cannot achieve necessary success.
Those working at the intersection of individual policy
fields must not only coordinate over desired results but
also consider positive or negative feedback effects.

STRENGTHENING THE CAPACITY
TO ACT AND WINNING BACK THE
SPACE TO SHAPE AFFAIRS

To be capable of action, Germany must change the charac-
ter of its foreign policy: away from a reactive, ad hoc policy
that seeks to limit damage, and toward a proactive policy
that systemically and rationally seizes opportunities and
shapes affairs. What the German government needs here is
leadership: as a partner in international (crisis) diplomacy,
Germany must be able to identify internationally compati-
ble goals and lead by example. This also entails cultivating a
willingness to share risk and the ability to make decisions,
even under great uncertainty.
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The German government will only be able to successive-
ly act more proactively and with more foresight, however,
if society accepts this. One of its greatest tasks over the
coming years will be to advocate to citizens, civil society,
and the business community for an active German for-
eign policy - and to defend it against attacks from within
and without.

Germany must also become better at recognizing chanc-
es, exploiting them, and even creating them - whether the
issue is conflict resolution and prevention, promoting in-
novation and boosting competitiveness, or multilateral co-
operation. The new German government must develop a
realistic and responsible self-image and understanding of
its role. Germany is and will remain the pivotal European
player when it comes to opening the door for better poli-
cies in Europe and in global partnerships. Its power poten-
tial is still so great that its actions count - not because Ger-
many alone can solve problems, but because its decisions
and actions have serious consequences for its partners and
opponents, sometimes even more serious than for Germa-
ny itself. This is also how its partners and rivals view the
Federal Republic.

For the new federal government, too, the EU will be Ger-
many’s constitutive political, legal, and economic frame-
work, which must be strengthened and defended against
attacks from within and without. In addition, Germany
should cultivate proven and essential partnerships and alli-
ances that go beyond the EU - for example with the United
Kingdom, the United States, and the countries of the Eu-
ropean neighborhood. No less important will be to estab-
lish new, possibly issue-specific networks and alliances to
meet global policy challenges. German foreign policy has
always been successful when it has offered entry points for
the foreign policy of important partners and like-minded
countries, for example when shaping European integration
and the EU’s eastward enlargement, or negotiating the Iran
deal (JCPOA).

If Berlin continues to persist with its wait-and-see atti-
tude, Germany will become increasingly unattractive as
a partner within the EU and in the transatlantic relation-
ship, NATO, the WHO, and other organizations and allianc-
es. Punching below its weight in this manner would shrink
Germany’s room for maneuver. The demeanor of the new
German government should be defined by a combination
of the will to act, foresight, and a controlled willingness to
take risks.
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RECOMMENDATIONS

Federal Elections as a Window of Opportunity

A policy of small steps — that is, a “business as usu-
al” approach — over the next four years would not be
enough to strengthen Germany’s ability to act and
open up new room for maneuver. The recent federal
elections and subsequent coalition negotiations were
an opportunity to critically rethink the status quo and
renew German foreign policy.

How can this opportunity for renewal be seized? Under
the leadership of the German Council on Foreign Re-
lations (DGAP), a group of renowned German experts
met in a strategy group from the end of 2020 to the
summer of 2021 to develop recommendations for ac-
tion for the new German government and catalyze re-
form. The following recommendations do not cover
all policy areas of importance to Germany; rather they
represent a selection. However, the approach underly-
ing the recommendations has implications for all of the
Federal Republic’s foreign policy activities and for the
way old and new partnerships should be shaped. In our
view, the following tasks should have priority:

* Reforming the structure of German foreign policy
* Shaping security and defense comprehensively

* Strengthening the German economy and shaping
globalization

Smart Sovereignity

Holding one’s own in the systemic competition with
China

* Asserting oneself in the global competition in the
technological sphere

* Strengthening internal resilience and repelling at-
tacks against democracy and society

* Making Germany a leader on climate protection
* Counteracting the conflict effects of climate change

* Implementing a more effective and humane asylum
and migration policy

* Improving the prospects of European integration for
the Western Balkans

We make concrete proposals for how to improve Ger-
many’s and Europe’s capacity to act in the thematic ar-
eas listed above. For each topic, an action plan analyzes
the key challenges and opportunities for German poli-
cy. These action plans distinguish among problems of
analysis, of coordination, and of implementation. They
contain concrete recommendations on the partners and
instruments German foreign policy should work with —
in the short, medium, and long term — to pursue certain
goals. There is a tension here between what is abso-
lutely necessary and what can be implemented in the
short and medium term. In view of the international
challenges, the German desire for “perfect” must not be
the enemy of “good.”
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Action Plan for German
Foreign Policy Structures

How Germany Can Better Make,
Communicate, and Implement
Foreign Policy Decisions

In the field of foreign and security policy, Germany is in-
creasingly confronted with cross-cutting challenges. While
the strategy processes of past years recognized this inter-
connectedness and complexity, they have not sufficiently
reformed structures and processes of decision-making. To
become more capable of action, the new federal govern-
ment must modernize the structures of governance, im-
proving its ability to deal with parallel, multilayered crises
and long-term developments and anticipate foreign policy
opportunities and challenges. It must not only strengthen
its institutional networking, but also actively - together
with academia and civil society - do more to bring strate-
gic debates into the political and public spheres.

The action plan formulates the following
recommendations:

* Inorder to ensure good coordination at the highest po-
litical level on complex, interdepartmental foreign and
security policy issues, the Federal Security Council
(Bundessicherheitsrat or BSR) should be upgraded into
the central body for foreign policy coordination in the
federal government. This legislative period should be-
gin with a process to define a German foreign and se-
curity policy strategy that is based on a broad concept
of security and involves both the German public and
international partners. Once this progress is complete,
the BSR should present the new strategy and monitor
and support its implementation.

* The federal government should do more to bring for-
eign policy debates into the German Bundestag, for
example by publishing an annual report on Germany’s
place in Europe and the world. In addition, the federal
government and parliament should seek out opportuni-
ties to involve civil society, for example by setting up an
annual national security week in the Bundestag.

* Foresight capacities should be better connected across
ministries and integrated into government practice.
The government should initiate an interdepartmental
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foresight process, incorporating its results into the
work of the BSR. The Federal Academy for Security Poli-
cy (Bundesakademie fiir Sicherheitspolitik) can serve as
a platform for an exchange on methodology.

The exchange of personnel between politics and re-
search should be intensified in order to strengthen for-
eign policy expertise in the ministerial apparatus and
make scientific policy advice more practically relevant.

Action Plan for Security
and Defense Policy

What Germany Must Do for
Security, Defense, and Peace

Because Germany is an open, globally interconnected
country, its security is inextricably linked to that of its
European neighborhood and the world. Yet the geostra-
tegic environment is deteriorating drastically. New fac-
tors - such as China’s pursuit of global dominance, Rus-
sia’s revisionism, the United States’ ambivalence toward
its role as security guarantor, new weapons technologies,
and information operations like propaganda and disinfor-
mation - are making Germany more vulnerable. While Eu-
rope’s neighborhood is increasingly becoming the scene
of competition among major and regional powers, Europe
itself has long been the venue for the global competition
between systems. The new German government must
renew German security, defense, and peace policy in order
to maintain its room for maneuver and confront strategic
challengers.

The action plan formulates the following
recommendations:

* The federal government should strengthen nation-
al strategic capability by taking three steps: creating
a Federal Security Council capable of action, tasking a
security policy commission with proposing new princi-
ples, and bringing in civil society to help shape security.

* By summer 2022, the German government should en-
able a qualitative leap forward with regard to the in-
tegration of the EU and NATO. The foundation for this
should be an analysis of European security that both or-
ganizations find coherent. On this basis of this, it would
be possible to determine a European level of ambition
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that both the EU and NATO would work to fulfill, us-
ing their specific instruments and strengths. European
states should contribute more to NATO’s conventional
capabilities - doing so would also strengthen the EU.

* One focal point for European contributions could be the
European Joint Force. Germany can promote the im-
plementation of this force by reviving the framework
nation concept and expanding it to include armaments.

* Germany should complement its efforts to meet NATO’s
two percent target with an initiative to adjust spend-
ing metrics, for example by recognizing contributions
toward strengthening climate security, cybersecuri-
ty, and innovation as well as promoting projects with
third-party partners.

* Germany should pass a Bundeswehr Planning Act to
enable greater planning certainty with regard to the fi-
nancing of Bundeswehr projects. The Bundestag should
also launch a full equipment initiative.

e Initstalks with NATO allies, Germany should promote a
disarmament initiative for intermediate-range nucle-
ar missiles. To this end, it must actively contribute to
collective security and adhere to the NATO principle of
nuclear deterrence. It should accept France’s invitation
to a strategic dialogue on the role of nuclear deterrence
and involve other European partners in discussions.

* The goals and instruments of crisis prevention must
be reorganized, and representatives from civil society
should be involved in this process. Strategic capabili-
ty development should be further developed with oth-
er ministries in an integrated manner. Germany should
play a leading role in building up a European stabiliza-
tion corps - and contribute fifty percent of the required
capabilities.

* Germany, together with EU, NATO and G7 partners,
should ensure it is positioned to secure access to tech-
nologies and, if necessary, to deny access to rivals. It
should embed its export policy more deeply in strate-
gies for specific countries and regions, as well as pursue
a systematic opportunity-and-risk approach.

* To increase Germany's resilience to hybrid and
multi-layered threats, the federal government should
hold regular exercises and simulation games at all levels
(federal, state, local) and with all actors (civilian, mili-
tary, governmental, private). Institutions deemed criti-
cal should be subjected to regular stress and function-
ality testing.

Smart Sovereignity

Action Plan for the Economy
and Foreign Policy

How Germany Can Strengthen Its
Economy and Shape Globalization

Germany’s foreign economic policy is characterized by
numerous tradeoffs - for example, between promoting
growth and upholding universal values, between environ-
mental standards and trade agreements, or between eco-
nomic goals and security policy interests. When it comes to
balancing economic and foreign policy interests, the rising
tension between the United States and China has an espe-
cially large influence on Germany’s actions. Both powers
use economic pressure points to push through their geo-
political interests. Germany is particularly affected by this
due to its strong focus on exports. The new federal gov-
ernment should develop a strategy for how Germany can
counter external pressure on its own economy and that
of the EU. Another key question is how Berlin can take ad-
vantage of its competitors’ and rivals’ economic pressure
points in the future to pursue German and European inter-
ests. In order to remain capable of action, Germany must
address its own weaknesses - for example, in public ad-
ministration and the promotion of young talent - and play
an active role in shaping globalization.

The action plan formulates the following
recommendations:

* Germany’s economic strength is directly linked to the
economic and political resilience of the eurozone and
the EU as a whole. In addition to diversifying value
chains, German foreign economic policy should there-
fore work to create a more resilient eurozone and thus
a more resilient EU. Key building blocks include com-
pleting the banking union, integrating capital markets,
and guaranteeing a greater quantity of safe assets.

* There is a risk that critical technologies and digital in-
frastructure become the target of long-term takeover
strategies, for example through targeted Chinese in-
vestments in the context of the Belt and Road Initiative.
Germany should arm itself against an increase in such
attacks. In order to mitigate the risk of hostile takeovers
of key EU technologies, Germany should advocate in-
vestment controls on the EU level. It is also essential
to invest more in promoting innovation, to advance
the diversification of value chains, and to prioritize
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technologies that allow Germany to avoid being depen-
dent on individual states.

* Germany should contribute to a European foreign poli-
cy that at once anticipates and actively shapes the con-
sequences of the Green Deal and the decarbonization
agenda for Europe’s neighborhood. For instance, the
EU should promote clean energy production in coun-
tries that depend on fossil fuels with a view to creating
new sources of revenue and maintaining economic and
political stability. Germany and the EU should also seek
an agreement with the United States on a carbon bor-
der adjustment mechanism, as this would also create
incentives for China to reduce its emissions.

* Germany and the EU should make an active contribu-
tion to controlling the pandemic and boosting global
preparedness by expanding European production ca-
pacities for vaccines and critical medical products. The
German export model can only continue to function if
the COVID-19 pandemic can be ended without doing
lasting damage - politically and economically - to third
countries. Ending the pandemic is also a precondition
for Germany and the EU to reduce the disruptive poten-
tial of Chinese and Russian vaccine diplomacy.

Action Plan for China and
Foreign Policy

What Germany Must Do to Hold
Its Own in the Systemic Competi-
tion with China

China presents a challenge to Germany on many levels,
from the competitiveness of its industry to the robust-
ness of its democratic institutions. For too long, Germany
and the EU have relied on a “change through trade” (Wan-
del durch Handel) approach, which has not paid off. On the
contrary, China is now a threat to the international rules-
based order and Western democracies. Only in coopera-
tion with the EU can Germany clearly position itself vis-
a-vis China - yet disunity is paralyzing the EU. In order to
avert the systemic challenges posed by China’s rise and
Germany’s potential loss of prosperity and competitive-
ness, the new government must change the course of its
China policy.
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The action plan formulates the following
recommendations:

e China policy must be perceived as a cross-cutting task
for society as a whole, not just as an issue for foreign
or trade policy. The government should strive to ensure
that countries, municipalities, the business community,
and civil society are well placed to deal appropriately
with the new realities.

* One of the responsibilities of a new expanded, upgrad-
ed Federal Security Council should be to deal with Chi-
na policy. Before each meeting, specialist departments
of the respective ministries should confer with one an-
other. A “China Staff” consisting of renowned represen-
tatives from academia, administration and civil society
should advise the Federal Security Council.

* The German government should establish and fund
“China information exchanges” that provide target-
ed advisory and educational services to communities,
schools, businesses, and other social actors.

e The strategic approach to China should be adjusted:
the relationship should not be categorized as one with
either a “partner, competitor, or strategic rival,” de-
pending on the policy field. Instead, those working in
each policy field should examine how the systemic ri-
valry also affects partnership and competition.

* Onthe EU level, the German government should advo-
cate for the introduction of qualified majority voting for
foreign and security policy. At the same time, it should
work with partners to create a group for deeper coop-
eration - an “open pioneer group on China” - as part of
an effort to overcome logjams. This group, which should
also be open to non-EU partners, should define which
interests, values, and measures constitute a principled
EU-China policy.

* In close coordination with like-minded partners, Ger-
many should actively participate in creating an alter-
native to the Belt and Road Initiative. The joint com-
munication on EU connectivity, the Blue Dot Network,
and the “Build Back Better” initiative are suitable
starting points.
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Action Plan for Technology
and Foreign Policy

How Germany Can Assert
Itself in the Global Contest
over Technology

Technologies - especially in the digital domain - are drivers
of innovation and the decisive indicators for (future) com-
petitiveness, economic strength, and resilience. However,
the United States and China are dominating the global race
for technologies. Germany is losing hold of the leading role
it once had in central key technologies, a development with
geostrategic consequences. As dependence on the United
States and China increases, the risk of becoming a battle-
ground for great power competition rises as well. China’s
technological dominance also poses numerous threats to
freedom of expression and respect for human rights. Even
though these challenges are well-known, there is a glar-
ing lack of digital expertise within the government in Ber-
lin. What is more, there is a lack of coordination in govern-
ment on technology-related policies. The contradictions
and conflicts of interest in German technology policy
are increasing,.

The action plan formulates the following
recommendations:

* Intechnology policy, Germany must become more agile
when it comes to identifying and shaping technological
innovations. The German government should therefore
make digital technology policy a cross-cutting task
and systematically build up political expertise and net-
works. If the new government does create a digital min-
istry, it should be a central building block with support
from strong political leadership and competencies in
the areas of broadband expansion, administrative digi-
tization, research funding for key technologies, regula-
tory issues in the digital economy, and innovation fund-
ing. It should also be responsible for the foreign policy
dimension of technology policy. An alternative to such
aministry could be a technology task force with its own
budget in the Federal Chancellery.

e In addition, all government departments must system-
atically take technology issues into account. In ma-
ny respects (new) technologies can drive change and
contribute to solutions in other policy areas. Promot-
ing innovation is desirable not only from an economic
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perspective, but also to mitigate climate risks or to
achieve the Sustainable Development Goals.

* A post for foreign technology policy should be estab-
lished at the highest level in the Federal Foreign Of-
fice. It is particularly important for Germany to address
its own dependencies and vulnerabilities, better under-
stand China’s interests and strategies, and develop a
strategy for dealing with them.

* Germany must promote innovation within its borders
and throughout the EU. This will require more target-
ed investment: in human capital, in the development of
key technologies, and in the translation of good ideas
into economically successful products.

Action Plan for Resilience
and Democracy

How Germany Can Repel Attacks
on Its Society and Democracy

Western democracies are increasingly exposed to cyber-
attacks and other forms of hybrid threats that strike at
their foundations. Among these threats are hacking at-
tacks on state institutions such as the Bundestag, the de-
liberate spread of misinformation in times of crisis, and the
sabotage of elections. Increasingly large segments of the
German population are turning to online-based media of-
ferings and are thus more exposed to disinformation cam-
paigns or deep fakes. Germany should work with its EU
partners to find answers to these complex threats so that
democracy does not suffer irreversible damage.

The action plan formulates the following
recommendations:

* Germany should actively promote resilience-building
measures to counter cyber threats and disinforma-
tion among the general public. The COVID-19 pandemic
should have made it clear that German crisis manage-
ment needs to systemically consider the risk of dis-
information campaigns. In addition, the government
should modernize and improve its communications.

e At the EU level, a new European Public Service Broad-
caster should contribute to the transparency of deci-
sions in the multi-level system. An independent ratings
agency could help check the factual content of news
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reports, especially on social media. In addition, policy-
makers should seek to use regulation to achieve great-
er transparency and increase trust in the internet. To
this end, in negotiations over EU regulations, Germa-
ny should push for identifiable online identities, which
would help citizens distinguish between bots and peo-
ple on social media.

* Structures for dealing with hybrid threats should be
strengthened or newly created at the EU and German
levels. For example, the purview of the National Cy-
berdefense Center (Nationales Cyber-Abwehrzentrum)
should be expanded to counter hybrid threats, and the
detection of external disinformation and propagan-
da (see the work of EEAS’s East StratCom Task Force)
should be improved at the national level. The German
government should enhance the cybersecurity of crit-
ical infrastructure, especially government agencies. At
the same time, it is important to invest in scientific re-
search projects on hybrid threats. The EU Agency for
Cybersecurity (ENISA) should serve as a platform for EU
member states to discuss hybrid threats and, follow-
ing a joint process, develop guidelines for dealing with
hacking and disinformation.

Action Plan for Climate
and Foreign Policy

How Germany Can Become a
Climate Leader

By ratifying the Paris Agreement, Germany has committed
itself to become a leading climate nation. The new govern-
ment urgently needs to take action, both to reduce emis-
sions and adapt to climate change. The catastrophic floods
of July 2021 showed that the safety of citizens is at stake;
however, Germany is also affected by extreme weather
events abroad. The transformation of the German econo-
my will affect foreign relations. For the sake of its exter-
nal credibility, Germany must step up its own emissions
reductions and climate adaptation while also engaging in
global climate and development policies. Finally, it must
prepare for new geopolitical realities arising from the glob-
al energy transition and help shape the transformation in
third countries.
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The action plan formulates the following
recommendations:

* The new German government should treat the fight
against the causes and consequences of climate
change as a cross-cutting issue. Climate, foreign, se-
curity, and development policy goals should be better
linked. All government ministries and agencies should
strengthen their climate education and training. More-
over, political decisions should be systematically re-
viewed across ministries for climate risks in order to
create the basis for a coherent foreign climate policy.
These reviews should not only aim to ensure that Ger-
many achieves the 1.5-degree target of the Paris Agree-
ment, but also that the efforts of Germany’s partners to
do so are actively supported.

* Relatedly, Germany should allocate more resources to
climate finance and development aid. The ruling coa-
lition should recognize the links among development,
climate, and security as well as set aside a higher share
of the budget for development policy.

* Germany should advocate the standardization of cli-
mate standards and climate risk disclosures, particu-
larly in the context of the Taskforce on Climate-Related
Financial Disclosures (TCFD).

* Germany should work to ensure that development
banks and international financial institutions such as
the World Bank and the IMF take greater account of cli-
mate change. In addition, the KfW, the German state-
owned investment and development bank, should be
tasked with developing standards for the disclosure of
climate and transformation risks.

e Germany should actively advocate EU climate policy
and defend the CO2 border adjustment in its diplomacy.

*  While there are good metrics for greenhouse gas emis-
sions, it remains difficult to compare and evaluate ad-
aptation measures. Therefore, Germany should mobi-
lize an international task force on adaptation metrics.

* Germany should invest more in cross-border science
funding and push for the disclosure of climate and
weather data, in Europe and around the globe.
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Action Plan for Climate and
Security

How Climate Change Fuels Con-
flict and What Germany Can Do
About It

As an export-oriented economy, Germany has a major in-
terest in stability abroad. Climate impacts - in the form of
extreme weather events or tipping points in the Earth Sys-
tem - are already exacerbating and fostering conflicts, as
the example of the Sahel shows. Germany must improve its
ability to recognize crises early on. It should also make a
greater contribution to managing socio-ecological crises
abroad and ensure that the issue of climate and security is
given greater priority at the multilateral level.

The action plan formulates the following
recommendations:

* The approaches of different ministries to climate and
security issues should be brought together inside the
ministries with the most competence in this area. This
could be achieved by setting up an interministerial
steering security group for climate and security, with
members drawn from the Federal Chancellery, the Fed-
eral Foreign Office and the ministries responsible for
defense, economic cooperation, the environment, and
the interior, which would regularly exchange informa-
tion at the level of department leaders.

e Aspartof the implementation and further development
of the Guidelines for Crisis and Conflict Prevention,
the German government should make new voluntary
commitments - the aim should be to increase funding
and staffing in ministries and foster the ability of the
scientific and NGO communities to better identify risks.

e Atthe EU level, Germany should push for crisis preven-
tion guidelines with a focus on non-traditional security
risks. In the same vein, it should push for the prioritiza-
tion of climate security at UN level, through the Group
of Friends, and advocate the appointment of a special
envoy for climate and security.

* The government should strengthen its expertise in cli-
mate security issues. The same applies to international
task forces. A pool of experts could advise German mis-
sions abroad on climate risks on the ground. More sup-
port should be given to scientific research.

Action Plan for Migration
and Foreign Policy

How Germany Can Limit Irregular
Migration and Help Refugees

In recent years, Germany has been unable to achieve its
policy goals with regard to refugees and irregular migra-
tion. There is a lack of a coherent European asylum and
border policy. Foreigners in Germany who are obligated
to leave the country are rarely deported; at the same time,
many migrants who attempt to reach Europe die on the
way. Asylum rights and human rights standards are violat-
ed at the EU’s external borders. Fear and a populist narra-
tive of “mass migration” distort the asylum debate in EU
member states. The new German government should work
to implement cooperation initiatives and pilot projects that
promote a humane and realistic asylum policy in the EU
and throughout the world.

The action plan formulates the following
recommendations:

* Germany should try to persuade Malta and Italy to re-
sume the coordination of sea rescue missions. Togeth-
er with other EU countries, Germany should form a co-
alition of countries willing to take in people, with the
aim of finding a country to take in people rescued from
the Mediterranean within twelve weeks.

e At the EU’s external borders, Germany should help set
up a pilot project involving several member states lo-
cated both on the EU’s external borders and in its inte-
rior: the border authorities of Germany and the Neth-
erlands would cooperate with authorities from the EU
Mediterranean countries and implement a system for
examining applications within a period of eight weeks.

* The EU should conclude new agreements, in particular
with Morocco and Tunisia, for the effective repatria-
tion of persons who entered the EU irregularly and are
now obligated to leave. In return for these states’ co-
operation, the EU should open legal mobility channels,
especially by easing visa requirements.
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* Germany should offer Greece and Turkey anew EU-Tur-
key declaration that commits Germany to accepting up
to 40,000 refugees per year in exchange for the rapid
implementation of asylum procedures in Greece and
the repatriation of those not in need of protection.

e Within the framework of the Global Compact on Refu-
gees, Germany should campaign for the renewal and
further development of the international asylum sys-
tem and work to improve the quality and reception ca-
pacity of asylum systems in third countries. In cooper-
ation with UNHCR, WFP, and UNICEEF, it should initiate
a multi-year global budget for refugee assistance in
countries of first arrival. It should also work diplomati-
cally to encourage middle-income countries to take in
more people in need of protection.

Action Plan for the
Western Balkans and
EU Neighborhood

How Germany Can Contribute to
Lasting Peace in the Balkans

Since the end of the Yugoslav Wars, German and European
foreign policy has aimed to support stability in the Western
Balkans. The decades of peace in the region can be con-
sidered a success, but the new mobilization of ethnic ten-
sions and increases in military spending show that there
is a growing risk of a return to instability. There is a close
link between the credible prospect of accession to the EU
and the implementation of reforms in the region. Given the
skepticism about enlargement in some EU member states,
however, the accession of new states has become implau-
sible. Through a new initiative, Germany should give the
states of the Western Balkans new prospects of accession
and contribute to resolving disputes.

The action plan formulates the following
recommendations:

* Germany should back a new two-stage accession pro-
cess. The goal of negotiations with all six Western Bal-
kan states would remain full accession, but a concrete
intermediate goal would be offered as well: full access
to the European single market.
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A “Southeast European Economic Area” should be cre-
ated by 2030, integrating the region into the EU sin-
gle market. This larger single market could also help to
overcome bilateral border tensions (Serbia-Kosovo).

At the same time, the promotion of the rule of law, de-
mocracy, and human rights should be a central part of
the process, as should regular anti-corruption reports
by the European Commission.

Germany should work to strengthen the Council of
Europe, which Kosovo should join, making it the last
Western Balkan country to do so. The implementation
of judgments of the European Court of Human Rights
throughout the region should become a central prereq-
uisite for EU integration.
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Germany’s decision-makers in the field of foreign and
security policy are facing major challenges in a rapidly
changing environment. The complex mix of often new is-
sues, technologies, and players is testing the federal gov-
ernment’s capacity for political analysis and action. Geo-
political and geo-economic interests are becoming more
and more intertwined with technological dependencies
- a development that threatens Germany’s security and
prosperity. It is difficult to pinpoint the individual minis-
tries responsible for addressing these challenges, as they
usually involve cross-cutting issues.

In light of the rapid changes in the international sys-
tem, the clearly deteriorating strategic situation, and the
far-reaching transformation brought about by digitaliza-
tion, it is high time for Germany to establish a better in-
stitutional basis to underpin its foreign and security poli-
cy. The federal government is responsible for improving its
ability to deal with parallel, complex crises and long-term
developments.

By introducing more modern institutional links within the
federal government, with the involvement of academia and
civil society, and by deliberately organizing strategic de-
bates both in closed-door settings and in the public sphere,
Germany would enhance its capacity to take early, well-
thought-out action.

These proposals are not a meaningless institutional exer-
cise. Creating new fora and opportunities for debate can
lead to the emergence of new analyses, perspectives, and
solutions that differ from those previously available. Po-
litical will is not a binary concept that is either present or
non-existent. In any good strategy, political action is the
outcome of a constant weighing of objectives and means
while seeking to answer the questions: What can I achieve,
and what do I want to achieve? This is done by people who
bring together their ideas and strategies through institu-
tions and processes. Who is involved in a decision-making
process, how and when these people come together, and
what decision-making powers they have are all factors that
have a significant impact on the options considered, the
substantive decisions taken, and their implementation.

Change is only possible, however, if it is supported in the
political and societal circles in which the decision-makers
operate. Simply announcing decisions is not enough; in-
stead, those involved need to have an opportunity to de-
bate the right solution and must then be able to explain the
outcome. Moreover, this process must take place in ad-
vance of a crisis, not in the middle of it.

This ties in with a third issue: foresight. Political ideas need
to be developed, as do tools and instruments, often over a
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period of years. Decision-makers have to try to anticipate
the future. This includes projecting the course of unavoid-
able trends and clear-cut developments, but also thinking
through scenarios that anticipate unknown but plausible
developments.

While political reflection processes in recent years (white
papers, reviews, strategies) have analyzed new develop-
ments in depth and have in some cases adopted an inter-
ministerial approach, decision-making structures and pro-
cesses have been left largely untouched. This was primarily
due to recognition of the fact that an integrated approach,
while widely regarded as objectively necessary, raised
tricky questions in terms of the power balance between
different ministries and between coalition partners (e.g., in
the case of the 2016 White Paper on Security Policy and the
Future of the Bundeswehr). The 2018 coalition agreement
did more to illustrate the problem than address it: under
the heading “Ensuring Capacity to Act and Strategic Ca-
pabilities in Terms of Foreign, Security, and Development
Policy,” it merely recommended greater support for several
think tanks. Since then, the pace of political developments
around the world has been accelerated further by the
COVID-19 pandemic and the heightened great-power rival-
ry. Germany’s coalition negotiations in fall 2021 offered a
major opportunity both to renew the federal government’s
analytical capabilities in the field of foreign and security
policy, and to adapt Germany’s outdated decision-making
structures and processes to reflect today’s challenges.

Without renewal and adaptation, German foreign and se-
curity policy risks amounting to nothing more than main-
ly reactive responses to external crises. It would then fall
increasingly short of what is needed to match the scale of
the new threats. On the other hand, a genuine evolution
of capabilities and structures could enable the federal gov-
ernment to show greater leadership in the action it takes.
A new framework and sense of direction would be brought
to the essential task of assuming responsibility in Europe
and around the world. Germany could take more coher-
ent action, despite the vicissitudes of expected crises. At
the same time, this would pave the way for more coherent
communication with the public and with Germany’s part-
ners and allies.

The Afghanistan crisis has illustrated the federal govern-
ment’s difficulties when it comes to anticipating crises,
planning for them, and managing them optimally. Although
key information about developments in Afghanistan was
available in the form of embassy reports and intelligence,
it was not assessed holistically or adequately in substan-
tive and political terms. The necessary coordination and
decision-making processes among the relevant ministries,
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the intelligence services, and the crisis unit at the Federal
Foreign Office fell short of what was needed.

Structural changes and strategy development processes
are not a panacea. They are no substitute for political will,
and they cannot preempt the political decision-making
process in concrete situations. But given the cross-cutting
nature of many new challenges, which the federal govern-
ment has so far been unable to address properly due to the
ministries’ distinct tendency to think in terms of ministe-
rial silos, new instruments must now be created to support
early, coherent, and decisive action.

TAKING STOCK

Unlike its allies - such as the United Kingdom with its In-
tegrated Review or the United States with its National Se-
curity Strategy - Germany does not have a comprehensive
foreign and security policy strategy. In the last electoral
term, several strategic approaches and policy guidelines
were published, including the federal government’s 2016
White Paper and policy guidelines on specific regions and
topics, for example on crisis prevention (2017) and the In-
do-Pacific region (2020). However, foreign and security
policy strategy is meant to be defined primarily at the level
of the European Union and NATO.

Both the federal government’s white paper and the policy
guidelines on crisis prevention call for the development of
an interministerial, “integrated” approach in foreign and
security policy. In practice, however, there is often a lack of
coordination: firstly, between the operational level and the
political leadership and, secondly, between the ministries
at the highest political level. Examples of this include unco-
ordinated statements from the cabinet (e.g., on the north-
ern Syria initiative) and parallel communications (e.g., six
different strategies in relation to Africa in six years). The
lack of coherence not only demonstrates the communica-
tion failures and turf wars that exist between the minis-
tries; it also prevents consistent communication with the
public, and contributes to uncertainty on the part of pre-
cisely the European and transatlantic allies on whom Ger-
many depends when acting in the field of foreign and secu-
rity policy.

Various formats already exist for interministerial coordi-
nation on matters of foreign and security policy. Coordi-
nation takes place primarily at the weekly meeting of the
state secretaries - the highest-ranking officials in the min-
istries - and at the joint intelligence briefing attended by
the state secretaries and the heads of the security and in-
telligence services. Meetings on specific issues are also
held at the level of the state secretaries, and there are task
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force formats at the level of heads of directorate. However,
these meetings are not regular or mandatory. As a result,
interministerial coordination often depends on political
will or the personal relationship between those involved.
Mechanisms to elevate outcomes at working level to the
strategic-political (cabinet) level are particularly lacking.

Germany has a Federal Security Council (Bundessicher-
heitsrat or BSR) - a cabinet committee whose permanent
members are the Federal Chancellor, the head of the Fed-
eral Chancellery, and the federal ministers responsible for
foreign affairs, justice, defense, economic affairs, and de-
velopment. However, it deals primarily with the authori-
zation of arms exports. Plans to upgrade the BSR to make
it a coordination body - proposed in the 1998 SPD-Green
coalition agreement and the 2016 White Paper - came to
nothing. One argument that has repeatedly been put for-
ward against upgrading the BSRis that in Germany, a coun-
try traditionally governed by coalitions, any move to con-
centrate decisions in the Federal Security Council would
tilt the balance of power toward the Federal Chancellery
to an unacceptable degree. It is true that the balance be-
tween the Federal Chancellor’s power to determine policy
guidelines and the principle of ministerial autonomy must
be preserved, for both political and constitutional reasons.
However, these concerns should not be allowed to contin-
ue to block improvements to decision-making mechanisms
for foreign and security policy.

Pursuing a joint strategy first requires an analytical con-
sensus and joint thinking about the future. Approaches
such as the PREVIEW mechanism at the Federal Foreign
Office help with early crisis detection and reaching a joint
understanding of a given situation. In addition, the “Fed-
eral Government Situational Analysis Centre (Foreign and
Security Policy)” was established in 2019. Despite this, a
common situational analysis is still lacking, as is a politi-
cal assessment and evaluation of that situational analysis.
At present, there are a large number of usually unconnect-
ed approaches in individual ministries, for example in the
Chancellery’s Policy Planning Staff; the Federal Ministry
of Defense’s Office for Defense Planning; and the Federal
Foreign Office’s Directorate-General for Humanitarian As-
sistance, Crisis Prevention Stabilization, and Post-Conflict
Reconstruction known as Directorate-General S.

There are also shortcomings when it comes to integrating
academic expertise with political realities. The institu-
tional boundaries slow the flow of information, despite the
urgent need for expertise on issues such as policy toward
China, climate change, and approaches to new technolo-
gies. In Germany, unlike in partner countries, the “revolv-
ing door” between political practice and analysis is, with a
few exceptions, almost at a standstill.
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The Bundestag’s work leaves little room for grappling with
strategic foreign policy issues. Its debates are often lim-
ited to current affairs. Yet broader discussions are need-
ed, both in parliament and in the public sphere, to devel-
op a consensus and build strategic awareness. This is even
more important given that foreign and security policy now
blurs the line between the external and the internal; it is,
consequently, a task for the whole of society. That said, the
public’s risk awareness and understanding of threats are
often not in line with those of the federal government. This
makes it difficult for Germany and the EU to take coherent
action in the field of foreign policy. Security policy debates
only occasionally attract public attention, which may be
partly attributable to the fact that they are often conduct-
ed in a reflexive manner. Greater capacity for action there-
fore requires broader, more innovative debates.

The new federal government is thus confronted with the
challenge of responding to the new reality with an analy-
sis and structures that meet the challenges posed by the
wide-ranging nature and complexity of the issues, and by
the need to be able to respond rapidly and coherently. At
the same time, the federal government must help to over-
come the inertia caused by ministerial interests. New bod-
ies or processes must reflect the special features of Ger-
many’s system of government - i.e., coalition governments,
the principle of ministerial autonomy, and the federal
structure of the state. The “European reflex” in Germany’s
actions in the field of foreign and security policy must also
be further strengthened to consistently take into account
how German policies are perceived by European and inter-
national partners, and how they affect them. It is also vi-
tal to ensure that decision-making in Germany can link up
with European decision-making processes.
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RECOMMENDATIONS

1. HOLISTIC THINKING AND JOINT
ACTION: CONNECTING RELE
VANT POLICY FIELDS

Upgrading the Federal Security Council

The Federal Security Council should become the
central cabinet committee for issues of foreign and
security policy to develop a joint understanding of
near- and long-term challenges (see also the Ac-
tion Plan for Security and Defense Policy). It should
provide a forum for strategic policy debates at the
political level and facilitate concrete, timely deci-
sions on matters of strategic importance — in other
words, it should not engage in micromanagement. It
should meet regularly, for example every month or
two months. Its strategic planning dimension should
be kept separate from the work of the federal gov-
ernment’s crisis task force. This will institution-
alize strategic planning at the level of the federal
ministers in a way that is compatible with the Ger-
man constitution.

A fixed group of ministries should be represented on
the Federal Security Council, including the Federal
Chancellery; the Federal Foreign Office; the Feder-
al Ministry of Defense; the Federal Ministry for Eco-
nomic Cooperation and Development; the Federal
Ministry for Economic Affairs and Energy; the Fed-
eral Ministry of the Interior, Building, and Communi-
ty; and the potential new federal ministry for digital
affairs. Other participants (ministries, the German
states, the intelligence services) should attend on
an ad hoc basis, depending on the topic and chal-
lenge being discussed. This format should operate
on the basis of a broad concept of security with par-
ticular emphasis on, for example, geo-economic and
geo-technological issues, cybersecurity, or the link
between climate and security. Human security and
sustainability also belong in this spectrum.

The thematic groundwork to support the committee
should be organized in such a way that the ministries
retain a strong position: They would provide the ex-
pertise, while the Federal Chancellery would merely
be responsible for coordination. Lead responsibili-
ty for other coordination formats at the level of the
state secretaries and below, some of which already
exist, should remain with the federal ministries. The
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Federal Security Council would continue to discuss de-
cisions on arms exports as well.

The work of the Federal Security Council should be
supported by a permanent secretariat, with half of its
members being experts and methodologists (on sub-
jects such as big data, strategic foresight, etc.), and half
being representatives of relevant ministries. The secre-
tariat should prepare expert reports and suggest top-
ics for discussion by the Federal Security Council on its
own initiative. It should also ensure that the BSR has
links with German and international experts and similar
bodies, and engage in substantive dialogue, for exam-
ple with the EU, NATO, and the United Nations. The aim
of the secretariat’s work should be to provide optimal
substantive support for the members of the BSR, but
also to facilitate uncomfortable discussions at times
to enhance anticipation and imagination as well as raise
awareness at an earlier stage of issues when action
is needed.

A Look at Germany’s Partners:
The United Kingdom

The United Kingdom set up a National Security Coun-
cil (NSC) in 2010. It serves as a coordination mechanism
for joint strategy development and implementation on
the basis of a common situational analysis. The NSC
is supported by a secretariat that now has 200 mem-
bers of staff; it is attached to the Cabinet Office (sim-
ilar to the Chancellery in Germany) and is headed by a
national security adviser. The NSCincludes representa-
tives of the Prime Minister’s Office; the Foreign, Com-
monwealth, and Development Office; the Home Office;
the Treasury; the Cabinet Office; and the government
departments responsible for defense, business, trade,
and justice. It is possible for meetings to be attended
by other government departments, the Chief of De-
fense Staff, the heads of intelligence, and the lead-
er of the opposition. The meetings are prepared under
the leadership of individual government departments
in “implementation groups,” in which the issues and
draft decisions are discussed on an interdepartmen-
tal basis before being debated at the political level. An
interdepartmental situational analysis is also devel-
oped for the NSC, based on analyses produced by in-
telligence services, security agencies, and government
departments.

Progress is regarded as having been made in terms of
improved political coordination, a view expressed in a
parliamentary assessment published in 2019, for exam-
ple. The Foreign, Commonwealth, and Development Of-
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fice has not seen its influence decline — it continues to
play a key role in the NSC's work. The Integrated Review
2021 goes so far as to call for even greater interminis-
terial coordination and more far-reaching competences
for the NSC.

Agreeing on a Strategy Development
Process for the First Year of the New
Federal Government

All new structures should be developed on the basis
of substantive premises and priorities. This is the only
way to ensure that their usefulness for Germany’s se-
curity and prosperity is clear and can be communicated
convincingly to the German population and Germany’s
partners. The first step should therefore be a strategy
development process that takes the foreign and secu-
rity policy objectives set out in the coalition agreement
and determines which are short-term, medium-term,
and long-term priorities — in addition to refining and
operationalizing these objectives. This process should
also be used to reflect specifically on what objectives
Germany can secure with which partners and in which
alliances. Lead responsibility should rest with the Fed-
eral Chancellery, embedded in the structure of the Fed-
eral Security Council.

This kind of strategy development process — unlike the
coalition negotiations — allows the involvement of Eu-
ropean and international partners and perspectives, for
example by means of bilateral consultations and focus
groups on specific topics. It thus increases the trans-
parency and dependability of German foreign and se-
curity policy for partners and allies. The process should
begin early in the electoral term to ensure that it reach-
esits full potential in establishing binding policies. Pro-
cesses launched at a later date can all too easily be
used primarily to subsequently rationalize decisions
that have already been taken on an ad hoc basis.

All federal ministries should be involved in the strategy
development process, if possible. The process should,
and must, also explore new dimensions where the “in-
ternal” and the “external” intersect, making them com-
prehensible for the ministries (one example is the topic
of 5G and network security). The capacity to act and
to lead in the field of foreign policy requires as broad
a domestic consensus as possible; for that reason, civil
society should be involved from the outset, for example
via citizens’ forums and forums at the level of elector-
al districts.
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The strategy development process should result in a
national security strategy. The Federal Security Council
willthen have the task of advancing the implementation
of the objectives formulated in it and submitting an an-
nual report to the German Bundestag. Each year, when
the report is submitted, the Federal Chancellor should
deliver a speech on foreign and security policy, along
the lines of the annual State of the Union address given
by the president of the European Commission (see also
the Action Plan for Security and Defense Policy).

2. ANTICIPATION: DEVELOPING
AND INTEGRATING FORESIGHT
CAPACITIES

To enhance the resilience of Germany’s foreign policy
and its crisis management capabilities, strategic fore-
sight should be made a higher priority to allow a better
assessment of short-term, medium-term, and long-
term risks. To this end, the federal government’s ex-
isting foresight initiatives (for example in the foresight
division at the Federal Chancellery, the Future Forum
(Zukunftskreis) established by the Federal Ministry of
Education and Research, or PREVIEW at the Federal
Foreign Office) should be better integrated into gov-
ernment practice. An interministerial foresight process
should be launched, and “focal points” for foresight
issues should be designated in all ministries. The re-
sults should feed into the work of the Federal Securi-
ty Council.

Methodological issues must be coordinated on an in-
terministerial basis. The Federal Academy for Security
Policy (Bundesakademie fur Sicherheitspolitik) can be
used as a platform for exchange among the ministries
and for international networking on foresight issues.
The development of an improved German foresight ap-
proach should be guided by European and international
foresight networks and products. These should be an-
alyzed and examined as possible options for Germany
(for example: the European Strategy and Policy Analy-
sis System, a foresight network at the level of the EU in-
stitutions, or “Global Trends 2030,” a report published
by the National Intelligence Council).

A Look at Germany’s Partners:
Finland and France

In Finland, foresight activities are coordinated and pro-
moted in the Prime Minister's Office but are regard-
ed as an exercise in “thinking ahead” for the whole of
society. The Government Foresight Group, which in-
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cludes academics, coordinates the national work of the
foresight network. In each electoral term, the govern-
ment submits a “Report on the Future” to Parliament”
that deals with strategic issues that are relevant for
the future. Ministries also develop their own specific
Future Reviews.

In France, the “alerte précoce” process acts as an early
warning system. Roughly every two months, an infor-
mal dialogue takes place between government min-
istries and the intelligence services. An assessment is
carried out for a time horizon of three to six months us-
ing the following categories: (1) foreseeable changes in
the international context, (2) upcoming events/elec-
tions/dates, (3) conceivable and probable disruptive
scenarios in current and ongoing crises, (4) “signaux
faibles” (weak signals), i.e., signs of potential new crises
that are already starting to emerge

3. ESTABLISHING PERMANENT
ARRANGEMENTS: ENCOURAGING
STRATEGIC DEBATES

Foreign policy action requires a balance between cri-
sis-driven ad hoc measures and a long-term strate-
gy that lays the foundations for better management
of future challenges and disruption. It is important to
secure the necessary public backing for this — foreign
policy requires continuity, credibility, and dependabil-
ity. Continuous interministerial coordination and strat-
egy development processes on the part of the federal
government are important components of this. They
should be supplemented by measures that facilitate the
exchange of personnel between politics and research,
enhance foreign policy debate in the Bundestag, and
raise public awareness of foreign policy opportunities
and risks.

Boosting Exchange Between Ministries and Sci-
entific/External Experts

The exchange of personnel between politics and re-
search should be significantly intensified. Making it
easier to cross from one side of the divide to the other
would, if advocated by the political level and facilitat-
ed at the institutional level, result in greater exper-
tise in the ministerial apparatus and, at the same time,
make scientific policy advice more practically relevant.
This requires less rigid personnel structures in pub-
lic authorities; in particular, posts for experts should
be created, and a review should be undertaken of the
principle of rotation and the principle that staff should
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be generalists. Institutional intermediary structures
between policy-makers and scientific experts should
also be created.

Opportunities for Strategic Debates in the
Bundestag

The German Bundestag is the right forum to review
the priorities and policies established at the beginning
of the electoral term. The federal government should
make a commitment to publish an annual “Report on
Germany's Place in Europe and the World.” A report of
this kind, drawn up under the lead responsibility of the
Federal Security Council, would give parliament a suit-
able opportunity to hold strategic foreign and secu-
rity policy debates that go beyond current affairs and
mandates for missions and, simultaneously, reflect on
the implementation of the national security strategy.
As a one-off measure, the government could conceiv-
ably also establish a “Commission on German Foreign
and Security Policy” composed of independent experts
and selected members of the public that aims to reach
a societal consensus on matters of foreign and securi-
ty policy. These measures, together with a “national se-
curity week” in parliament, would serve the important
purpose of broadening the debate and raising aware-
ness of external threats and the necessary political
measures resulting from them.
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Because Germany is open and globally networked, its se-
curity is inextricably linked to that of its European neigh-
bors and the world. This interdependence, as well as the
deterioration of the global strategic landscape, should
compel the new German government to comprehen-
sively overhaul German security policy. Should it fail to
do so, Germany risks losing its sovereignty of action to
strategic challengers.

As an open, globally interconnected country, Germany’s
security is inextricably linked to that of its European neigh-
borhood and the world. Particularly since the fall of the
Berlin Wall in 1989, reunified Germany’s prosperity, securi-
ty, and standing have been enhanced by normative orders
that developed under the umbrella of the United Nations,
especially the European Union and the Western Alliance,
supported by the security guarantee provided by the Unit-
ed States. No country in Europe has benefited more than
Germany from EU enlargement and the introduction of the
euro. The energy partnership with Russia and the trade
partnership with China have helped to make Germany the
economic powerhouse of Europe. Finally, NATO expansion
has placed the former German frontline states at the geo-
graphical center of the European allied territory.

In Germany, as the diplomat Thomas Bagger has noted,
this development was misinterpreted in two ways: first,
as proof of global convergence toward the Western model
and, second, as evidence that the German experience of a
peaceful resolution to the Cold War could be universalized.
As a result of these misunderstandings, many Germans
wrongly came to believe that they were living in an accept-
able and stable status quo that allowed a shift to compre-
hensive disarmament. They did not want to see the dark
side of economic interdependence, for example in the case
of dependence on trade with China. They were even less
inclined to believe that partners can become rivals and op-
ponents, as, to cite the most recent example, has been true
of Russia since the illegal annexation of Crimea in 2014. Fi-
nally, Germany ignored its partners’ criticism of the strate-
gic side effects of German economic policy for far too long,
for example in relation to initiatives such as Nord Stream 2.
These willful misconceptions afflict German security pol-
icy to this day.

A NEW, DANGEROUS ERA

It is now clear that the historic constellation of circum-
stances that afforded Germany such unique protection in
the period following the end of the Cold War is coming to
an end. New dangers and threats to Germany’s security are
growing rapidly, reinforcing the impact of existing threats
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such as wars, failed and failing states, terrorism, and the
proliferation of weapons of mass destruction:

* China’s pursuit of global dominance and Russia’s terri-
torial revisionism

* The ambivalence of the United States toward its role to
date as a global security guarantor

* New weapons technologies (e.g., hypersonic missiles,
Al, autonomous systems, space-based systems, bio-
technological materials), sometimes in combination
with “old” but modernized weapons systems, such as
nuclear weapons

* Information operations (propaganda, disinformation)
using new media technologies

Wars, crises, and internal conflicts can be found not just
at Europe’s borders (Israel-Palestine, Syria, Armenia, North
Africa), but within Europe itself - in Belarus, Ukraine, the
Balkans, and the Eastern Mediterranean. They have an ad-
verse effect on Europe in various ways: via gaps in supply
chains or freight and gas transit routes, via migrant and ref-
ugee flows, and via attempts to politically exploit diaspora
populations. The local parties to these conflicts are often
backed by third powers such as China, Russia, Iran, Turkey,
or Saudi Arabia. The European neighborhood is increasing-
ly becoming the scene of competition between major and
regional powers, and Europe and Germany can hardly hope
to avoid being drawn in. This is particularly true when al-
lies, such as Turkey, are involved in these conflicts.

THEATER OF SYSTEMIC COMPETITION

Europe itself has long been a theater for and an object of
systemic competition between democracies and autocra-
cies. China, Russia, and Turkey are pursuing different aims,
but there is no mistaking the fact that all three countries
are increasingly acting as rivals or even opponents of the
West. In this context, they exploit differences within NATO
or the EU. They drag bilateral conflicts into these organi-
zations and play actors and the public within the member
states against each other. They support domestic extrem-
ists and stand in the way of solidarity and joint action. Ulti-
mately, this means that the future of the West, the Europe-
an project, and democracy in Germany is at stake.

That said, the existing security arrangements in Europe
(NATO, the EU, and the OSCE) are also being called in-
to question by their own members. The OSCE’s legitima-
cy is being undermined by autocratic governments, such
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as Russia’s. The EU is being weakened by Brexit and by au-
thoritarian and nationalist governments, such as those in
Hungary and Poland. NATO, for its part, is affected by the
ambivalence of the United States, although a French pres-
ident declaring the Alliance politically “brain-dead” is also
not helpful. But Germany’s political players must also ac-
cept a large share of the responsibility: For decades, they
have failed to educate the public about the real challenges
of security and defense policy. They have called Germany’s
contribution to defense into question and underfunded the
Bundeswehr. And despite their stated commitment to the
EU and NATO, they are engaging in projects with Russia
and China, such as Nord Stream 2, that divide Europe and
the Western Alliance.

With these obvious centrifugal forces in the Alliance and
in the EU, Germany is the fulcrum at which the European
order could be overturned. Anyone in search of proof need
look no farther than the disinformation and propaganda
campaigns aimed at the country’s September 2021 federal
election, and at the accompanying generational and power
shifts. Moreover, Germany has witnessed interference by
foreign players on a massive scale for years, ranging from
the legal purchase of municipal or private infrastructure
and innovation systems to illegal cyberattacks. Yet the
German government has only treated hybrid threats as
an issue in their own right since 2020 - with the Federal
Ministry of the Interior taking the lead. This puts Germany
among the stragglers in the EU and NATO.

WHAT NEEDS TO BE DONE?

In recent years, Germany has begun to narrow the gap
between wishful thinking and reality in its security poli-
cy. The federal government took the lead on EU sanctions
against Russia following the illegal annexation of Crimea
in 2014. It has also participated more in collective defense
in NATO and in international military missions. Germany’s
defense budget has grown significantly, from €32 billion in
2014 to almost €47 billion in 2021. And yet the impression
persists that Germany mainly reacts to external pressure —
and even then does too little, too late.

Action Plan for Security and Defense Policy

RECOMMENDATIONS

In light of the deteriorating strategic situation, the
new federal government must find the strength to
overhaul German security policy. Should it fail to do
so, Germany risks losing its sovereignty of action
to strategic challengers. Three things are therefore
necessary: Firstly and at the very start of its legis-
lative period, the new federal government needs to
initiate a mind shift in security policy with the help
of practical measures. Secondly, this should lead to
changed processes and new institutions. The third
step is for existing policies to be adapted and sharp-
ened; this applies, in particular, to the approach
taken to hybrid threats, crisis prevention and sta-
bilization, the nuclear order, and new technologies.

STRATEGIC CULTURE AND
INSTITUTIONAL REFORMS

The Afghanistan crisis has only reinforced what has
been apparent since the beginning of the COVID-19
pandemic in 2020 and the catastrophic flooding in
western Germany in the summer of 2021: The Ger-
man state is not capable of sophisticated anticipa-
tion, planning, and management of major crises. It is
particularly overwhelmed when several crises occur
simultaneously. Coordination and decision-making
among the relevant ministries and agencies (intelli-
gence services, crisis units) is inadequate. The princi-
ple of departmental independence (Ressortprinzip)
at the national level, Germany’s federal structures,
and the lack of cooperation with private stakehold-
ers impede coherent action by the government and
the state as a whole (see also the Action Plan for
German Foreign Policy Structures).

1. Make Germany'’s Strategic Culture
More Vibrant

There are limited options for action that Germany’s
political players can even envision, regard as legit-
imate, and advocate publicly. They lack the vision,
political will, and readiness to shoulder responsibili-
ty and take therisks that are required to both pursue
policies that rise to the level of the challenges the
country is facing and shape structures and process-
es to ensure that the necessary instruments and re-
sources are available. Yet a failure to take problems
into account at the planning stage results in a lack
of adequate instruments to address them (masks,
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communications infrastructure, or rapid reaction forc-
es). This, in turn, means that security cannot be fully
ensured or cannot be ensured at all. In an acute crisis,
these varied shortcomings limit the room for maneuver
by political players to such a degree that they are un-
able to take adequate action.

This is due to a specific societal-cultural dimension
knownasacountry’s “strategic culture” that determines
the basic assumptions underlying a country’s security
policy. It also sets the framework for which issues can
be the subject of political debate and decision-making,
and which options for action are simply inconceivable.
In Germany, this framework of conceivable objectives
and means, and thus the country’s room for maneuver,
is more limited than that of our closest partners. The
reason for this can be found in norms and beliefs that
are rooted in German history, party politics, and soci-
ety. Political decision-makers thus encounter consider-
ableresistance if they wish to pursue policy approaches
outside of this generally accepted framework. Such ap-
proaches are rarely considered in the planning process.

It is therefore legitimate and necessary for the new
federal government to set itself the goal of strength-
ening Germany’s national strategic capability, i.e., the
ability to define appropriate security policy objectives
and provide the means to implement them. That said,
the necessary changes to Germany’s strategic culture
will be difficult to achieve. It will require political stake-
holders not only to accept the need for these changes,
but also to muster the will to communicate the desired
changes to the public and to actively involve the public
in this process.

In a federal system like Germany'’s, power is distribut-
ed across multiple levels. Changes to the perception of
security problems, objectives, means, and solutions are
only possible if the government, parliament, the secu-
rity policy community, and civil society have the oppor-
tunity to participate in this change. Otherwise they will
block it.

The key to lasting changes to government ac-
tion is to have institutions and processes that make
whole-of-government action the rule. Problems must
be recognized as such across the whole of government,
solutions must be agreed upon jointly, and instruments
must be used in a coordinated manner. The fact that
the government and bureaucracy have to explain their
actions regularly at the various levels of the state, and
explain them to the public, means that they can also
help to expand the framework of conceivable objectives
and means.
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2. Create a Federal Security Council
Capable of Action

The most important institutional reform is redesign-
ing the Federal Security Council (Bundessicherheits-
rat or BSR), which to date has almost exclusively taken
decisions on military equipment exports. It should be
turned into into a central instrument of coordination
for the federal government. This is necessary to en-
able interministerial coordination and decision-making
on all security issues. Depending on the topic, the Ger-
man states (Lander) should also be involved, as they
are becoming more relevant in terms of security in the
non-military field. States and municipalities make deci-
sions about who receives access to critical infrastruc-
ture such as data networks, water and energy supplies,
or ports.

The new BSR should consist of a cabinet committee as
a body for discussion and decision-making, and a sec-
retariat to support it. The cabinet committee would
provide a forum for ministers to hold regular discus-
sions on strategic issues and take binding decisions. As
a permanent support structure, the secretariat would
be tasked with taking up items from the federal govern-
ment’s agenda and submitting them to the committee.
However, it should also be able to place issues before
the committee on its own initiative. Half of the mem-
bers of the secretariat should be officials seconded
from the ministries involved in the BSR, while the other
half should be practitioners and experts from academia
and the private sector. The secretariat should be joint-
ly led by senior officials and scientific experts so that it
can draw on both perspectives.

The first step in creating a new BSR is appointing a co-
ordinator with the rank of a state secretary and es-
tablishing a task force to develop it and carry out its
work on an interim basis. Important thematic support
can be provided by the security policy commission (see
the next recommendation). Based on the commission’s
proposals, the BSR should present a national and fed-
eral security strategy after roughly two years.
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3. Establish a Security Policy Commission

As one of its first actions, the BSR should set up an in-
dependent security policy commission. It should be
composed of parliamentarians, experts, and ministry
officials. Within one year, it should produce a report
that sets out the risks and opportunities to be consid-
ered by a national security policy, and provides recom-
mendations for substantive policies, structures, and
instruments. In this way, the commission would offer vi-
tal substantive input for the national security strategy
and the BSR'’s other work.

The commission should subsequently assess the prog-
ress made on implementing the security strategy each
year. Its reports could help to build a community of ex-
perts, policy-makers, and practitioners in ministries
and private organizations. This will help the govern-
ment improve its articulation of national security pol-
icy and encourage public debate, which, in turn, is the
prerequisite for the evolution of Germany’s strategic
culture.

4. Democratize Security Policy

New solutions and the evolution of security policy be-
come possible if the government, political parties, and
parliament are forced to move beyond rote arguments
and practiced reflexes, and instead have to explain and
justify their positions. The public should be involved in
the development of policy options and visions for the
future. A security policy capable of rising to the current
challenges can only emerge if civil society understands,
accepts, and — ideally — supports it. This is particular-
ly true of preventive measures. The following options
should be considered:

Civil society should be consulted, especially in the de-
velopment of visions for the future and the formula-
tion of policy options. Its findings and proposals should
be fed into the work of the security policy commis-
sion and the national security strategy. To this end, the
government and parliament could declare a securi-
ty and peace policy year or semester. Its implementa-
tion could be supported by the Federal Agency for Civic
Education (Bundeszentrale fir politische Bildung), the
state agencies for civic education, political founda-
tions, ministries, schools, universities, media outlets,
and other institutions by means of interactive and par-
ticipatory events. These should be held throughout the
country and go beyond the expert community to in-
clude the general public.
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An annual national security week could be held in the
Bundestag.

The federal government should present an annual re-
port on the implementation of the national security
strategy, preferably during the security week, intro-
duced by a speech on security policy delivered by the
chancellor.

The Bundestag’s current committee structure does not
reflect the interdependence of domestic affairs, foreign
affairs, defense policy, economic policy, and develop-
ment cooperation, but this is essential for a strategic
German security policy. The Bundestag should there-
fore set up a committee on security policy. This new
committee would monitor and support the work of the
Federal Security Council and be responsible for par-
liamentary scrutiny of its work. This approach ensures
that a greater capacity to act for the executive does not
come at the cost of democratic legitimacy and parlia-
mentary oversight. The committee should include par-
liamentarians from all relevant committees.

This would enable a comprehensive security policy
approach and would help place defense policy issues
within their proper foreign policy context. This would
give security and defense issues greater weight and
reach.

POLICY REFORM

1. Integrate the Strengths of NATO and the EU

Global and regional security institutions, such as the
United Nations and the Organization for Security and
Co-operation in Europe (OSCE), are achieving less and
less as they are blocked by conflicts among their mem-
ber states. Germany should do all it can to prevent a
further erosion of these institutions. However, at pres-
ent, it is primarily the EU and NATO that offer real ca-
pacity to act and shape developments.

In Europe, 21 countries are currently members of both
NATO and the EU, and yet they are not making the most
of the joint potential of these two institutions. The re-
lationship between the EU and NATO is characterized
by mistrust and indifference, at times even a sense of
rivalry. In Germany, political stakeholders are often bi-
ased in their commitment to either one of these insti-
tutions. They ascribe meanings to it that fit their own
world views instead of using both organizations for a
comprehensive security policy.
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In fact, these ideological or categorical framings are
an obstacle to greater security. Europe can only suc-
cessfully address the rapidly growing challenges if it
makes use of the competences of both organizations
together. This requires a willingness to overcome ideo-
logical positions. NATO is the strongest military alli-
ance in the world if the allies are politically united. But
the more Europe’s security depends not only on tra-
ditional military capabilities, but also on the protec-
tion of critical infrastructure, resilience, prevention,
management of complex conflicts, and the use of new
technologies, the more the EU’s capabilities for ac-
tion in non-military fields come to the fore. The EU has
unique instruments in the fields of civilian crisis man-
agement and climate change, as well as in technolo-
gy, via regulation, standardization, and its ability to set
development incentives.

The federal government should press strongly for a
qualitative leap forward with regard to the integration
of the EU and NATO. The political window of opportu-
nity for major change will close in the summer of 2022,
when both the EU and NATO finish work on new strate-
gic documents. Germany should press for as coherent
an analysis as possible of the current state and future
of European security. To this end, it should persuade the
21 countries that are members of both the EU and NATO
to use the results reached by that point in the EU’s dis-
cussions as a common basis for NATO's process, which
is just beginning. The United Kingdom is also likely to
support the goal of ensuring coherence.

* Building on their joint analysis, the staffs of the EU
and NATO should work together to define what level
of capabilities must be achieved in Europe in order
to cover the entire conflict spectrum (with the ex-
ception of nuclear deterrence). The EU, NATO, and
the member states will make individual contribu-
tions to this level of ambition.

* There should be a visible political, military, and
technological focal point for the Europeans’ mili-
tary contributions to the level of ambition (and thus
the European pillar in NATO), in the form of a Euro-
pean Joint Force (EJF). The EJF should provide 50
percent of the conventional capabilities required for
collective defense in Europe and military crisis man-
agement. This would automatically also strengthen
the EU’s capacity to act, as national armed forces
are available to both the EU and NATO.
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The NATO planning process and the EU coopera-
tion instruments CARD (Coordinated Annual Re-
view on Defence), PESCO (Permanent Structured
Cooperation), and EDF (European Defence Fund)
should contribute to the implementation of this
jointaim. The foundations have already been laid for
this. The federal government should attach particu-
lar importance to the technological-industrial field.
American and European companies are competing
in this area, and Europe is insisting on the greatest
possible degree of autonomy. From a military per-
spective, the effectiveness of the Western armed
forces depends on technological superiority and
interoperability. Targeted efforts should therefore
be made to include NATO allies in EU projects and
vice versa.

Necessary and reliable partners can also be found
outside the EU and NATO, however, which is pri-
marily relevant to security engagement in regions
such as Asia. This is an area where the feder-
al government should forge additional partner-
ships, for example with Australia. This can take
place both within informal formats and coalitions
of the willing and through cooperation with existing
regional formats.

There should also be institutional changes at the
national level. At the Federal Foreign Office, the
separate units for the EU and NATO should be re-
placed by a department for Euro-Atlantic security.
The same approach should be taken in the depart-
ments for policy, planning, and equipment at the
Federal Ministry of Defense. The aim is to bring se-
curity policy objectives to the fore rather than insti-
tutional logics.

The planned reform of the Bundeswehr should be
embedded in the development of the EJF. Germany
can promote the implementation of the EJF by re-
viving the Framework Nations Concept (FNC) and
expanding it to include armaments and procure-
ment. For example, Germany should offer partner-
ships not only with regard to military structures, but
also in terms of the defense industrial base. This
would discourage a further renationalization of the
defense sector in Europe and would reduce indus-
trial dependence on the rest of the world. In this
way, Germany would help to preserve a high-per-
formance defense technology and industrial base at
the European level.
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2. Improve Planning Certainty and the
Use of Funds

The debate in Germany about adequate security and
defense funding is reduced to wrangling about wheth-
er NATO'’s two percent target makes sense. Germany
has repeatedly pledged to meet this target, but re-
mains far from doing so. Germany has also promised
to continuously increase its defense spending in the
EU framework.

This blinkered focus on spending increases — and main-
ly on military spending — is no longer appropriate,
however, given the expanded threat spectrum. None-
theless, the federal government must not allow the
suspicion to arise that the only reason it is emphasiz-
ing the need for greater spending efficiency and the in-
clusion of non-military aspects of security is because it
still wants to avoid opening the purse strings and would
prefer to continue to freeload off the United States and
other NATO countries.

An internal organizational aspect is also relevant here:
Even if Germany continuously raises its defense spend-
ing, these budget increases are made on a short-term
basis and are often only guaranteed for the follow-
ing year. The Bundeswehr cannot invest this funding
meaningfully in long-term projects if it does not know
whether the necessary funding will be available for the
entire duration of the project. In other words, the is-
sue of adequate funding has at least two dimensions:
whether Germany’s NATO and EU pledges are reliable
— whether Berlin is keeping its word; and whether the
Bundeswehr has a reliable basis for planning. The cur-
rent funding arrangements undermine both.

*  The new federal government must move very quick-
ly to ensure that it can bring together its various
aspirations (meaningful funding and a broader se-
curity focus), as NATO intends to present its new
strategic concept as early as 2022. The issues on
the agenda are the threat spectrum, burden-shar-
ing, and, in particular, the range of security risks
and instruments in the fields of climate, health,
and technology.

* To ensure it is credible in the eyes of its allies, Ger-
many should adhere to NATO'’s two percent target
and make clear that it will meet the requirements by
2024.If Germany succeeds in doing so, its enhanced
credibility will also increase its influence in NATO.
The new federal government can use this influ-
ence to seek support for an adjustment of spend-
ing metrics and areas of spending. In this context,
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Berlin should expand the focus of the contributions
to include climate, cybersecurity, and innovation. A
portion of spending (0.5 percent of GDP) should be
reserved for joint projects with EU and NATO coun-
tries, as well as with other partners (such as Austra-
lia). This would also help to consolidate industries
and military equipment in Europe.

* Inaddition, the Bundestag can provide planning se-
curity by passing a Bundeswehr Planning Act and
thus boost the efficiency of public spending. A Plan-
ning Act should stipulate funding over a longer pe-
riod (five to ten years) for long-term projects judged
to be necessary by consensus. The projects in ques-
tion would be determined by the Bundestag.

* However, as the Bundeswehr also still lacks ma-
ny small purchases that never make it onto priority
lists, but whose absence is felt in a crisis, the Bund-
estag should also launch and fund a full equipment
initiative for four years. It would be counted toward
NATO’s two percent target and would rapidly im-
prove the Bundeswehr’s operational capability.

3. Help Shape the Nuclear Order, Deterrence,
and Arms Control

The significance of nuclear weapons isrising worldwide,
and the nuclear order is becoming more complex. New
players have emerged. At the same time, nuclear and
conventional capabilities are becoming increasingly
intertwined with new technologies. This development
entails a great deal of uncertainty, particularly when
novel conventional capabilities are combined with
modernized nuclear weapons.

The situation is exacerbated by the progressive weak-
ening of arms control. The termination of the In-
termediate-Range Nuclear Forces (INF) Treaty on
land-based intermediate-range missiles, the uncer-
tainty about the long-term future of the treaty on stra-
tegic nuclear weapons (New START), and the erosion
of the Non-Proliferation Treaty are increasing the risk
of miscalculations. The problem is aggravated by Chi-
na’'s rapid nuclear armament; so far, Beijing has shown
little willingness to engage in arms control. Disarma-
ment proposals such as the Treaty on the Prohibition
of Nuclear Weapons are less likely to succeed than ever.
While well-intentioned, they have no chance of being
implemented because, from the perspective of nucle-
ar states, they offer no convincing alternative for safe-
guarding their security interests. They provide neither
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verification mechanisms nor guarantees of a perma-
nent elimination of nuclear weapons.

Germany does not have nuclear weapons of its own. It is
dependent on NATO and the contributions of the Unit-
ed States, France, and the United Kingdom for nuclear
deterrence. As aresult, Germany cannot directly set the
conditions for nuclear deterrence or for arms control
and disarmament. European and transatlantic unity in
NATO is the key precondition for both a secure deter-
rent and disarmament.

NATO is now confronted by two interlinked nuclear
zones: the Euro-Atlantic area, which is threatened by
Russia’s steadily growing nuclear arsenal, and the Asian
region, where Chinais pursuing geopolitical dominance.
Strategic stability can only be defined on a three-way
basis by the United States, China, and Russia, with Eu-
rope having a very limited say. Russia’s nuclear arsenal,
particularly its intermediate-range missiles, is primar-
ily a European problem, while China’s is primarily a
US problem.

* Inits talks with its NATO allies during the new leg-
islative period, Germany should promote a disar-
mament initiative for intermediate-range nuclear
missiles in Europe at sea, on land, and in the air. This
class of weapons should be the focus because their
surprise potential puts pressure on Europe, and they
could be used to blackmail European countries even
in peacetime. If Russia disarms the nuclear-capable
intermediate-range missiles that were developed
and introduced in breach of the INF Treaty, the NA-
TO states could offer not to station any convention-
al guided weapons in Europe that could hit Russian
missile facilities and command posts.

* However, the federal government will only have a
chance of being heard if it can credibly establish
that it gives absolute priority to common and equal
security for all NATO states. Unilateral initiatives
are out of the question. Germany must actively con-
tribute to collective security and adhere to the NA-
TO principle of nuclear deterrence. As long as this is
organized via nuclear sharing, Germany should play
its part reliably. This includes, on the one hand, ex-
plaining the challenges of the nuclear order in Ger-
many, creating transparency about the costs and
benefits of nuclear deterrence for Germany, and
playing a forward-looking role in considering poten-
tial changes, for example as a result of new US nu-
clear doctrines. On the other hand, however, it also
means the stationing of US nuclear bombs on Ger-
man soil, and the provision of conventional combat
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aircraft that are certified to transport these nucle-
ar weapons. For political and technical reasons, the
new generation of these combat aircraft should be
purchased or leased from the United States. They
would then be of military value even in the event of
a change to the nuclear deterrent, for example as a
result of a changed US doctrine.

*  France and the United Kingdom, the two European
nuclear powers, also play an important role in the
nuclear order and for deterrence in Europe. Germa-
ny should accept France’s invitation to join a stra-
tegic dialogue on the role of nuclear deterrence in
Europe and France’s contribution to this. That said,
Germany should seek to ensure that the dialogue’s
processes and substance are not defined by France
alone, but rather jointly by the European countries.
Compatibility with NATO must continue to be en-
sured. Other shared issues — where the United King-
dom should also be involved — could include the
question of what contribution Europe can make to
reducing the risk of conventional or nuclear conflicts
in the Indo-Pacific region.

4. Place Crisis Prevention and Stabilization
on a Better Footing

Since the end of the Cold Watr, crisis prevention and sta-
bilization have become key elements of German peace
and security policy. Yet, following missions in the West-
ern Balkans that were successful overall (see also the
Action Plan for the Western Balkans), the failure of the
Western reconstruction mission in Afghanistan calls in-
to question many of the basic assumptions of this pol-
icy. The United States has said that the era of “state
building” is over. Germany’s new federal government
does not have to follow its lead on that, but it too will
need to reassess objectives and instruments. Four ele-
ments are key:

* A thorough analysis of the operations in Afghani-
stan, Mali, and other major civilian or military en-
gagements: The aim should be to determine in what
circumstances, and with what means, crisis preven-
tion and stabilization can be successful. The Ger-
man public, too, will only accept new missions if a
convincing case can be made that there are valid
grounds to believe they have a chance of success.
The security policy commission can play a key role in
analysis and communication.
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Achieving a deeper understanding of interactions:
Even today, many advocates of crisis prevention and
stabilization overestimate the effectiveness of mis-
sions and underestimate the risks. In addition, some
stakeholders believe that the firm emphasis of crisis
prevention and stabilization on peace promotion is
incompatible with the use of military means to pro-
tect people and missions. Yet development requires
security. A better understanding of the potential
and limits of crisis prevention can be achieved by
means of a participatory learning process, for ex-
ample a policy lab on the future of crisis prevention
and stabilization for representatives of the political
community, institutions, and civil society.

Strategic planning: Stakeholders at both the na-
tional and international level are failing to ask what
their future engagement in crisis prevention and
stabilization could look like and what they will need
in this context — they let events take them by sur-
prise and then use the instruments that are avail-
able onanadhocbasis. The new federal government
should engage in long-term planning — with a time
horizon of, say, 2040 — about the conflicts for which
Germany should be prepared, what objectives it
wants to achieve, and what means are necessary to
achieve them. The first step is to establish a work-
ing group composed of strategic planners from the
Federal Foreign Office and the Federal Ministry of
Defense, where strategic foresight projects already
exist. They can be joined by other ministries and civ-
il stakeholders. This kind of integrated planning and
coordination of instruments would also serve as a
model for the EU, NATO, and the United Nations.
Proposals to this effect should be fed into the work
on the EU’s Strategic Compass (by the end of 2021),
the EU’s Civilian Compact (by 2023), and NATO's
strategic concept (by 2022).

A European stabilization corps: Today, thousands
of civilian and military experts, ranging from engi-
neers to police instructors, would already be need-
ed to achieve structural change in complex conflicts
from the Sahel to Syria. The new federal government
should therefore launch the process of building up
a European stabilization corps and contribute fif-
ty percent of the required capabilities itself. In what
would essentially be a civilian version of the Frame-
work Nations Concept, Germany would not only
contribute to crisis stabilization, but also to leading
and shaping these operations. To this end, Germa-
ny should make a pool of 5,000 specialists available
who, together or in part, can provide the core, the
leadership structure, and the logistics team of major
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civilian or integrated operations. This would enable
many smaller countries to join and make a meaning-
ful contribution

5. Reorganize Export Controls on Military
Equipment and Technology

Both within the EU and internationally, Germany plays
a key role when it comes to defense industry products
— as a manufacturer, cooperation partner, and export-
er. With regard to traditional military equipment ex-
ports, however, Germany is regarded as unreliable.
Despite clear (and restrictive) rules, there is a lack of
transparency about decisions on exports and bans, and
the grounds on which these decisions are taken. Ger-
many is thus jeopardizing its own industrial-technolog-
ical base, which is dependent on exports, and its ability
to cooperate with partners.

In addition, traditional military weapons, from a tech-
nological perspective, now play only a minor role. Spe-
cific (usually digital) technologies are becoming much
more important in complex weapons systems. These
“emerging and disruptive technologies” (EDT) pose a
much bigger problem for security policy, as they sig-
nificantly increase the capabilities of weapons systems.
In addition, military applications now represent only a
small area within the wide field of security applications.
The existing export control and technology regimes
have long since lost the ability to cover and regulate
new technological developments.

New technologies are also leading to conflicts between
economic and security interests: Artificial intelligence
and quantum computers will be an important source
of prosperity for the countries that control these tech-
nologies in the next five to 20 years. At the same time,
these technologies are believed to have a high dam-
age potential if they are used in conflicts — wheth-
er in the military context, against infrastructure, or to
engage in targeted societal interference. Attempts to
align approaches to controls in Europe are hampered
by the fact that countries have very different positions
on what the right balance is between economic and se-
curity interests.

At the same time, the question of how countries can
secure access to and control of these technologies is
becoming highly significant in political and strategic
terms. The new technologies are a major field of geo-
strategic contention, particularly among the United
States, the EU, and China. Germany'’s partners in the
EU and NATO are pressing for rules that make it easier
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to export jointly developed military systems. That said,
European countries are also competing against each
other. The United States, for its part, is pushing for a
much more cautious approach to knowledge and tech-
nology in relation to potential opponents, especially
China. Finally, Germany, like other countries, is seek-
ing to cooperate with countries in other regions, such as
the Indo-Pacific. Technology cooperation in the field of
security and defense is an attractive option in this con-
text, as Europe has interesting products to offer.

*  Together with its EU, NATO, and G7 partners, Ger-
many should not only secure access to technologies
(for example by investing in innovation), but also
ensure it isina position to deny access torivals (for
example by moving production back to Germany, in-
troducing investment controls, or acting to protect
supply chains; see also the Action Plan for the Econ-
omy and Foreign Policy). This results in the following
tasks, which should be handled by the new Federal
Security Council and discussed in the national secu-
rity strategy:

- Defining which key technologies Germany wants
to retain at the national level and at the Europe-
an level

- Identifying and coordinating how access to
technologies and innovation can be secured in
Germany and at the European level

- Defining how access to strategic technologies
can be controlled (access denial) in Germany, at
the EU level, and in the G7 framework

* Inthe future, Germany must justify its policy on mil-
itary equipment exports in terms of security poli-
cy and make it more reliable and comprehensible for
both the German public and international partners:
When is supplying weapons and technology justified,
and how does it benefit Germany in terms of security
policy? To what extent does the federal government
regard military equipment exports as a security pol-
icy instrument to support Germany’s interests and
political influence?

*  The new federal government should embed its ex-
port policy in a strategy for specific countries
and regions and pursue a systematic opportuni-
ty-and-risk approach. A strategy for specific coun-
tries and regions that makes distinctions based on
the security situation and security interests would al-
low military equipment exports to be framed in Ger-
man foreign and security policy explicitly as a means
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of exerting political influence. This would be the ba-
sis for related assessments and public justifications.
The strategy would need to weigh risks and oppor-
tunities: What responsibility and options for action
would Germany have if military equipment were to
fall into the wrong hands, for example in the event
of a coup, and how likely are such events? A traffic
light system that ranks countries on the basis of the
existing export criteria could be helpful. No specif-
ic justification would be required to export to coun-
tries on the green list; in the case of countries on the
red list, every export would require a specific justifi-
cation; decisions would have to be taken on a case-
by-case basis for countries on the yellow list. The
categorization of countries on these lists should be
reviewed regularly.

*  The new federal government can also promote reli-
ability by passing an export law that creates a stan-
dardized statutory basis for the export of war
weapons, military equipment, and new categories
(i.e., EDT). The law should also include control mech-
anisms (e.g., end-use monitoring) and sanction op-
tions, such as decommissioning military equipment.
However, when drafting a new export law, the federal
government must also consider the potential finan-
cial repercussions for the arms industry of a more re-
strictive policy and the possibility of compensation
for the loss of economies of scale.

*  Finally, Germany should launch and help to shape
an international initiative for EDT export controls.
This should aim to create an export regime for critical
technologies.

6. Strengthen Resilience in Germany, Europe,
and the Alliance

Other players have long gone beyond the narrow con-
fines of the military sphere to exert pressure on Germa-
ny; this is shown by the rise in cyberattacks on critical
infrastructure, manipulation of social media, and disin-
formation campaigns in connection with the pandemic.
To protect Germany in such hybrid, multilayered con-
flicts, civil society and the military — private and public
stakeholders — must work together more closely from
the local level all the way up to the EU and NATO. In par-
ticular, cooperation between the national and interna-
tional level (EU, NATO) and coordination between the EU
and NATO should be further enhanced.

*  The new federal government should hold regular ex-
ercises and simulation games at all levels. Such ex-



January 2022 35

DGAP REPORT Action Plan for Security and Defense Policy

ercises help participants understand processes and
requirements, identify gray areas, and be prepared
for crises. More cross-sectoral exercises should be
held nationally and Europe-wide. Within Germa-
ny, there should be more drills to test the interaction
between the various levels (local, state, federal) and
actors (civilian, military, governmental, private).

*  The institutions deemed by the federal government
to be critical to maintaining the functioning of the
state should also be subjected to stress and func-
tionality testing. This will allow security precautions
at the federal, state, and local level to be reviewed
and improved.
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The direction of German economic policy - in particular,
foreign economic policy - is a key issue for Germany’s new
federal government. At the heart of this issue is the trade-
off between promoting growth and employment through
further economic integration and seeking to protect uni-
versal values such as human rights.

The trade-offs between security policy and economic ob-
jectives are more concrete. For example, there is a major
economic interest in an international division of labor in
the technology sector. Yet this can result in security vul-
nerabilities if, for example, Germany lacks the domestic ca-
pabilities to respond to cyberattacks or if the country be-
comes dependent on suppliers of key technologies. Finally,
German and European policies seek to support global pub-
lic goods such as the fight against climate change, but there
can be a trade-off between calling for the establishment
of environmental standards and concluding international
trade agreements rapidly.

Another significant aspect of the current situation is the
rising tension between the United States and China, and
its potential impact on Germany. The diminishing effec-
tiveness of international and multinational rules in a geo-
political environment in which many powers are pursuing
different interests is also a key issue. The events of recent
years have shown how the United States uses economic
pressure points to push through its geopolitical interests in
relation to Germany, an approach now also being employed
by China. For example, the United States used threats to
halt Europe’s economic trade with Iran and, by doing so,
also undermined an important European security interest.

OPENNESS ALSO MEANS
VULNERABILITY

This raises the key question of how Germany should deal
with international pressure on its own economy, and to
what extent Germany and Europe can, for their part, use
their trading partners’ economic pressure points to pursue
their own interests around the world. An approach often
suggested in the United States is to scale back economic
tiesin order to be less vulnerable. This stands in contrast to
the approach taken by the EU, which in 2019 described its
relationship with China as a strategy of cooperation, com-
petition, and systemic rivalry (see also the Action Plan for
China and Foreign Policy).

This is an extremely important discussion for Germany be-
cause its economy is highly open. Exports account for more
than 30 percent of gross domestic product. Fifty percent
of German trade in goods is with the EU, while 10 percent
is with China, 7 percent is with the United States, and 4
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percent is with the United Kingdom. The openness of the
German economy, with the EU as its main trading partner,
is the foundation on which German prosperity is built. For
its part, the EU has concluded trade agreements that pro-
vide a secure basis for German and European companies to
do business worldwide.

At the same time, openness also means vulnerability. Ger-
many must therefore actively shape globalization in order
to ensure that it is capable of action in the future and to
protect its own interests. A strategy of decoupling or scal-
ingbackinternational ties is not recommended. At the same
time, instruments must be refined in the European frame-
work to allow interests to be defended and asserted, and to
reduce Europe’s susceptibility to economic pressure.

DOMESTIC ECONOMIC WEAKNESSES

Germany’s economic development has been generally pos-
itive since 1999. Growth in gross domestic product per cap-
ita is very similar to that of the United States. France and
the United Kingdom are somewhat behind Germany and
the United States; Italy has been stagnating for decades.
Meanwhile, China’s rise is so impressive that it eclipses all
developed economies in terms of growth.

Yet a more in-depth analysis also reveals significant struc-
tural weaknesses in Germany, to which German economic
and foreign policy must respond over the coming decade:

* Germany and the EU have a relatively old corporate
structure with few young and growing companies. In
the Top 50 of the Fortune 500 Global Companies, 22
companies come from the United States, 12 from China,
and just 7 from the EU (3 from Germany: Volkswagen,
Daimler, and Allianz). For the first time, China now has
more companies in the Top 500 than the United States.

* The shortage of qualified personnel, for example in the
digital sector and especially in the field of artificial intel-
ligence, is hampering the introduction of cutting-edge
technologies. Germany risks losing its leading position
in important sectors in which data-driven and Al-based
solutions are becoming the industry standard.

* Germany’s “energy transition” is incomplete; the coun-
try faces a combination of comparatively high energy
prices and inadequate progress on decarbonization.
Although the share of renewable energy is rising, it is
below the EU average and lags far behind the front-run-
ners, the Nordic countries.
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» Significant weaknesses are also clear in the context
of public administration efficiency. The OECD Digital
Government Index, which looks at the openness, use,
and reusability of government data, ranks Germany be-
low the OECD average.

These weaknesses are the background against which Ger-
man foreign economic policy will be shaped in the coming

RECOMMENDATIONS

Enhancing the Resilience of
the EU and the Eurozone

The EU has made substantial progress on reme-
dying the eurozone’s initial flaws. Important steps
have included the creation of the European Sta-
bility Mechanism (ESM) and the European Central
Bank’s OMT program for the purchase of govern-
ment bonds as well as joint banking supervision,
an improved bank resolution mechanism, and the
recovery fund that is supporting the weaker EU
countries during the pandemic. That said, sys-
temic weaknesses still exist alongside country-
specific problems.

Germany’s new federal government should devel-
op a proactive strategy to reduce the eurozone’s
weaknesses. This involves issues such as complet-
ing the banking union, deepening and integrating
capital markets, and increasing the available quan-
tity of safe assets. Not only would this bring direct
growth and stability dividends; but it would also be
an important contribution to strengthening the eu-
ro’s international role via the creation of attractive
investment opportunities. This, in turn, would make
it easier for the EU to withstand pressure, such asin
the case of the Iran sanctions.

Germany'’s close economic integration with the EU
means that it is in Germany’s interest to continue
to strengthen the EU single market, the macroeco-
nomic and financial resilience of the eurozone, and
the conditions for growth in the EU. A weak single
market not only means missing out on opportunities
for growth; the resulting financial fragility can also
have a negative impact on political stability.
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years. Remedying domestic weaknesses is clearly an im-
portant task for the new federal government to make the
economy more competitive. This will also make Germany
stronger in the field of foreign policy. Recommendations
are set out below for four key areas of foreign econom-
ic policy that will be vital for German prosperity and for
achieving more far-reaching political objectives.

Managing Technological and
Geopolitical Confrontation

Technology policy (see also the Action Plan for Technol-
ogy and Foreign Policy) has risen up the agenda to be-
come one of the main fields of foreign economic policy.
This is due, first, to the key role that digital technologies
play in all economic sectors. Second, competitors can ex-
ploit digital interdependencies for geopolitical purposes.
The EU has focused more on this issue in recent years but
does not have all of the necessary tools to respond effec-
tively. While it can push through important standards in
this area through regulation, it lacks financial instruments
to promote new technologies. Additionally, decisions
on foreign investment in European companies with key
technologies are mainly still taken at the level of the mem-
ber states.

In the field of data sovereignty, the EU has set interna-
tional privacy standards, but it now needs a strategy to
facilitate digital trade with countries with a lower level of
data protection. The lack of investment in new technolo-
gies, networks, and human capital is a fundamental prob-
lem. For example, the EU has too few graduates in Al. It is
essential to launch a training drive, strengthen the digi-
tal single market, boost investment, and improve venture
capital funding to keep Europe from falling further behind
in the field of digital technology. This, in turn, is vitally im-
portant to enable Europe to manage interdependencies
better and thus reduce its level of vulnerability.

The conflict between the United States and China in the
field of technology will shape German and European for-
eign economic policy in the coming years. Europe can-
not be a neutral onlooker. Of course, there will also be
disagreements with the United States. But the most im-
portant objective of European policy will be to reduce
vulnerability to China and to manage interdependence.
In addition to boosting domestic investment and mak-
ing consistent use of the “Brussels effect” to set inter-
national standards, Europe also needs defensive tools.
For example, creating investment control mechanisms is
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a necessary and useful step to ensure that acquisitions
of key technologies can be prevented.

When taking decisions on the use of technologies, it
is important to consider Europe’s robustness and re-
silience. On the whole, however, a defensive strategy
will not be enough. Europe must invest more in digital
technologies — not just so it can better manage geo-
strategic dependencies, but first and foremost so it is
equipped for the future in terms of these key technolo-
gies. In recent years, Germany has rightly begun to in-
vest more in digital technologies. However, the current
levels of investment are still inadequate and should
be increased.

Climate Policy Should Not Be Limited
to Germany

In the field of climate policy (see also the Action Plan
for Climate and Foreign Policy), there are two main ar-
eas for action that are relevant in terms of foreign eco-
nomic policy. First, the European Green Deal has direct
and indirect implications for trading partners around
the world. Second, German and European policy must
aim to accelerate decarbonization worldwide.

The European Green Deal will change trade flows. The
ambitious target of full decarbonization by 2050 and a
major reduction in emissions by 2030 means that the
EU will lower its fossil fuel imports. As of 2030, in par-
ticular, there is projected to be a significant reduction in
gas imports from Russia. But other energy suppliers in
the European neighborhood will also be affected. These
direct impacts can adversely affect countries’ econom-
ic models and thus also have an impact on political sta-
bility. Autocrats who depend on oil and gas revenues
may potentially come under pressure. Managing this
political transformation will be a major challenge.

The energy transition also means that the EU requires
considerable imports of raw materials for “green” tech-
nologies. Resilient supply chains will be important to
avoid new dependencies on suppliers of raw materials.
Finally, falling demand for fossil fuels will have global
implications; all other things being equal, it will result
in lower prices. The EU is among the biggest importers;
consequently, the impact will certainly be relevant for
global prices. European foreign policy cannot ignore
the Green Deal; on the contrary, it will have to manage
its global effects. Bruegel has designed a work pro-
gram that includes development assistance and tech-
nical aid, for example, to address the transformation of
economic systems. At the same time, it is important to
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drive forward the development of green energy gener-
ation in Europe’s neighborhood. For example, green hy-
drogen could become a new export for countries that
see their fossil fuel exports to Europe fall.

The other big question is whether and how the EU and
Germany can accelerate decarbonization worldwide.
First, it must be noted that global emissions are con-
tinuing to rise. The EU now only accounts for around
8 percent of global emissions, far less than China (26
percent) and the United States (13 percent). Conse-
quently, the European Green Deal alone can only make
a small contribution to tackling climate change. One
key question will be how China can be persuaded to
embrace decarbonization more quickly. This is not just
a matter of cooperation, but also of ensuring thatitisin
China'’s interest to rapidly reduce its emissions. In this
context, a transatlantic agreement with a border ad-
justment mechanism for emissions is recommended.
This would give China anincentive to step up its climate
efforts and could also have a positive influence on oth-
er countries.

Technology partnerships with third countries, partic-
ularly poor third countries, could help to globalize the
Green Deal by lowering the cost of use of green tech-
nologies. Flanked by financial support, this could lead
to a cost-effective reduction in global emissions.
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Rising Annual CO2 Emissions
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Using Health Policy as an Opportunity for Moral
and Economic Leadership

Health policy and efforts to tackle the pandemic should
also become a key pillar of German foreign policy — not
only because of their economic relevance. Although
significant progress has been made on controlling the
pandemic, the global economy remains vulnerable, and
the number of COVID-19 cases around the world is still
high. At the same time, there is a risk of new pandemics
and other health risks.

That said, this also represents a major economic op-
portunity for Germany and Europe, which have strong
health sectors. For example, the EU could expand
its role as a key global producer of essential medical
goods. From a foreign policy perspective, the most im-
portant aspect is how the EU and Germany would en-
hance their global reputation by playing a leading role
in tackling the pandemic. Getting a grip on this health
crisis as quickly as possible is a moral imperative. The

world has the financial and technological means to
achieve this, and the EU should play a key role in this
context.

The immediate and most urgent task in the coming
years is to accelerate vaccinations against COVID-19
in low-income countries around the world. The world
and the global economy cannot be safe while there are
high numbers of cases and while it is possible for new
variants of the virus to emerge. German foreign policy
should continue to prioritize this issue.

It is perfectly possible to immunize the majority of the
world’s at-risk population by the end of 2022. Accord-
ing to estimates by the International Monetary Fund
(IMF), this would cost roughly 50 billion US dollars, 35
billion dollars of which would have to come from inter-
national support. The IMF estimates that the economic
benefits of ending the pandemic more rapidly would be
worth 9 trillion dollars, making this the most important
and profitable global investment at present. Germa-
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ny’s new federal government should continue to spear-
head international support for global vaccinations. It
would make sense to press for the EU to order larg-
er quantities of vaccines and pass them on cheaply to
low-income countries. This would create incentives to
rapidly increase production capacities. Financial bene-
fits could be used to improve prevention measures in
low-income countries.

The risk of pandemics has risen more generally.
COVID-19 was not a one-off event; experts believe
there is a high risk of a similar pandemic in the next ten
to twenty years. This means that efforts to tackle pan-
demics must, like climate change, occupy a key place
in German foreign policy. For example, Germany should
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work with other G20 partners to strengthen the global
health system, improve early warning systems for pan-
demics, and boost basic research in the field of health.

In the medium term, Germany and the EU should seek
to play a key role in supplying the world with medical
goods to control pandemics. Large vaccine production
capacities will have to be maintained even in pandem-
ic-free times so that production can be scaled up rap-
idly in the event of an outbreak of disease. The EU has
kept its borders open during the COVID-19 pandemic
and continued to export vaccines. With its many inno-
vative pharmaceutical companies, it can now play an
even bigger role.

8.24 % Others
2.08 %
3.24 %
3.71%

India
Canada
UK

)

22.47 % USA

Note: Share of global trade in vaccines excludes intra-EU trade.

Numbers are averages between 2017 and 2019.

Source: Bruegel (2021) based on WITS, https://tlp.de/1c4l
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IN CONCLUSION: FORGING A STRATEGY

In times of major geopolitical tensions and severe econom-
ic crises, there is a political tendency to want to solve prob-
lems by embracing protectionism. This is rarely success-
ful, however. Brilliant minds, such as Adam Posen, are now
warning that a protectionist trade strategy would betray
the interests of the middle class. Particularly in Germany,
it would involve considerable risks for the export-orient-
ed SME sector and the employees of these companies. The
historical evidence even suggests that a severe economic
crisis could usher in a new golden age of globalization.

Consequently, Germany should choose a strategy that fo-
cuses on managing globalization and economic interde-
pendencies rather than pursuing decoupling. However,
economic interdependence also means vulnerability to
foreign political pressure. Therefore, three guidelines are
of key importance.

1. To be able to assert its positions credibly, the EU needs
stronger instruments, such as a more robust investment
screening process or a subsidy screening process. Such
instruments can increase the stability and openness of
globalization, as they act as a deterrent to other trading
powers and thus encourage them to comply with global
trade rules. The multilateral system is strengthened if
Germany and the EU remain a strong pillar alongside
the United States and China.

2. The EU is the appropriate framework for action to
achieve this. Germany has neither the economic nor
the political power to withstand pressure from China or
the United States on its own. It is a major inconsistency
that, in an integrated single market, the tools to provide
protection from external threats, such as hostile take-
overs to acquire key technologies, remain located - for
the most part - at the national level, even though the
investments, once made, allow access to the entire sin-
gle market. Germany should support EU initiatives that
provide for greater centralization of such decisions. It
would be advisable to reconsider the unanimity princi-
ple in the field of foreign policy.

3. The resilience of value chains must be boosted in eco-
nomic sectors of outstanding strategic importance.
This means pursuing a diversification strategy to re-
duce dependencies on individual producers, for exam-
ple in the case of modern digital technologies. Exam-
ples include key technologies such as computer chips
or essential raw materials for the production of green
technologies.

Action Plan for the Economy and Foreign Policy

Implementing the proposals made in the four concrete
fields of action discussed above - resilience, technology,
climate, and health - would have clear benefits for Germa-
ny and the EU. Strengthening the European economy and
European decision-making structures would not only ben-
efit business, but also create room for maneuver in rela-
tion to international partners and competitors. One of the
strengths of the EU and Germany is supporting and rein-
forcing global public goods. The new federal government
should press ahead with this because it increases Europe’s
influence worldwide and enables it to better assert its in-
terests and values.
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China’s economic and political rise poses a challenge to
Germany on many levels, from the competitiveness of its
industry to the robustness of its democratic institutions.
This systemic challenge is all the more difficult to address
because Germany is highly dependent on China in eco-
nomic terms.

For far too long, Germany and the European Union (EU)
failed to act because they were relying on a “change
through trade” (Wandel durch Handel) approach. Yet these
long-held hopes have not been fulfilled. On the contrary:
China now threatens to reshape the international rules-
based order and Western democracies. Germany’s belated
awakening to this reality has left the country poorly po-
sitioned, as dependencies and the balance of power have
shifted in China’s favor.

A clear stance in relation to China can now only be main-
tained in the framework of the EU, as Germany is the only
EU member state that China still takes at all seriously. How-
ever, China is adopting an increasingly assertive approach
toward Germany as well. Germany’s influence will decline
unless the EU as a whole develops a greater capacity to act.
Yet the EU member states are currently still divided.

That said, Germany is also one of the major causes of the
lack of unity within the EU. Its national interests, primar-
ily economic in nature, are not only keeping the EU from
adopting a common position on China; they are also fueling
doubts in the other EU member states about German soli-
darity. There is growing pressure on Germany to adjust its
policy toward China. The costs of moving forward with the
current policy would be incredibly high. The United States
is also pressing for a radical change of policy toward China.
The new federal government should completely overhaul
Germany’s China policy.

WHAT THE RISE OF CHINA MEANS

Until a few years ago, Germany and Europe placed their
hopes in “change through trade” in China. This was based
on the assumption that economic cooperation would lead
to three-fold liberalization in China: In the economic
sphere, reforms were expected to pave the way for a free
market economy; domestically, China’s economic open-
ing would lead to prosperity, pluralism, and ultimately
democratization; and internationally, integration in glob-
al markets would encourage China to become part of the
rules-based international order. This paradigm has proved
to be incorrect, particularly since Xi Jinping came to pow-
er. On the contrary, China’s authoritarian state capitalism
has been strengthened and is becoming a beacon for other
countries. There are four dimensions to this development:
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the strengthening of domestic authoritarianism, the re-
surgence of China’s state sector, a more aggressive for-
eign policy, and China’s democracy-eroding influence
in Europe.

1. The Strengthening of Domestic
Authoritarianism

Since coming to power in 2012 to 2013, President Xi Jinping
has strengthened the Chinese Communist Party’s authoritar-
ian rule. In particular, his government is using digital tech-
nologies to expand the apparatus of control and repression.
Freedom of speech, already limited, is severely curtailed by
close monitoring of social media; at the same time, the “real
name” registration requirement for social media use makes
it difficult to remain anonymous online. Internet platforms
are increasingly resorting to self-censorship since being
made liable for content published by their users. Finally, the
high-profile punishment of prominent critics also acts as
a deterrent.

At the same time, the Chinese government is increasingly
cracking down on the Muslim population in Xinjiang prov-
ince. China stands accused of committing crimes against
humanity, including the detention of around 1.5 million Mus-
lims; estimates differ in terms of the exact figure. In the Hong
Kong Special Administrative Region, the 2020 national se-
curity law violates the liberties codified in international law
that had been enshrined in the Sino-British Joint Declaration
on Hong Kong and in the International Covenant on Civil and
Political Rights. Any criticism of Hong Kong’s government can
be punished as subversion. Even protests using blank sheets
of paper are treated as a criminal offense.

In short, trade with China has not stopped authoritari-
anism from growing stronger and, contrary to long-held
hopes, has failed to encourage China to open up in political
terms and move toward democracy.

2. The Resurgent State Sector

In economic terms, too, the opposite of what Germany ex-
pected has come to pass: Since 2011, Xi has been strength-
ening the state sector. This is directly eroding the level
playing field with Germany’s free market economy. In the
1980s and 1990s, German hopes that China would open
up in economic terms seemed to be fulfilled. The planned
economy from Mao Zedong’s era was replaced by the grad-
ual introduction of free-market competition and a great-
er role for the private sector. Yet these economic reforms
largely came to a halt under Xi's predecessor, Hu Jintao.
Since Xi took office in 2011, the government has doubled
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down on strengthening and centralizing China’s state-
owned enterprises. This is clearly shown by the state-dom-
inated banking sector’s lending: In 2011, state-owned en-
terprises received just 28 percent of the total credit volume
due to their weaker economic performance. Under Xi Jin-
ping, this share rose to 83 percent by 2016. In the absence
of functioning capital markets, this redistribution of loans
represents significant support for the state sector and an
erosion of market-economy principles.

At the same time, the private sector has been brought un-
der the direct political control of the Communist Party to
a growing extent. One example is the systematic intro-
duction of party cells in private companies. Another is the
crackdown on leading private-sector groups in the digital
sector, such as Alibaba, Ant, Tencent, and Didi. In particu-
lar, the Communist Party is using antitrust powers to at-
tack companies that it believes have grown too powerful.
Alibaba founder Jack Ma disappeared from the public eye
for weeks after a private video in which he made critical
comments became public.

3. China’s Aggressive Foreign Policy

The fact that China bounced back from the 2008 global fi-
nancial crisis more quickly than Western countries gave
China’s leaders hope that they have the superior system.
However, this feeling of strength is coupled with concern
that China’s one-party system is vulnerable. Government,
corporate, and household debt is soaring and has reached
at least 270 percent of gross domestic product. The actual
loan loss ratio is far higher than the official figures. Ineffi-
cient credit allocation also means that China could remain
caught in the middle income trap; in other words, it might
not be managing to catch up to the world’s wealthy coun-
tries. The well-educated younger generation is increasing-
ly frustrated by the lack of career opportunities. Further
problems are arising from the growing mobility challenges
in the megacities, the need for greater environmental and
climate action, endemic corruption, and growing national-
ism in society.

On the one hand, the Chinese population expects the Com-
munist Party to use its power to assert Chinese interests
around the world. On the other hand, it is demanding a pol-
icy that enhances China’s international recognition, status,
and reputation. This mix of strength and vulnerability is
resulting in China’s increasingly aggressive and nationalist
foreign policy. In the South China Sea, China has abandoned
all restraint and built military bases on artificial islands.
Beijing disputes the jurisdiction of the international tribu-
nal that ruled in favor of the Philippines in 2016. Regarding
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Taiwan, China feels strong enough to think out loud about
using military means to bring about reunification.

The export controls and punitive tariffs imposed by other
countries have made clear to China’s leaders how vulnera-
ble China has become as a result of its economic integra-
tion into global markets. By adopting a new “dual circula-
tion” strategy, they are therefore trying to become more
independent of global value chains and to foster domestic
innovation. At the same time, China is boosting its influ-
ence by investing in infrastructure in third countries as
part of the Belt and Road Initiative. Contrary to the hopes
harbored in Germany, China has not become part of the
rules-based order.
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4. China’'s Democracy-Eroding Influence
in Europe

In Europe, China is increasingly proving to be a player that
undermines democratic rights, freedoms, and institu-
tions. China’s activities revolve around its desire to be able
to control the discourse in all political and public debates
relating to China. One example is China’s disinformation
campaign about the outbreak of the COVID-19 pandemic.

In spring 2021, China responded to moderate EU sanctions
by introducing drastic countermeasures against EU parlia-
mentarians and European academics, including the Mer-
cator Institute for China Studies (MERICS) in Berlin. Chi-
na also undermines artistic freedom, the freedom of the
press, and academic freedom by threatening institutions
and individuals in Europe for comments they have made.
In Switzerland, a professor stepped down from supervising
a dissertation after China took umbrage at tweets made by
her doctoral student.

These events raise the question of how forcefully China
will react when its economic interests are affected, not
just its ideological interests. The German parliament must
prepare itself for Chinese reactions to the implementation
of the supply chain law, for example. The Swedish fashion
manufacturer H&M recently faced calls for a boycott after
it announced that it no longer intended to use cotton from
China’s Xinjiang province.

These examples show the accuracy of the increasingly
widespread view in the EU that China’s rise is going hand
in hand with an erosion of the liberal order in the West and
in Europe.

THE COSTS OF BUSINESS AS USUAL

China is a systemic challenge because the country’s funda-
mental structural differences pose a threat to the political
and economic order preferred by Germany and the EU (de-
mocracy versus autocracy, free market economics versus
state capitalism). Not only do these differences shape Ger-
many’s relations with China; they also influence its options
for action across a wide range of policy fields. Consequent-
ly, the debate should not focus solely on how Germany can
ensure that democracy, free trade, and globalization can
remain the guiding paradigms of European foreign policy;
it should also cover the question of how they can be active-
ly defended. In this context, the federal government’s reti-
cence is astounding, as the costs of inaction or business as
usual are immense. The potential loss of prosperity, com-
petitiveness, and international influence, including in rela-
tion to the EU and other allies, is unacceptably high.
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The increase in China’s power is mainly the result of its
economic strength and growing innovativeness, especial-
ly in the field of digital technology. If Germany does not
start now to actively limit its economic and technologi-
cal dependence on China, it will cease to be an innovator
and instead become a market for next-generation Chinese
technologies. Not only would this significantly diminish
Germany’s competitiveness and prosperity (see the Action
Plan for Technology and Foreign Policy); but it would also
curtail Germany’s ability to take autonomous decisions on
the international stage. In the EU context, the former Com-
mission President Jean-Claude Juncker described this as
the risk of losing what he called “weltpolitikfahigkeit,” the
capacity to play a role in shaping global affairs. Capabilities
in the field of digital technology are a key power resource
in the 21Ist century. Various factors, including Germany’s
limited control over data and the weakening of its position
in international value chains, mean that Germany risks be-
coming a battleground in the great-power conflict between
the United States and China. The controversy over whether
to allow the Chinese network equipment provider Huawei
to be involved in the development of the 5G network is just
the first example of this.

Unless it changes course, Germany risks becoming less im-
portant in the eyes of a key ally, the United States. What
matters to the United States is the great-power conflict
in the Asia-Pacific region. Although Germany published
an Indo-Pacific strategy for the first time in 2020, this can
only be the first step in gaining capacity to act, together
with the EU, in the Asia-Pacific region. Only if Germany
and the EU contribute their own resources and develop a
clear stance on the main great-power conflict of the 21st
century will they stay relevant in this context and remain
important to the United States as more than just a source
of legitimacy.

THE DIVIDED EU AND THE
RESPONSIBILITY OF THE
MEMBER STATES

In view of the systemic challenge that China represents,
there is growing recognition that the EU is the appropri-
ate framework for action, not the individual member states.
That said, EU foreign policy is a matter for the European
Council, where all EU member states have a veto, and be-
yond recognizing that China is a key issue for EU foreign
policy, the member states remain divided. This persistent
lack of unity and the EU’s resulting inability to act are not
only a reflection of a stronger pro-China stance by Central,
Eastern, and South-Eastern European countries, especial-
ly Hungary; they are also the result of Germany’s prioriti-
zation of its national economic interests. Given the sizeable
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proportion of Germany’s foreign trade that is accounted Despite this lack of unity, a realignment of the EU’s China
for by China (see graphic), smaller EU member statesdonot  policy is under way.

have confidence that Europe will take united action if they

come under pressure from China.

EU Exports of Goods to China, 2020
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The European External Action Service (EEAS) sought to
encourage this process in 2019 with a new “strategic out-
look.” This document - approved by the heads of state and
government — describes China for the first time not just as
a partner and competitor, but also as a systemic rival. The
European Commission is also emphasizing the EU’s inter-
national ambitions. It is striving for an “open strategic au-
tonomy” that aims to reduce Europe’s dependencies both
by developing its own capacities and by diversifying suppli-
ers. Tellingly, this concept is increasingly being discussed
from the perspective of reducing Europe’s dependence on
China. Finally, the European Parliament has also reached a
clear and critical stance on China in a series of resolutions
inrecent years.

Given, however, that the member states are responsible for
foreign policy, a consensus is needed to achieve any sig-
nificant increase in Europe’s capacity to act in relation to
China. Yet Germany, in particular, has so far failed to push
for this. Observers explain this by citing either Germany’s
close economic ties with and dependence on China, or
Chancellor Angela Merkel's stance. Chancellor Merkel was
said to have a great fascination with China, coupled with a
conviction that China’s rise is unstoppable.

This was not always the case, however. When, around five
years ago, Germany'’s federal government joined forces
with France and Italy to call for a screening mechanism for
foreign direct investment, this sparked a debate about a
new EU policy toward China. The background was the Chi-
nese Midea Group’s acquisition of a majority stake in the
Augsburg robotics company Kuka, which led to concerns
that German expertise could fall into China’s hands, un-
dermining Germany’s competitiveness. Once the screen-
ing mechanism for direct investment was adopted, howev-
er, many in Berlin believed they had solved the problem.

Today, the pressure to take action in relation to China is far
greater than it was five years ago. The new federal govern-
ment should seize the initiative and return to being a driv-
ing force in this context. Germany has a key role to play in
the EU framework because it is the only EU member state
that is still taken seriously by China, due to its innovative-
ness and the two countries’ mutual economic dependence.

OPPORTUNITIES FOR A NEW
GERMAN POLICY TOWARD CHINA

There is growing recognition in Germany and Europe
that China represents a key challenge. This has created
four windows of opportunity that should enable the new
federal government to fundamentally realign Germany’s
China policy:
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1. Growing Political Consensus in Germany

In the run-up to the Bundestag election, there were al-
ready hints of a consensus among the parties of the Chris-
tian Democrats (CDU/CSU), the Social Democrats (SPD),
the Greens, and the neo-liberal Free Democrats (FDP) that
a political realignment is needed in relation to China. The
manifestos of the Greens and the FDP, in particular, struck
a critical tone on China. The CDU/CSU and SPD manifestos
were more circumspect in their wording; that said, leading
politicians from these parties are also taking a more dis-
tant tone in their statements. This trend could gain pace
now that the federal government is no longer headed by
Angela Merkel.

Meanwhile, the federal ministries have already gone a step
further. One example of this is the Indo-Pacific strate-
gy produced by the Federal Foreign Office. There has also
been a marked shift in how China is viewed in other federal
ministries, particularly the Federal Ministry for Economic
Affairs and Energy.

2. Growing Support from Business
for a Realignment

A realignment is made easier by the fact that European
and German associations of trade and industry, which for
decades emphasized China’s enormous growth potential,
are increasingly drawing attention to the risks caused by
the lack of a level playing field. The Federation of German
Industries (BDI) was already referring to a systemic rival-
ry before the EEAS published its strategic outlook. Busi-
nesses, particularly in the automotive industry, will con-
tinue to press for a moderate policy toward China. But
German and European businesses are no longer united in
calling for a cooperative China policy that ignores the sys-
temic challenges.

3. Recognition of the Importance of EU Unity

The analysis is already further advanced in the EU institu-
tions than it is in Germany. The member states, too, have
come to recognize that a common approach is the only vi-
able option for the future. One example of this is the de-
velopment of the “5G Toolbox,” a list of criteria drawn up
jointly by several EU institutions for dealing with security
risks in the development of a new cell phone network. This
includes the role of Chinese network equipment suppliers,
such as Huawei. Although the member states are still di-
vided, a German initiative for a common EU policy toward
China is unlikely to be rejected out of hand.
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4. American Pressure

The United States now views China as the biggest inter-
national threat, with Russia a distant second. US President
Joe Biden regards alliances with democracies as the most
important resource in the confrontation with authoritar-
ian China. The United States had already begun to call on
the NATO states to take a harder line on China than under
his predecessor, Donald Trump. To date, however, the EU

RECOMMENDATIONS

Following the Bundestag election, Germany should
substantially change its policy toward China; a mi-
nor course correction is not enough. One constructive
first step is the new Indo-Pacific strategy. It should
be fleshed out in line with the EU’s central strategies
and translated into political practice. However, the
realignment of China policy not only requires a trans-
formation in policies at the federal level; it is a task
for society as a whole — for the public sector, busi-
ness, and civil society. Germany should implement its
new China policy in the EU context. The new federal
government should adopt a principled approach that
provides a clear compass in trade-offs among differ-
ent interests and values. Germany’s new China poli-
cy must be reshaped in conceptual, institutional, and
material terms within a short space of time.

1. CHINA POLICY AS A NATIONAL
CROSS-CUTTING TASK

Conceptual Dimension

China’s rise is a megatrend. As in the case of other
broad trends — such as digitalization and decarbon-
ization, which have a China dimension in their own
right — national efforts are needed to ensure that not
only the federal government but also German states,
municipalities, the business community, and civil so-
ciety are well placed to deal appropriately with the
new realities. It is essential to recognize that China
policy is not solely a matter of foreign policy. How
China develops has an influence on German compet-
itiveness, is vital in the context of action on climate
change, andis important for the future of democratic
freedoms and institutions. This means that Germa-
ny’s approach can no longer be guided by “change

Action Plan for China and Foreign Policy

has played a largely passive role as a source of legitimacy
for US policy: The EU’s consent is intended to show that the
United States is not simply acting to advance its national
power-political interests. However, if the EU contributed
its own resources and adopted a united position, it would
be in America’s interest to coordinate with Europe and en-
courage it to play a more active role. Biden’s presidency of-
fers new opportunities for the EU to shape policy if it can
agree on a joint new course.

through trade”; instead, the focus must be on defending
interests and values at home.

Conversely, Germany’s approach to China is more than
just a matter of domestic policy. The global future of de-
mocracy, the rule of law, universal human rights, free
market economics, and free trade will depend primarily
on whether the countries that represent and implement
these values prove to be successful, competitive, capable
of defending themselves, and resilient. If Germany recog-
nizes that China poses a systemic challenge, then the new
federal government should provide a systemic response.

Institutional Dimension

Two institutional changes should help to bring about this
transformation:

* China policy in the Federal Security Council: China
policy should become a key issue for high-level coor-
dination within the federal government. It makes sense
for this to take place in the framework of a reformed
Federal Security Council (see also the Action Plan for
German Foreign Policy Structures and the Action Plan
for Security and Defense Policy). The relevant direc-
torates-general of the federal ministries should confer
with one another ahead of each meeting of the Federal
Security Council. In addition, a “China Staff” should be
set up, composed of representatives of the academic
and business communities and civil society; it should
convene before each meeting of the Federal Security
Council and advise it on Germany'’s approach to China.

* Decentralized China information offices: To take ac-
count of the fact that China is more than “just” a fed-
eral policy challenge, the new federal government
should develop and fund decentralized China informa-
tion offices in close coordination with Germany’s states
and municipalities. These information offices should be
created on a decentralized basis across the whole of
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Germany, in close consultation with the states and
municipalities, and should develop targeted infor-
mation, advisory, and educational services for vari-
ous groups in society. This includes companies and
municipal administrations facing offers of Chinese
investment, as well as public and private research
institutions considering the possibility of cooper-
ation with Chinese partners. The same applies to
schools, where China is not just a subject covered
in lessons; their students use Chinese software
and apps, such as TikTok, on a daily basis. The de-
centralized information offices should provide
targeted, practical information and continuing ed-
ucation programs.

Material Dimension

The funding required for the China information offices
is fairly limited and should be provided by the federal
level. The whole-of-society dimension of the system-
ic competition with China represents a much bigger fi-
nancial challenge. Germany will have to strengthen its
innovativeness and competitiveness, particularly with
regard to digital technology (see also the Action Plan
for Technology and Foreign Policy).

Timeframe

Agreement on the new Federal Security Council and
the associated China Staff should ideally have been
reached in the coalition negotiations, and they should
take up their work as soon as possible after the new
federal government is sworn in. The decentralized Chi-
na information offices should be set up by the end of
2023 during a two-year pilot phase. They should sub-
sequently be fully developed and evaluated at least ev-
ery five years.

2. GERMANY’'S CHINA POLICY IN
THE FRAMEWORK OF THE EU

Conceptual Dimension

European countries will only be able to regain their ca-
pacity to act in relation to China in the EU framework.
With this in mind, the new federal government should
become a driving force in the discussion in the EU. The
strategic outlook published by the EEAS offers a suit-
able starting point. At present, it describes China simul-
taneously as a partner, competitor, and systemic rival.
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But the question of exactly how this triad should be de-
fined remains contentious. One obvious optionis to de-
fine China’s role based on the policy field in question.
For example, China would be a partner in the context
of tackling climate change, a competitor in the strug-
gle for global market share, and a systemic rival when it
comes to universal human rights.

The federal government should, however, categorical-
ly reject any such approach in which China’s classifica-
tion depends on the policy field in question. Instead, it
should make concrete proposals as to how the systemic
rivalry should affect partnership and competition with
China. Equally, Europe must determine what the need
for cooperation with China means for the systemicrival-
ry. This should not be defined in the abstract, but rath-
er on the basis of concrete policy fields. One example
is action to counter climate change, which should not
be regarded as a policy field based purely on partner-
ship. China is the biggest emitter of greenhouse gases
and thus an essential partner when it comes to climate
action. At the same time, China and Germany are com-
peting with each other in relation to climate-neutral
technologies, and this competition is not taking place
on a level playing field.

Institutional Dimension

The new federal government should also press for in-
stitutional reforms to strengthen the EU’s capacity for
action in relation to China:

* Introduction of qualified majority voting: Given the
lack of unity among the EU member states, the una-
nimity principle in European foreign and security
policy is largely resulting in deadlock. Even though
the prospects of success are low, the new federal
government should make a push to abolish the una-
nimity principle in full or in part.

* Establishment of an EU pioneer group on China: In
parallel to this, it should invite the other EU member
states to establish an “open pioneer group on Chi-
na.” The members of this pioneer group should de-
velop common positions on China, take coordinated
action, and introduce the principle of qualified ma-
jority voting internally in line with the EU’s rules. It
is true that this amounts to a surrender of sovereign
rights, but the group must recognize that capacity
for action in relation to China cannot be achieved
nationally or within the framework of the EU as a
whole until the unanimity principle is abolished.
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However, the pioneer group should operate on the
basis of a narrow definition of China policy — one
that is limited to foreign policy issues and to direct
interference by China in the internal affairs of the
countries in the pioneer group. A broad, systemic
definition of China policy, as advocated in much of
thisaction plan, would only resultinthe failure of the
pioneer group. The principle of EU primacy should
apply, meaning that the pioneer group would only
act if the EU institutions, especially the European
Council, are unable to reach agreement. The pioneer
group on China should be open to all EU partners
and consult closely with all EU member states and
key partners such as the United Kingdom.

* Coordination with like-minded partners: Germa-
ny should propose the creation of new dialogue for-
mats between the EU and like-minded partners,
and the deepening of existing dialogue formats.
The transatlantic dialogue in the framework of the
new EU-US Trade and Technology Council should
be supplemented by cooperation with the United
Kingdom, Canada, Australia, Japan, or India. These
dialogue formats not only offer the opportunity
to coordinate with like-minded partners, but also
force the EU to coordinate its positions internally,
especially regarding the definition, design, and im-
plementation of the “open strategic autonomy” be-
ing pursued by the European Commission.

Material Dimension

The costs of re-anchoring China policy in the EU are
limited. The new federal government should, howev-
er, signal its willingness to provide financial resources
for the pioneer group should this be necessary. From
a financial perspective, the more significant issue will
be Germany’s involvement in funding EU initiatives to
strengthen the EU’s open strategic autonomy, not least
in the field of new technologies.

Timeframe

The federal government should provide its conceptual
input by the end of 2022. The Federal Security Coun-
cil’'s “China Staff” (see part one of the recommenda-
tions) should submit concrete proposals to the federal
government by the summer of 2022 and be available to
provide advice. The push to introduce qualified major-
ity decision-making and the initiative to establish the
open pioneer group should take place over the same
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period. The same applies to initiatives for coordination
with like-minded partners.

3. COMPASS FOR A PRINCIPLED
CHINA POLICY

Conceptual Dimension

Foreign policy decisions are often trade-offs. Thisis es-
pecially true of the multidimensional relationship with
the People’s Republic of China. The new federal gov-
ernment should work together with the EU partners in
the pioneer group to develop a compass for a principled
China policy. Three dimensions are important in this
context: (1) the EU’s core interests, (2) the EU’s poten-
tialinfluence, and (3) the scale of China’s infringements
of values. Regarding the first and third dimensions, it
is necessary to define the core interests and values on
which the EU can reach agreement; regarding the sec-
ond dimension, the key question is what means the EU
is willing to use to regain influence in relation to China.
To this end, it would make sense to begin by drawing up
a matrix to clarify convergences and divergences with-
in the EU/the pioneer group. The aim should be to com-
municate red lines to China and to reach agreement
within the EU/the pioneer group on joint responses in
the event that these lines are crossed. China’s growing
presence and democracy-eroding influence within the
EU should be a particular priority.

Institutional Dimension

The development of a policy that takes a more princi-
pled approach should be supported by two further co-
ordination mechanisms:

* Coordinated protection against threats: A key as-
pect of protecting fundamental values and the
political system is strengthening intelligence co-
operation within the EU. In addition, it is important
to not only systematically uncover disinformation
campaigns, as the EU institutions are doing — albeit
with inadequate resources — but also to publicly ex-
pose these campaigns in a high-profile manner that
attracts media attention.

* ServicesforChinesecitizensin Europe: As overseas
Chinese citizens are the focus of Chinese activitiesin
Europe, Germany and the EU should alsoinvestinan
information service for them. This should offer daily
news in Chinese about developments in Europe, and
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impart information in Chinese about the fundamen-
tal values, freedoms, and functioning of European
democracies. This service should be aimed at Chi-
nese people living temporarily or permanently in the
EU, such as students. Currently, they receive their
information almost exclusively from the propagan-
da issued by the Chinese embassies. In addition,
Chinese-language assistance services and contact
points must be created that offer overseas Chinese
citizens confidential and effective protection in situ-
ations in which they are threatened.

* Strengthening multilateralism: During Donald
Trump'’s presidency, China benefited from the with-
drawal of the United States from several interna-
tional organizations. Where China is integrating
into existing institutions, this should be welcomed
by Germany and the EU. However, Germany should
work with like-minded partners inside and outside
the EU to counter those Chinese initiatives that are
developing outside of these institutions, particular-
ly the Belt and Road Initiative. In close coordination
with the EU member states and like-minded part-
ners, especially the United States, the United King-
dom, Japan, Australia, and India, Germany should
actively participate in creating an alternative to
Chinese infrastructure assistance. The EU’s Glob-
al Gateway, the Blue Dot Network, and the “Build
Back Better” initiative are suitable starting points.
The key advantage for partner countries should
be the transparency and dependability of the
Western initiatives.

Material Dimension

Decentralized information services and contact points
for overseas Chinese citizens in Germany should be fi-
nanced by the federal level, potentially in the frame-
work of the China information offices. Germany'’s
financial contribution will be very important when
it comes to developing an alternative to the Belt and
Road Initiative. Germany should keep its financial con-
tributions to multilateral institutions stable.

Timeframe

The new federal government should provide its con-
ceptual input to the EU by the end of 2022. The devel-
opment of decentralized information and protection
services for overseas Chinese citizens across Germany
should take place gradually over the course of the elec-
toral term. Measures to strengthen multilateralism are
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a long-term priority. That said, it is important for the
European infrastructure initiative, as an alternative to
China’s Belt and Road Initiative, to take concrete shape
and finance its first projects in the course of 2022.
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The development and mastery of key technologies have
formed the foundation for Germany’s prosperity. Whether
in the case of cars, industrial goods, or chemicals, Germa-
ny’s economic strength is based on its products, which are
highly regarded and in demand worldwide. This economic
strength has shaped German foreign policy for decades.
In the years of its economic miracle following the Second
World War, Germany preferred to flex its economic mus-
cles rather than to engage in saber-rattling. This approach
was reinforced after the end of the Cold War. In the ab-
sence of the systemic rivalry with Communism, econom-
ic interests could be even more effectively combined with
support for multilateralism and democratization under
the banners of liberalization and globalization.

This approach rested on the belief that anyone would ben-
efit from free trade, the rule of law, and multilateralism
- a classic win-win situation. Authoritarianism and wars
seemed like anachronisms from a dark past that was about
to be left behind. Military might and geostrategic consider-
ations are alien to this type of foreign policy thinking. This
paradigm had its heyday around the turn of the millennium
when many believed that, with the collapse of Communism
and the triumph of globalization and liberalization, a new
world order based on democratization, free trade, and mul-
tilateralism was emerging.

Twenty years on, no one is talking about a global triumph
of liberal democracy anymore. The return of authoritari-
anism and the systemic rivalry between the United States
and China have shaken the foundations of German foreign
policy. The digital transformation, which is calling Germa-
ny’s leading role in key technologies into question, is also
challenging these old paradigms. Please note that, here,
the term “technology” will be used synonymously with dig-
ital technologies.

AN UNACCUSTOMED ROLE

The COVID-19 pandemic has laid bare the extent to which
Germany lags behind when it comes to the digitalization of
its economy, education system, and public administration.
No matter whether the focus is on the use of data manage-
ment systems in the private sector or on office software
for the public sector - the most sought-after digital inno-
vations generally do not come from German or European
providers. The current discussion about “digital sovereign-
ty” or “technological sovereignty” is, first and foremost, an
admission of this weakness, as it is based on recognition of
the fact that Germany has already lost, or is on the brink of
losing, its own capacity to act when it comes to mastering
digital technologies.
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Germany finds itself in a new, unaccustomed role. In the
context of digital transformation, it is not the innova-
tor with the best solutions. Rather, it is mainly an attrac-
tive market to be seized by the established US tech giants,
which are now being joined by new players from Asia and
especially China.

Mastering new technologies has never been solely about
economic competitiveness or ethical implications, even
though these perspectives have dominated the discourse
in Germany. In fact, Germany’s view of the development of
new technologies, which is strongly shaped by its belief in
free markets and competition, is unusual by internation-
al standards. As a result of its own historical experience
and the success of the German economic model in a world
characterized by globalization and the multilateral order,
Germany regards the growing tendency to view the tech-
nology sector through the lens of geostrategic and secu-
rity interests as threatening. Germany’s foreign policy is
still uncomfortable with the nexus between geopolitics and
technology and its implications for the country’s capacity
to act.

AN INDUSTRIAL POLICY DILEMMA

A glance at the United States reveals how much its per-
spective differs from the German view. The United States
has always closely linked its dominant global position with
its lead in mastering key technologies - from the harness-
ing of the atomic bomb in the Second World War via the
conquering of space in the Cold War to the use of digital
technologies to obtain information for strategic advan-
tages. The Defense Advanced Research Projects Agency
(DARPA), an agency of the US Department of Defense, epit-
omizes this close integration of security interests and pub-
lic funding for technological innovation. While the innova-
tiveness of the US technology sector owes a great deal to
top universities, entrepreneurial spirit, and private invest-
ment, it is also fueled by massive research and development
investments from the defense budget. China, too, regards
the technology sector as the key to greater prosperity and
global influence, internal security, and military strength.
Meanwhile, France, Germany’s main partner in the EU, also
views the technology sector through the lens of national
interests and geopolitics.

German foreign policy, by contrast, lacks a compass to help
it position itself in the international contest in the technol-
ogy sector. The realization that Germany has fallen behind
other countries, particularly when it comes to key digital
technologies, hasled to a focus on the domestic technology
sector. The “digital sovereignty” debate also shows, howev-
er, that German policy-makers are still very uncomfortable
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Comparison of EU and US Research and Development Investment in Biotechnology and
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with an industrial policy approach, mainly due to fears that
Germany taking its own industrial policy measures will
encourage an international shift to greater protectionism.

DARPA was an important example and model for the estab-
lishment of Germany’s Federal Agency for Disruptive Inno-
vation. Nonetheless, military and civilian support for new
technologies is still strictly separated in Germany, unlike
in the United States, China, or France. Particularly in the
technology sector, the United States remains Germany’s
most important partner outside the EU. At the same time,
Germany is seeking ways to emancipate itself from the US
tech sector to create more space for its own capabilities
and innovations.

A PAWN IN THE CONTEST BETWEEN
THE UNITED STATES AND CHINA

There are good reasons why Germany is reluctant to seek
clear answers to the question of how it can reduce its de-
pendencies and strengthen its own capabilities. This not
only requires identifying short-term, medium-term, and
long-term opportunities for action that are based on a
deep understanding of the technology sector, but also a
willingness to set priorities and accept the associated
costs. As things stand today, German technology policy
already suffers from major contradictions and conflicts

of interest. The biggest problem is that these contradic-
tions will only continue to grow if Germany fails to act.
Germany faces a major challenge when it comes to posi-
tioning itself in terms of technology policy in the interna-
tional context. Closer links with the United States in the
tech sector will inevitably lead to sharper confrontations
with China. Developing domestic technological capabil-
ities to reduce dependence on US companies is unreal-
istic in the short term and would be a high-risk and ex-
pensive approach. The same can be said of any attempt,
together with European partners, to chart a separate
course between the United States and China. This would
result in Germany and the EU permanently becoming a
battleground in the confrontation between Chinese and
US interests.

A foretaste of this was provided by the debate on the
role of the Chinese telecommunications equipment pro-
vider Huawei in the development of Germany’s 5G net-
work. For almost two years, the United States and China
tried to influence the decision of Germany’s federal gov-
ernment through various channels. The obvious lack of
agreement within the government created more oppor-
tunities for external intervention and thus invited even
greater external pressure. The 5G debate is evidence that
an overt inability to agree on an unambiguous position
massively increases the political price of taking a deci-
sion that either China or the United States does not like.
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The United States Leads the Global Cloud Market — The EU is Irrelevant
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To avoid such high-pressure campaigns, the German gov-
ernment needs to increase its ability to identify key trends
and issues in the tech sector early on as well as their impli-
cations for its interests. And that is not enough. Based on
such monitoring and analysis, Berlin also needs to formu-
late clear policy positions that have the support of all rel-
evant stakeholders within the government - no easy task
given the legacy of infighting among ministries and parties
within the ruling coalition.

KEY CHALLENGES FOR GERMAN
TECHNOLOGY POLICY

Weaknesses in the Commercialization
of Innovation

By shortening innovation cycles and changing business
models, digitalization is transforming the foundations
for Germany’s future prosperity. Compared to physi-
cal products like machines or vehicles, software-driven

applications such as platform markets can be developed
more quickly and rolled out globally via the internet. This
creates many opportunities for disruptive innovation by
new market entrants. But the key motto behind market dis-
ruptions has not changed: There is no innovation without
innovators.

In principle, Germany’s systems for education, science, and
research mean it is well placed when it comes to the de-
velopment of technological innovations. Its reputation and
high quality of life enable Germany to attract international
talent and top researchers. If it proactively seeks to attract
international scientists and innovators, while simultane-
ously improving the conditions for research and start-ups,
Germany can compete with the world’s leading innovation
ecosystems for the brightest minds.

However, technological innovations can only be consis-
tently translated into economic success if products can be
rolled out and production scaled up quickly. As is shown by
the United States and, increasingly, China, this requires a
strong ecosystem in which - besides entrepreneurial drive
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- investors with the necessary capital resources and agile
public funding instruments play a key role. Strengthening
Germany’s position as a hub for innovation must therefore
be a priority in the current electoral term.

Technology Policy as a Highly Complex,
Cross-Cutting Issue

Technology policy is a cross-cutting issue and must be
dealt with accordingly. Support for and the use of technol-
ogies in the domestic market also always have implications
for Germany’s position in the international economy. This
is particularly true of digital technologies that make use of
the possibilities offered by global online connectivity. This
is an area where boundaries are blurred between the inter-
nal and the external, as well as among economic, security,
and human rights dimensions - especially in the context of
the dominance of global internet giants and the growing
importance of data for value creation and social innovation.

Facebook, Google, and Apple are among the most innova-
tive and successful companies worldwide. At the same time,
their market power raises anti-trust concerns. One thing
all three companies have in common is their access to sen-
sitive, security-relevant user data. This data, in turn, raises
questions related to national security and is sought-after
by security authorities and criminals alike. Enabling the
expression and sharing of views and knowledge, these plat-
forms are highly relevant when it comes to the protection
of human rights and the process of forming public opin-
ion. Rather than considering how these various dimensions
connect and interact, Germany views the technology sec-
tor mainly through the lens of highly siloed competences
within different regulatory agencies and ministries.

Public Sector Weaknesses

Besides its dependence on major tech platforms, Germany
also has glaring weaknesses when it comes to the develop-
ment and use of digital technologies in the public sector -
whether in the education system, public administration, or
health sector. The government (at the federal and state lev-
els) and the public administration (mainly at the state and
municipal levels) lack expertise in this area, specifically the
ability to draw the right conclusions from new trends and
then, crucially, to act quickly on these conclusions. Given
how far Germany has fallen behind in the tech industry, the
German public sector is needed as a driver and funder of
technological innovation. Yet public institutions are cur-
rently chasing after developments rather than shaping
them. This is due to fundamental structural problems in
the government and public administration, which require

Action Plan for Technology and Foreign Policy

modernization efforts across the board. This includes cre-
ating clear competences and streamlined coordination
processes.

Untapped Opportunities of the EU Single Market

The single market gives the EU enormous regulatory pow-
er. The combination of the size (number of consumers) and
purchasing power (average income in the EU) of the single
market makes the EU one of the most attractive markets
in the world. Regulating this market gives the EU a power-
ful lever that can be used to set global standards. The best
example in the technology sector is the EU’s General Data
Protection Regulation, which has become a global standard
because tech giants do not want to give up the lucrative
European market. The EU is now taking a similar approach
with its Al Regulation. To date, however, regulation has not
led to a stronger European technology sector, as many pol-
icy makers had hoped. On the contrary, the market pow-
er of Google, Facebook, Amazon, Microsoft, and Apple has
continued to rise in recent years. On top of this, European
regulatory requirements have so far not created the envis-
aged digital single market. There are many opportunities
for countries to go it alone, and the implementation and
enforcement of European rules continues to differ sharp-
ly from one member state to another. As a result, the huge
potential offered by the single market, which could give do-
mestic start-ups and industrial companies better oppor-
tunities to compete with firms from the United States and
China, remains untapped.

Transatlantic Tensions

Under Secretary of State Hillary Clinton, the United States
launched the Internet Freedom Agenda and took on a global
leadership role in defending the free and open internet. The
Internet Freedom Agenda brought the interests of Silicon
Valley’s global tech giants together with the foreign policy
objectives of promoting democracy and human rights and
of supporting the US technology sector. Edward Snowden’s
revelations led to an international backlash against the US
government’s claim to leadership, as he exposed that gov-
ernment’s security interests in having access to global data
flows. While the outrage in Europe has since subsided, it
has not been forgotten, and it still overshadows the discus-
sions on transatlantic data flows.

The United States is now also taking a far more critical
view of tech giants, with calls for greater regulation also
being made in Washington. Joint regulatory interests could
strengthen transatlantic cooperation. However, major con-
flicts of interest remain as virtually all major tech platforms



60

January 2022

Action Plan for Technology and Foreign Policy

affected by competition regulation come from the United
States. Today, it is already apparent that they are attempt-
ing to head off intervention by persuading the US govern-
ment that they are national champions that are essential
for competition with China. As a result, the biggest oppor-
tunity offered by the new Trade and Technology Council is
not the chance to develop joint transatlantic positions, but
first and foremost the fact that it requires the EU to react to
USinterests and proposals. This could advance and institu-
tionalize greater cooperation and coordination within the
EU on key technology policy issues.

Technology Policy Will Determine the Future of
Globalization

The internet, the infrastructure that underpins so ma-
ny digital technologies, is global in nature. It facilitates
cross-border connectivity and knowledge sharing. The IT
sector itself is organized in complex global value chains.

RECOMMENDATIONS
FOR ACTION ON
THREE LEVELS

Technology policy needs greater political visibility,
and it must be embedded in structural reforms and
guided by an overarching strategy. These three lev-
els are interconnected and must go hand in hand if
Germany is to successfully overcome the challeng-
es outlined above. While these issues are now re-
ceiving a great deal of attention from policy-mak-
ers, the only way to ensure they receive lasting and
sustainable political visibility is through structural
reforms and an overarching strategy.

Technology policy has become a higher political pri-
ority, and this is reflected in the calls for a federal
ministry for digital affairs. However, the creation of
a new ministry will not be enough to establish tech-
nology policy as a cross-cutting issue. Structural re-
forms are also needed to improve interministerial
cooperation, to lay the foundations for faster anal-
ysis and decision-making, and to implement the re-
sulting strategies and measures effectively. The third
level, alongside visibility and structural reform, is
strategic positioning, which concerns addressing the
challenges and trade-offs set out above.
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Software-based services and innovations can be rolled out
rapidly around the world via the internet. This enabled Tik-
Tok, a Chinese app, to build a global community of users in
just a few years. That said, there are currently also strong
pushbacks against products and services based on global
connectivity and the associated data flows. The technolog-
ical competition between China and the United States is at
the heart of this. Major US platforms such as Facebook and
Google are blocked for internet users in China, as are many
Western media outlets that report independently and crit-
ically on China. Partly because of US export restrictions,
China has stepped up its efforts to become less dependent
on American technologies, for example in relation to op-
erating systems or chip design. There is also a global trend
toward stricter national regulation of internet services and
data use. Even the future of transatlantic data sharing is
uncertain, given the different views that exist on data pro-
tection and legal frameworks for government access to da-
ta for security purposes.

1. VISIBILITY OF TECHNOLOGY POLICY

The establishment of a ministry for digital affairs is cur-
rently the most prominent reform being called for with the
aim of boosting the visibility of technology policy. How-
ever, creating a ministry does not, on its own, guarantee
a high level of visibility and influence at the cabinet table.
For this to be the case, the ministry needs to have suitable
competences, and a minister with sufficient influence in
the government must be appointed. In addition to the roll
out of broadband and digitalization of the public admin-
istration, a digital ministry should also have competences
in the areas of research funding for key technologies, reg-
ulation of the digital economy, and funding for social and
economic innovation. The foreign policy dimension should
be anchored at the institutional level so that the minis-
try brings the internal and external aspects of technolo-
gy policy together under one roof and considers both in
its decisions.

One possible alternative to a digital ministry is upgrad-
ing the Federal Chancellery’s competences and resourc-
es, for example in the form of a technology taskforce
with its own budget. This approach has the advantage
of better reflecting the cross-cutting nature of the issue,
as it will be impossible for a digital ministry to bring to-
gether all the relevant competences. The danger, how-
ever, is that a technology taskforce might implement
its projects independently of the ministries rather than
in cooperation with them. To ensure visibility, a tech-
nology taskforce would also need a very close connec-
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tion with the federal chancellor; ideally, it should
have a seat at the cabinet table. If the approach of
closer coordination in the Federal Chancellery is taken,
the Federal Foreign Office would have to concentrate
on the international dimension of technology poli-
cy and develop the necessary resources and struc-
tures. However, the establishment of a digital ministry
would also require the Federal Foreign Office to take
action, and this is discussed in greater detail in the fol-
lowing section.

2. STRUCTURAL REFORM

Technology policy is a cross-cutting issue. Neither a
strong digital ministry nor a well-equipped taskforce
will be enough to produce an effective technology pol-
icy unless structural issues relating to interministerial
cooperation and coordination are addressed (see also
the Action Plan for German Foreign Policy Structures).
The field of technology policy should play a prominent
role in the strategy development process, but it must
also be integrated into the proposed Federal Security
Council and the upgraded crisis response center. The
proposed interministerial foresight process should also
look at issues of technological change and its geopolit-
ical implications.

Structural reforms are also needed at the ministry lev-
el. The issues of higher prioritization, better coordina-
tion, and the development of expertise and resources
are relevant not only in terms of intragovernmental co-
operation, but also in the context of the work of the in-
dividual ministries. The focus in this chapter is on the
Federal Foreign Office, which — no matter whether a
digital ministry is created or not — is the key player in
German foreign and security policy.

Making International Technology Policy More
Visible and a Higher Political Priority

Not only is the foreign policy dimension of technolo-
gy policy not a political priority for the leadership of
the Federal Foreign Office; but the necessary resourc-
es (both human and financial) are also lacking. There is
a risk of the foreign policy agenda being dominated by
the short-term problems of day-to-day politics rather
than by the need to strategically develop capacity to
act on this key issue for the future. This issue can only
be made a priority if the process is driven by the politi-
cal leadership and if the necessary resources are made
available. To ensure internal coordination and exter-
nal visibility, a member of the highest leadership level
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should be given responsibility for the foreign policy di-
mension of technology policy. In addition, the relevant
competences, which are currently scattered across var-
ious directorates-general, need to be brought together.

Developing and Systematically Implementing a
Digital Agenda for the Federal Foreign Office

The previous electoral term saw the Federal Foreign Of-
fice engage with a digital strategy of its own for the
first time. New technologies offer a great deal of po-
tential to improve internal cooperation and collabora-
tion with Germany’s missions abroad, and to tap into
new analytical sources and capabilities in the work of
the Federal Foreign Office. This requires a fundamen-
tal evolution of internal processes and structures to
improve internal information flows, break down silo
mentalities, and streamline decision-making process-
es. The Federal Foreign Office should set up an inno-
vation unit that can develop and try out new ideas and
encourage a shiftininternal culture toward more agility
and collaboration

Developing and Deepening Expertise

Like the rest of the federal administration, the Feder-
al Foreign Office must compete more for the best tal-
ents. It will only be able to recruit digital experts and
thought leaders if it offers them long-term prospects.
Career structures and pathways should be adjusted to
allow greater subject specialization.

Making Strategic Use of the Missions Abroad
for Technology Policy

Other ministries are responsible for regulating and pro-
moting digital technologies. The Federal Foreign Of-
fice's greatest assets are its global network of missions
abroad and its expertise in developing and cultivating
international alliances and institutions. However, it is
not yet making the most of these assets when it comes
to the foreign policy dimension of technology policy.
For example, Germany cannot achieve digital sover-
eignty alone but only at the EU level. This will, however,
require a great deal more knowledge and information
about competences and strengths in the technology
sectors of other EU member states, and more work on
developing a common strategic position. China and the
United States already receive a great deal of attention.
However, the federal government also needs a better
understanding of global developments and interests in
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the technology sector. Only in this way can the Federal
Foreign Office develop a coherent strategy for Germa-
ny’s foreign policy position on key issues of internation-
al technology policy.

3. STRATEGY — CORE ELEMENTS
OF ATECHNOLOGY POLICY '
APPROACH

Grasping the Geopolitical Dimension of
Technology and Acting Accordingly

Although many in Germany do not want to believe it,
new technologies are at the center of geopolitical con-
flicts. Germany must deal with this reality productively.
This does not mean copying American or Chinese ap-
proaches. Instead, Germany must grapple much more
seriously with its dependencies and vulnerabilities
(see also the Action Plan for the Economy and Foreign
Policy and the Action Plan for China and Foreign Pol-
icy). This includes determining the fields of technol-
ogy where it is essential for Germany to have its own
expertise. Particularly in the technology sector, China
has long since ceased to be just a market for German
products and is increasingly becoming a competitor.
German policy-makers need a better understanding
of the long-term interests and developments in China
and need to develop strategies to avoid dependencies
in the context of key technologies (see also the Action
Plan for China and Foreign Policy). Shared values pro-
vide an argument for closer transatlantic cooperation.
But there are conflicts of interest to be navigated in re-
lations with the United States as well, resulting from
the asymmetry of economic strength in relation to key
digital technologies.

Establishing Priorities for Technology Policy on
the Basis of Overarching Objectives

The development and mastery of technologies is only
ever a means to an end, not an end in its own right. Ger-
man technology policy lacks an overarching vision to
give it the guiding framework it needs to set priorities.
The following starting points should be at the heart of
this kind of sociopolitical vision:

* Climate action and the Sustainable Develop-
ment Goals (SDGs): Technologies that can contrib-
ute to climate action and the achievement of the
SDGs should be prioritized. The German govern-
ment needs a mission-oriented approach in which
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it works together with stakeholders from the aca-
demic community, business, and civil society to de-
fine the overarching challenges that it then seeks to
address by mobilizing funding and taking further
measures — for example in the areas of regulation
or public procurement. Such an approach can help
drive technology promotion forward in the sociopo-
litical context. However, this requires capacities in
the government and public administration.

Openness and capacity to act: Technologies that
do not leave Germany dependent on individual
companies or countries should be prioritized. Open
standards, interoperability, and open source are im-
portant approaches for achieving this goal.

Defense of European values: Human rights and de-
mocracy still must be defended in the context of
new technologies. The use of new technologies for
the purpose of blanket surveillance, discrimination
against marginalized groups, and the manipula-
tion of democratic processes must be systematical-
ly countered.

Access to technology: Germany should ensure that
developing countries have access to technology and
the opportunities for development that it brings.

Mobilization of capital: Germany needs to invest
more in developing key technologies and translat-
ing them into commercially successful products.
First steps, such as the establishment of the Feder-
al Agency for Disruptive Innovation or the plans for
a technology investment fund, should be systemat-
ically refined and strengthened.

Europe as the anchor for German technology poli-
cy: Germany is too small to be visible and successful
in international competition — particularly with Chi-
na and the United States. The federal government
should stop going it alone and concentrate fully on
the further development and harmonization of the
digital single market.

Security should not be overlooked: Digital technol-
ogies also play an important role for security au-
thorities and the military. Germany must not close
its eyes to this reality. It must develop the expertise
to allow it to understand the security policy aspects
of digital technologies and to use these technolo-
gies in line with European values to protect German
society and democracy.
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For several years, Western democracies in Europe and
America have faced a growing barrage of digital attacks.
Domestic and foreign players are using hybrid methods,
such as cyberattacks, in an attempt to influence the public
opinion-forming process in their favor and to weaken in-
stitutions, with the aim of inflicting lasting damage on de-
mocracy. The press, in particular, is coming under grow-
ing pressure due to the online services of major digital
providers, and as a result is increasingly losing its ability
to fulfil its traditional role. At the same time, some sec-
tions of the population have lost trust in traditional media
and are turning to alternative, online media services (such
as Facebook, YouTube, and influencers).

The 2016 US presidential election and the Brexit referen-
dum are key events in recent years that have exposed the
vulnerability of democratic societies to targeted disin-
formation and propaganda campaigns. These phenomena
pose a threat to both the democratic opinion-forming pro-
cess and the integrity of elections and votes.

The massive wave of false information and conspiracy the-
ories during the coronavirus pandemic has shown that
times of crises in which hard facts are in short supply can
also be deliberately exploited to spread uncertainty among
the public, exacerbate social division, and undermine con-
fidence in public measures to tackle the crisis. In other
words, this not only has implications for democracy, but al-
so for Germany'’s internal and external security.

Finally, hacker attacks on public institutions (especially the
German Bundestag) have been taking place for years; these
attacks threaten their ability to function and capacity to
act, and thus endanger democracy itself.

CHALLENGES

If an answer to the new threats is not found in the near fu-
ture, there is a risk that democracy will suffer irreversible
damage. Efforts must made to boost digital and democrat-
ic resilience within Germany and the EU, and to immunize
Europe’s societies against attacks from within and without.

The complexity and multifaceted nature of the new threat
landscape poses a particular challenge; it requires a wide
range of stakeholders to work together at multiple levels
and opens up a large number of potential fields for action.
In a democratic state governed by law, democracy is the
shared responsibility of policy-makers and society, the EU
and the member states, business and consumers, and no
single stakeholder can solve these problems alone.
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Moreover, disinformation and propaganda are issues that
touch on a gray area for freedom of information and opin-
ion, which is essential in a democracy. Anuanced and tiered
approach is therefore necessary to avoid unjustified inter-
ference in these liberties and prevent accusations of state
censorship. Targeted government measures against specif-
ic content can therefore only be considered as a last re-
sort, if at all.

Well over one third of the public now obtains political in-
formation from social networks. Since it came to light that
third countries or private actors paid by them make tar-
geted use of these platforms to spread disinformation and
propaganda with the aim of undermining the public’s con-
fidence in democracy, however, these networks have in-
creasingly become the focus of criticism.

The number of alternative online media services deliber-
ately used to spread false information and propaganda, or
at least hyper-partisan content, is growing. Lower produc-
tion costs and improved technical options give these for-
mats a professional appearance, making it harder for the
public to distinguish them from serious news. Many users
also currently have a relatively low level of media literacy.
On top of this, there are news services such as Russia Today
(RT) or Sputnik that are controlled by foreign players and
are also used as a means of spreading propaganda.
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Europeans Frequently Come into Contact with Harmful or Illegal Online Practices

EU-wide, respondents who use the internet were asked whether they
have ever been exposed to or personally witnessed these four issues
when online:

Disinformation — B51% @

Divisive content,
i.e., content created to divide

o,
society on a specific issue 45 %
Content that could not easily be
determined to be a political 37 % .
advertisement or not ° ‘
Intimidation of politicians Y 4
through threats or — 24 %

hateful messages

Source: Special Eurobarometer 507, https://t1p.de/n4f29

th blic’ dia lit ;and t t inf -
RECOMMENDATIONS  tionecosystem inwhich disinformation and propagan-
da can be identified more easily.

BUILDING PUBLIC RESILIENCE

1. Strengthening the Press and Broadcasters
Disinformation, propaganda, and political advertis-
ing are not brand-new phenomena that first emerged -+ Given thatitisimpossible for any individual to keep

in the digital era. To counteract the changes to how up with today’s barrage of online news, people are
information is provided and received that have been more dependent than ever on the selection and pre-
brought about by the internet, it is important to invest sentation of information by the institutions of the
in building and maintaining public resilience. In con- press and broadcasters. Public service broadcast-
crete terms, the aim should be to make it easier to ac- ers, in particular, play the key role in providing the

cess trustworthy, well-researched content; to boost basic service of ensuring the public is supplied with
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trustworthy, fact-checked information. The free
press must be strengthened to ensure the supply of
high-quality news in the future. Regulatory inter-
vention with the aim of creating a level playing field
for internet companies and media operators could
also be a useful approach. This can take place pri-
marily by expanding the new Inter-State Treaty on
Media Services (Medienstaatsvertrag) to include the
operators of social networks, which will then be re-
quired to take on similar responsibilities and obliga-
tions in terms of reporting.

* Against the background of a radically shifting me-
dia landscape, the possibility of realigning the con-
stitutional mandate for broadcasters to ensure the
provision of a basic service for the public must be
considered, with an even greater focus on providing
fact-checked content in the future.

* Consideration should be given to the possibility of
supplementing German public service broadcasting
with a European public service broadcaster, which
would make the EU’s policies and the decision-mak-
ing processes in Brussels, Strasbourg, and Luxem-
bourg more transparent and understandable.

*  Furthermore, an independent rating agency could
be created to rate media services, focusing on cri-
teria such as “factuality of reporting.” An agency of
this kind would, of course, have to be independent
and free of state influence, and subject to oversight
by the courts, in order to avoid the impression that it
is a “ministry of truth.”

2. Platform Regulation

Today, major online platforms play a key role in the dis-
semination of information by acting as gatekeepers.
To ensure that the public’s confidence in democracy
is not undermined by disinformation and propagan-
da, there is a need for platform regulation that creates
new responsibilities — reflecting their role as gatekeep-
ers — and places greater obligations on platforms more
generally.

With its proposal for a Digital Services Act, the Euro-
pean Commission has taken an important first step in
the direction of this kind of regulation, with the aim of
setting standards for social media and data collection
by platforms — an approach that is similar to the Gen-
eral Data Protection Regulation. In addition, the EU has
announced that it intends to launch legislative initia-
tives on the regulation of artificial intelligence and the
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transparency of sponsored political content online. The
curent federal government should actively participate
in these initiatives — via the Council of the European
Union — and contribute proposals of its own.

*  One key objective should be to create greater trans-
parency in the online context. The public should be
able to know who commissioned an advertisement,
and with whom or what people are interacting via
social media. It should be clear what is and is not a
bot, and whether a “message”is not “real” becauseit
is the result of interaction with a bot.

*  Furthermore, in the case of posts with political con-
tent, it should be clear to users whether it is a paid
advertisement or journalistic content.

*  Platforms should also face more stringent responsi-
bilities regarding the use of algorithms. The criteria
that determine the algorithmic selection and pre-
sentation of news should be made more transparent.

*  Online anonymity, currently taken for granted, is
increasingly becoming a challenge as well. As cy-
berspace develops into a second (virtual) world in
which people live their lives, greater consideration
should be given to means of facilitating identifica-
tion in similar ways to the traditional (real) world.
One conceivable option would be for anonymous
“cyber identities” (conveyed by internet avatars) to
be identifiable in the real world, enabling people
to be held accountable for their actions in certain
circumstances.

3. Public Relations Activities

Although the federal government is not allowed to in-
tervene directly in the public opinion-forming process,
it is free to engage in information and public relations
activities and to inform the public about its work. In
the future, the federal government should make great-
er use of the possibilities and reach of social networks
to supply the public with trustworthy information. The
“Together Against the Coronavirus” (Zusammen gegen
Corona) campaign run by the Federal Ministry of Health
on Instagram can serve as a model; it provides up-to-
date information about efforts to tackle the pandem-
ic and the recommendations issued by the Robert Koch
Institute in the form of short, easy to understand video
clips. However, the government should refrain from en-
gaging in counterpropaganda in the narrower sense as,
from a psychological perspective, it can have the effect
of reinforcing people’s views.
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4. Boosting Media Literacy

Although social media use is continuing to rise, many
users still have a low level of media and technical litera-
cy. For example, around half of Europeans do not know
what an algorithm is, let alone how it functions or what
influence algorithms have on the selection and presen-
tation of information. In the medium term, it is import-
ant to boost the public’'s media literacy, in particular
that of young people as part of their education, and to
raise public awareness of the mechanisms and dangers
of online disinformation and propaganda.

The idea of an independent rating agency could again
be useful here. A certification process could be con-
sidered, through which online news providers could
confirm that they comply with and uphold journalistic
standards under the press code. As is already common
for online shops, the operators of online news services
would be entitled to display a kind of quality label on
their website after passing the agency’s checks.

When it comes to cybersecurity, the “human element” is
demonstrably among the biggest security risks. For ex-
ample, the biggest cyberattack on the German Bunde-
stag to date, in 2015, was only possible because users
unthinkingly opened phishing emails. Boosting the
public’'s media literacy is therefore very important in
this context, too.

Anticipating Threats, Detecting Them at an
Early Stage, and Responding to Them

One of the keys to repelling the new threats is detecting
them at an early stage so that it is possible to respond
to them in time. Previous experience with disinforma-
tion campaigns and cyberattacks has shown that a
substantial proportion of these attacks are orchestrat-
ed and event-driven, and so they can be anticipated in
certain circumstances.

* In the short term, detection and early warning sys-
tems should be created to allow such attacks to be
identified at an early stage and defensive measures
to be taken. The situation centers of the relevant se-
curity authorities could be strengthened with spe-
cially trained staff.

*  Therelevantsecurity authorities already have aplat-
form for cooperation to identify and defend against
cyberattacks, in the form of the National Cyberde-
fense Center (Nationales Cyber-Abwehrzentrum).
While its mandate is currently limited to cyberat-
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tacks in the narrower sense (IT systems), this could
be expanded to include tackling disinformation.

*  The possibility of creating a structure in Germany
similar to the EU’s East StratCom Task Force could
also be considered; it would focus solely on de-
tecting and combating foreign disinformation and
propaganda.

* At the European level, the European Union Agen-
cy for Cybersecurity (ENISA) could provide a forum
to facilitate and coordinate the exchange of experi-
ence between the EU and its member states on po-
litical hacking and disinformation in the context of
elections and crises. Guidelines and rulebooks for
dealing with these challenges could be drawn up on
the basis of this exchange of experience. The federal
government should seek to ensure that the German
security authorities are closely involved in coopera-
tive structures of this kind.

* Building on lessons learned from the coronavirus
pandemic, the issues of disinformation and propa-
ganda should be an integral element of Germany's
crisis response policy in the future.

* There are already signs that disinformation cam-
paigns and cyberattacks are becoming a permanent
problem; solving it will require established struc-
tures that facilitate close communication among
policy-makers, security authorities, the academic
community, and business. Efforts to tackle hybrid
threats must be further institutionalized. In partic-
ular, the work of the National Cyber Security Council
and its associated working groups should definitely
be continued and intensified.

*  To better prevent future cyberattacks on public in-
stitutions and ensure they retain the capacity to act
at all times, Germany should invest in the IT security
of critical infrastructures, especially that of consti-
tutional bodies at the federal and state levels.

Supporting Research

One special characteristic of new hybrid threats, such
as disinformation and cyberattacks, is that they ben-
efit to a significant degree from the amplifying effect
of certain technologies (algorithms, malicious social
bots, etc.), or are even the product of them (Al-gener-
ated deepfakes). Tackling these phenomena therefore
requires an understanding of exactly how they work
and how these technologies interact. On top of this,
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the rapid pace of technological advances means that
new threats can emerge at any time, and counter-
measures must therefore be continuously adapted.
Public authorities are therefore dependent on hav-
ing an up-to-date picture of the threat landscape at
all times.

* To enable it to keep up with future develop-
ments in the field of disinformation, the federal
government should continue to support inter-
disciplinary research projects. A promising inter-
disciplinary platform that can serve as a starting
point for further work already exists in the form of
the DORIAN project (detecting and tackling dis-
information), which is supported by the Federal
Ministry of Education and Research.

* Particular attention should be devoted to new,
even more dangerous forms of disinformation,
especially deepfakes. These are photos or vid-
eos manipulated using Al in such a way that they
are no longer readily identifiable as fakes. Ex-
perts fear that the foreseeable widespread use of
deepfakes in the near future could further erode
the public’s already battered trust in politics and
the media. It is therefore all the more important
to drive forward regulation of the use of artificial
intelligence.

* Researchers seeking to conduct a scientific anal-
ysis of the phenomenon of disinformation are de-
pendent on data that can shed light on the exact
dynamics of the spread of fake news on social
networks. Currently, however, there is an informa-
tion gap in favor of the major online platforms,

CONCLUSION

Various key events in recent years have exposed West-
ern societies’ vulnerability to disinformation, propagan-
da, and targeted efforts to influence elections, and have
demonstrated the need for action on this issue. German
policy-makers have to respond to these new threats to
democracy by taking active measures to protect it and by
boosting democratic and digital resilience. The complex-
ity of the new threat landscape requires a cohesive ap-
proach by Europe’s democratic countries, with the involve-
ment of business and civil-society stakeholders, as well as
partners from across the Atlantic. In this framework,
Germany should, together with the EU, press for the de-
velopment of a common strategy based on the guiding
principles of transparency, credibility, media literacy, and
shared responsibility.
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which have the relevant data, but often refuse to make
it available for research purposes. The possibility of
establishing an obligation for online providers to grant
researchers access to this data in a manner that com-
plies with data protection requirements should there-
fore also be considered in the context of the EU’'s
forthcoming regulation of platforms.

TRANSATLANTIC ECONOMIC AND
VALUES-BASED COMMUNITY

Germany, as a member state, is part of the European
Union and multilevel constitutionalism. Consequently,
Germany must refrain from designing policies in isolation
and instead always consider its actions in this context, or
in other words from the perspective of cooperation and
the division of labor. This is particularly true in the case
of challenges such as the hybrid threats that are relevant
here, which affect all member states and the EU equal-
ly and require a cohesive approach. The federal govern-
ment should therefore work toward the definition of a joint
strategy for the EU and the member states.

At the same time, Germany and the EU should look for
partners on the other side of the Atlantic (the United
States, Canada) and in other parts of the world (especial-
ly the EU’s neighborhood and Australia and New Zealand)
who want to join their efforts to safeguard democracy
and boost digital resilience. A joint forum for dialogue on
practical approaches and new concerns could, as part of
a “transatlantic economic and values-based communi-
ty,” be anchored in the framework of the OECD, NATO, or a
new “alliance for digital democracy.”
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Germany has to become a climate leader. That is not op-
tional, but a legal obligation - as the Federal Constitu-
tional Court made clear in its ruling on April 29, 2021. The
court not only warned of the need to adhere to the princi-
ple of intergenerational equity in the climate change law
on which it was ruling, but also emphasized that Germa-
ny, as aleading industrialized nation, made a commitment
when it signed the Paris Agreement to make a greater
contribution to climate action than emerging economies
and developing countries.

Article 3 of the Paris Agreement stipulates that the succes-
sive climate targets set at national level by each signato-
ry must represent a progression over time. This national
contribution must also reflect the highest possible ambi-
tion for the country, expressing its common but differenti-
ated responsibilities and respective capabilities. Germany
is a highly developed country with a considerable degree
of historical responsibility for climate change and a strong
interest in an economic and technological leadership role.
Its obligation under the Paris Agreement is to play its part
in ensuring that the world successfully makes a just tran-
sition to a carbon-neutral economy by showing leader-
ship. During Federal Chancellor Angela Merkel's term of
office, Germany already wasted a lot of time and room for
maneuver with its inadequate Climate Change Act: years
in which emissions could have been lowered and German
businesses could have prepared for new rules. This mistake
must not be repeated. But even setting aside internation-
al agreements, there are good reasons why Germany must
take foreign policy action.

WHAT IS AT STAKE FOR GERMANY

First, Germany’s economy depends on its export and trade
relations across the world, which are changing in the face
of a changing climate and the global energy transition (see
also the Action Plan for the Economy and Foreign Policy). It
is extremely important to Germany, as a major exporting
nation, that foreign and global climate standards take into
account the interests of German exporters. The EU is cur-
rently a trailblazer in some respects when it comes to the
development of climate policy measures that affect foreign
policy (for example, the proposed carbon border adjust-
ment mechanism and emissions trading for international
shipping). Germany must endeavor to explain the reasons
for such measures to third countries and seek to ensure
that they do not result in diplomatic clashes or retaliato-
ry trade measures. However, these measures do not yet
go far enough to achieve the aims of the Paris Agreement.
Germany must develop and implement more ambitious
measures. Alternatively, such measures will be developed
by others, e.g., the UK with its strong finance sector, to
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standards not automatically best for Germany’s different
economic strengths.

The second reason why Germany must take foreign policy
action is the geopolitical aspect. The global energy transi-
tion is fraught with geopolitical risks. When renewable en-
ergy replaces fossil fuels — and the question is when, not if -
oil and gas exporters will lose out and fossil infrastructure
will largely turn into stranded assets. Other countries can
benefit from this (see also the Action Plan for the Economy
and Foreign Policy) by exporting green electricity, for ex-
ample, or raw materials such as rare earth metals, which
are important for renewable energy technologies. The
global energy transition means that Germany will face new
geopolitical relations, competitions, and rivalries, which it
will have to manage.

Thirdly, and on the forefront of current public debate, cli-
mate policy is also about the safety of the German public:
The deadly floods in July 2021 made clear that Germany is
not even adequately prepared for today’s extreme weath-
er events. The report published by the Intergovernmental
Panel on Climate Change (IPCC) in August has once again
highlighted that intense rainfall events and other weath-
er extremes will continue to become more frequent in the
coming years as a result of climate change and will thus
become a growing threat. The report also dispelled any
doubts about the fact that this rise in extreme weather can
largely be halted if the world reduces its carbon dioxide
emissions to net zero. As Germany’s carbon dioxide emis-
sions account for two percent of global emissions - as op-
ponents of climate action never tire of pointing out in an
attempt to evade responsibility (never mind that Germa-
ny makes up just one percent of the global population) - it
is essential for German foreign policy to support emission
reductions abroad. Germany not only has a moral duty to
minimize climate damage abroad; it also has a pragmatic
interest in doing so because climate damage always hits
the most vulnerable in every society hardest, increasing in-
equalities and thus contributing to conflicts in Germany’s
direct neighborhood and globally (see also the Action Plan
for Climate and Security).

Finally, Germany also has a strategic interest in helping
to shape the transition from fossil fuels to a climate-neu-
tral economy in the countries of the Global South, and the
adaptation of these countries to the impacts of climate
change. This is not only important for security policy rea-
sons (see also the Action Plan for Climate and Security),
but also due to Germany’s economic interests, given that
Chinaisinvesting heavily in Sub-Saharan Africa and South-
east Asia.
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It has been established that the world aims to reach net
zero by the middle of this century. The only question is
whether Germany will help to define the rules and stan-
dards of global trade and energy policy - or whether it will
have to implement decisions taken by others. The latter en-
tails considerable risks for the German economy, includ-
ing with regard to planning reliability, long-term financing,
and market access. The 2021 elections offered Germany
opportunities to take on a leadership role.

MORE AMBITION AT HOME

If it is to become a climate leader, Germany must openly
and transparently set out the trade-offs between more fu-
ture-proof economic activity and short-term profits. The
same applies to trade-offs between domestic and foreign
policy objectives, such as that between German export
policy and fair market access for developing countries and
emerging economies, which would help to avoid or at least
reduce international conflicts. Compromises ought to be
made in both of these areas, in the spirit of international
and economic responsibility. This means raising ambitions
at home: a more rapid phase-out of coal, oil, and gas, and
other kinds of decisive action, such as construction regu-
lations designed to achieve climate neutrality in buildings,
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a fundamental shift in transport policy, and reform in ad-
ditional sectors, such as the financial industry and the ag-
ricultural sector.

The slow phase-out of coal hangs like a millstone around
the necks of German climate diplomats. Yet Germany could
solve this problem relatively easily. Although coal is sup-
posed to be phased out by 2038 at the latest, almost all
experts believe that this process will already be complete
in 2030. The most recent German and EU climate targets
have all but guaranteed this. In spite of this, Chancellor
Angela Merkel's government rejected any changes to the
coal phase-out decision, not providing credible plans to
end fossil fuel subsidies more generally and even very pub-
licly continuing to destroy villages and ecosystems to dig
up coal. This is undermining German diplomats’ efforts to
achieve global progress in the field of climate policy. For
example, if the G20 countries try to persuade China, Rus-
sia, and India to phase out coal by 2030, Germany can con-
tribute little to the debate. This will remain the case for as
long as this wealthy country, which sees itself as a climate
trailblazer, itself plans to end coal burning at a later date.
Speeding up the phase-out of coal is vital not just for Ger-
many’s credibility, but also from an economic policy and
geopolitical perspective. These two areas cannot be fully
separated from foreign policy.

Annual Subsidies for Fossil Fuels in Germany

16 bn. € per year
Subsidies for fossil fuels

I

\

1.7 bn. € per year
Subsidies in the
extraction of fossil
fuels

3.18 bn. € per year
Subsidies in electricity
generation

)

2.29 bn. € per year
Price reductions in the
consumption of fossil
fuels

9.29 bn. € per year
Price reductions for
electricity

Source: Friedrich-Ebert-Stiftung (2020), based on Federal Ministry of Finance (BMF) 2019, Federal Ministry for the Environment (BMU)/Federal
Ministry of Finance (BMF) 2017, Green Budget Germany (FOS) 2018, German Emissions Trading Authority (DEHSt) 2019, Federal Government 2018,

https://t1p.de/2f7k
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PROGRESS ON DEVELOPMENT
POLICY AND CLIMATE FINANCE

International development policy, particularly climate fi-
nance, is another area that needs to be included more in
foreign policy. Germany already plays a pivotal, highly re-
spected role in international climate and development pol-
icy today through its long-term engagement in many coun-
tries in the Global South, for example via the Gesellschaft
fir internationale Zusammenarbeit (GIZ), Germany’s de-
velopment agency, and the Kreditanstalt fiir Wiederaufbau
(KfW), the country’s development bank.

Germany should leverage this reputation to develop clear
criteria for payments in the framework of the Green Cli-
mate Fund (GCF), the main financing instrument of the UN
Framework Convention on Climate Change for the trans-
fer of funds from the traditional industrialized countries
to the Global South. At the same time, Germany should ad-
vance GCF’s long-term ambitions and financing. At the UN
Climate Change Conference held in Copenhagen in 2009
(COP 15), the industrialized countries committed to “a goal
of mobilizing jointly USD 100 billion dollars a year from
2020 onwards to address the needs of developing coun-
tries.” According to a report published by the UN Indepen-
dent Expert Group on Climate Finance, however, they have
failed to keep this promise. There are also criticisms of the
methodology used by industrialized countries to calculate
the funds provided.

Germany has so far failed to fully meet its obligations in
the GCF framework. Likewise, the United States has em-
phasized the importance of climate finance but is not doing
enough to turn its words into action. The same is true of
the host of last year’s UN Climate Change Conference, the
United Kingdom. Yet by failing to keep their own commit-
ments, the industrialized countries lack credibility when
they ask developing countries to make ambitious climate
pledges (such as phasing out coal or eliminating subsidies
for fossil fuels).
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RECOMMENDATIONS

At the end of 2019, the Federal Foreign Office pub-
lished a report on climate diplomacy that shows
how almost every decision taken by German for-
eign policy makers has climate implications — from
the financing of an expressway abroad to trade
agreements or development assistance. Climate is
a dimension that must be taken into account in all
aspects of Germany’s foreign relations, both at the
national level and in the framework of the Europe-
an Union and the United Nations. The year 2021 was
pivotal: many decisions were due to be taken on the
development of standards in relation to climate fi-
nance and the disclosure of climate-related risks.

1. Taking Climate Priorities into Account in
All Decisions

In order to meet the climate targets established by
the Paris Agreement and develop a climate-neu-
tral economic and financial system while taking the
other Sustainable Development Goals into account,
stakeholders in German foreign policy need to have
sufficient expertise in climate science and policy and
sustainable finances. This includes parliamentari-
ans, the staff of all ministries at all levels, the em-
ployees of institutions such as KfW and GlZ, and
the staff of partner organizations in Germany and
abroad. The federal government should develop and
implement a climate training program, as this is the
only way to ensure that decisions will actually lead
to the goal of climate neutrality.

All political decisions should be examined in terms
of their climate implications in order to ensure that
Germany does not make huge investments that will
become worthless in the near future because they
depend on fossil fuels or are exposed to high cli-
mate risks. This final point is particularly relevant,
as most organizations and governments currently
treat climate as just one field of work among many
others. As a result, many decisions are not scruti-
nized in terms of their compatibility with climate
targets. Changing this, especially for the govern-
ment ministries, should be a top priority for the new
federal government.
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This, of course, also applies to energy policy. The Nord
Stream 2 decision, for example, would undoubtedly
not be taken today. Now, however, it is important for
the federal government to determine how Germany
can permanently phase out natural gas use and what
will then happen to the associated infrastructure in the
long term as well as how to ensure the European elec-
tricity market is functioning without coal and gas-fired
power stations to stabilize the load and prices. A sus-
tainable finance system, which can only be established
in a reliable political framework, is key. Germany is cur-
rently a long way from being a leader. The final stage
of the COVID-19 pandemic offers the new federal gov-
ernment a rare opportunity for reform. It could shape a
green recovery under German and transatlantic leader-
ship in the current electoral term.

An important step in climate mainstreaming is better
integration of development policy and climate and for-
eign policy goals. Closer cooperation with the research
and scientific community, especially including social
science research, is also necessary in order to ensure
that local stakeholders can identify with projects. This
kind of long-term capacity building helps to develop re-
silience. The need to better assess projects’ sustain-
ability is not the only reason why research is necessary.
At present, there are also no guidelines that can be
used to plan and prioritize adaptation measures and to
compare international adaptation needs. This is prob-
lematic both within Germany itself and for climate fi-
nance worldwide. The result is that funds can easily be
misused and that development policy lacks an import-
ant scientific basis.

2. Boosting Climate Finance and
Development Assistance

In all highly developed countries, the share of the bud-
get devoted to investment in support for development
and climate adaptation in developing countries needs
to rise. The current target of 0.7 percent of the feder-
al budget is very low, and yet Germany still fell short
in 2020, when the actual figure was 0.6 percent. Other
countries, such as the United Kingdom, are also failing
to meet theiralready low targets. This could be changed
by awareness raising and more effective communica-
tion about how closely development, climate change,
and security are intertwined. Investment in sustainable
development policy helps to maintain and build peace
around the world. An important first step would be for
the new federal government to acknowledge this and
commit to significantly boosting the development as-
sistance budget. The funds for climate finance should
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also be topped up. At the G7 summit held in Cornwall
in June 2021, Germany pledged to raise its contribution
to climate finance from four billion to six billion euro per
year by 2025 at the latest. The new federal government
should flesh out this pledge.

It is difficult to overstate the importance of standards
in the field of climate finance. The fact that a whole ar-
ray of sometimes incompatible and opaque environ-
ment, social, and governance (ESQ) criteria currently
exists means that they can be misused for greenwash-
ing on a grand scale. Germany must adopt a clear po-
sition on the harmonization of climate and financial
standards. This is particularly relevant with regard to
the EU taxonomy, which sets out which economic activ-
ities contribute the most to achieving the EU’s environ-
mental objectives. The aim is to encourage investment
in truly sustainable economic activities. This requires
standards that are set based on clear metrics and not
by industries that benefit from continuing to burn
fossil fuels.

Again, the year 2021 was pivotal as many decisions
were due to be taken on the development of standards
in relation to climate finance and the disclosure of cli-
mate-related risks. Under the presidency of the United
Kingdom, COP26 made this issue a priority. A frame-
work for the disclosure of climate-related risks in com-
panies has been created in the form of the Taskforce on
Climate-related Financial Disclosures (TCFD). Germany
should very rapidly determine how, and with what re-
sources, the government and non-governmental stake-
holders will participate in this platform.

Finally, the transfer of climate-friendly technologies
should also be supported. Alongside progress in estab-
lished networks and alliances — such as the United Na-
tions Climate Technology Centre and Network (CTCN),
WIPO Green, Mission Innovation, the International So-
lar Alliance, and others — new approaches are needed.
This includes government purchases of licenses for key
technologies so that they can be made freely available.

3. Refocusing Development Banks

Development banks and the International Monetary
Fund (IMF) will play an important role in the transi-
tion to a more resilient, greener, and more nature-posi-
tive society, especially in the world’s poorest countries.
Germany should seek to ensure that climate change is
adequately considered in all decisions taken by inter-
national financial institutions such as the World Bank,
regional banks, and the IMF, especially in the context
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of post-COVID economic stimulus packages. Resilience
against climate risks must be made a priority in the im-
plementation of these packages in order to ensure that
theright lessons are learned from the coronavirus crisis.

Germany'’s own development bank, KfW, is successful
and respected around the world. It therefore offers an
ideal starting point for developing and implementing
strategies to integrate climate change into develop-
ment finance. Germany has already gained experience
in this, for example via GIZ projects, but learnings are
currently not shared. Also, success metrics are not stan-
dardized and tested against risks of maladaptation.

Insurance is another priority in development finance to-
day. However, financial assistance for poor countries
in the wake of a catastrophe does not solve the main
problem of their high level of vulnerability. In the coun-
tries of the Global South, support should be provided
on — at least — equal terms for the prevention of hu-
manitarian catastrophes caused by weather and cli-
mate extremes, and for resilience building. Scientific
studies have repeatedly shown that adaptation mea-
sures are only successful if functioning governance
structures are in place. The situation is similar with re-
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gard to equalrights for women: the greater the inequal-
ity between men and women, the lower the country’s
capacity for climate adaptation. The new federal gov-
ernment should base its strategy on an interministeri-
al approach that fosters the necessary intensification
of adaptation financing, but at the same time supports
initiatives created by the countries affected.

Standards for the disclosure of climate and transfor-
mation risks must be introduced for the work of KfW
and other development banks. The same also applies to
government climate finance; this is another area where
the lack of standards makes it difficult to judge the sus-
tainability of various projects. The federal government
should task KfW with developing criteria that encour-
age real sustainable development and adaptation, and
that result in projects being turned down if they do not
comply with all Sustainable Development Goals. These
criteria can then be adopted by private-sector donors.
This will enable KfW to contribute to developing the
metrics set out above, but it will also make it easier to
get private donors involved in meeting the considerable
funding requirement for transformation. It is crucial
to involve state-of-the art science — as, for example,
provided via the IPCC — and scientists to ensure trans-

Climate Effects of the German Recovery and Resilience Plan (DARP)

Germany’s Recovery and Resilience Plan aims to
address the economic and social challenges posed
by COVID-19 to emerge stronger from the crisis.
Germany will receive funds amounting to 25 billion
euro from the EU’s Reconstruction and Resilience
Facility. In total, Germany’s reconstruction funds
amount to 140.3 billion euro.

Explanation of the diagram:
Amounts committed by assessment
category (all recovery measures)

28.5bn. € 46.3bn. € Tbn.€ 231bn. € 19 bn. € 224 bn. €
Likely climate effect Likely no significant Very Negative Positive Very
but direction not climate effect negative positive

assessable

Source: Green Recovery Tracker (2021), https://t1p.de/7dks
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parency and inclusivity as well as hedge against vested
interests from industry (including the consulting in-
dustry). Open data, scripts, and methodologies should
be mandatory.

In the long term, there should be easily comparable
ESG criteria that apply worldwide. The earlier this is
achieved and the more influence Germany can exert on
their design, the more Germany itself can benefit in po-
litical and economic terms.

4. Shaping a Green Recovery

Germany and Europe should ensure that all measures
funded by the EU’s coronavirus recovery fund are re-
quired to be linked to Sustainable Development Goals
in order to avoid being locked into the fossil fuel econ-
omy in the long term. Emissions need to be prevented
and adaptations encouraged at both the national and
international level. The aim must be a green recovery.

Germany should also abolish all fossil fuel subsidies
as quickly as possible. In 2016, the G7 countries had
already made a commitment to “the elimination of in-
efficient fossil fuel subsidies” by 2025, and they reiter-
ated this pledge in Cornwall in 2021. Although Germany
has made considerable progress on this — it ranks in
first place among the G20 countries, according to the
rankings published by ODI and the International In-
stitute for Sustainable Development (IISD) — German
subsidies are still above five billion euro annually and
include subsidies for coal mining and processing. Ger-
many should also seek to persuade its G20 partners
to eliminate these subsidies, in part to avoid a situa-
tion in which German businesses are at a competitive
disadvantage.

5. Standing Up for EU Climate Policy

Climate policy, as a collective good, requires joint ac-
tion at the EU level. Germany'’s foreign policy represen-
tatives should support the EU’s climate regulations and
initiatives — or at the very least refrain from undermin-
ing them. There are elements of German and European
climate policy with which not all EU countries are sat-
isfied. One example is the controversial EU proposal to
establish a new emissions trading scheme for trans-
port and buildings, the impetus for which came mainly
from Germany. The Nord Stream 2 pipeline has also
caused a great deal of irritation on the part of Germa-
ny’s EU partners.
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Conversely, Germany has to put up with the energy pol-
icy of other EU member states, including Polish and
Czech interest in building new nuclear power plants.
Germany must also be prepared for compromise when
it comes to the revision of EU regulations on climate
action. This includes highly sensitive topics such as
the TEN-E Regulation, which determines which infra-
structure projects can be classified as “projects of com-
mon interest,” or the Sustainable Finance Taxonomy,
which defines which types of investment can be consid-
ered sustainable. The new federal government should
be ambitious and play a leading role, but it should al-
so be open to other approaches in the field of energy
policy. Negotiations in Brussels or at the national level,
for example between Germany and Poland or between
Germany and France, are just as much a part of climate
diplomacy as an EU-US summit.

In the “Fit for 55" package published on July 14, 2021,
the European Commission has made numerous climate
proposals that have implications for foreign policy. The
most important of these is the carbon border adjust-
ment mechanism, under which imports of carbon-in-
tensive products (such as steel or cement) will be made
more expensive via carbon pricing. This is intended to
prevent energy-intensive sectors from moving their
production abroad when carbon costs rise within the
EU. The representatives of Germany'’s federal govern-
ment should strongly support this proposal, for exam-
ple in the context of the World Trade Organization or
the G20. They should make it clear to partners that Ger-
many and the EU would ideally like to see the mech-
anism generate no revenues whatsoever, due to other
countries increasing the cost of their domestic indus-
tries’ carbon dioxide emissions. The proposal amounts
to a “climate club,” in which all countries price their car-
bon dioxide emissions with the aim of jointly achieving
drastic reductions in carbon emissions globally.

6. Establishing a Task Force on
Adaptation Metrics

Alongside emission reductions, another key aim of cli-
mate policy is adaptation to unavoidable effects of
climate change. However, while there are already rel-
atively good metrics for greenhouse gas emissions, it
remains difficult to assess the benefit of adaptation
initiatives and to compare different adaptation mea-
sures internationally. Yet this is important so that cri-
teria can be developed to measure whether GCF funds
or development financing actually enhance adaptive
capacity and do not have adverse long-term impacts
(maladaptation).
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Thanks to its world-leading research landscape, Ger-
many has the chance to play a much bigger role inter-
nationally in the development of such standards. This
could take place, for example, via international part-
nerships and initiatives that aim to integrate the differ-
ent approaches to adaptation metrics that currently
exist and to establish standards on the basis of the rel-
evant scientific and social science findings.

Although the absence of clear global standards and ev-
idence-based targets is undoubtedly not the only rea-
son for a lack of ambition, it is nonetheless an obstacle
to progress on damage limitation and adaptation. It is
impossible to provide convincing evidence of where and
how resources should best be used.

A first step toward rectifying this would be a broader
initiative spearheaded by Germany. Germany'’s leading
role in scientific bodies such as the IPCC and the coun-
try’s importance in international climate negotiations
could be leveraged to develop adaptation metrics in
a process modelled on the emissions task force. This
would be an important first step, one which would not
require the investment of much political or economic
capital. This task force could be announced and set up
in the current electoral term.

7. Improving Science Funding

The new federal government should rethink the current
German practice of highly introspective national proj-
ects and press for cross-border science funding. Build-
ing on the experience of Horizon 2020 and other EU
programs, this could result in more flexible alternatives
to European science funding. Unlike the EU programs,
which specify the subject of the research in great de-
tail, they should facilitate open calls for proposals on
important overarching topics. With far less bureaucrat-
ic red tape, researchers from Germany and around the
world could then, depending on their field of expertise,
work with various ministries on specific practical prob-
lems, such as metrics to assess climate damage. This
kind of collaboration would also strengthen Germany'’s
global role and enhance domestic scientific expertise.
Finally, it would strengthen scientific capacities in the
Global South too. The IPCC report published in August
2021 demonstrated once again that there are still seri-
ous gaps in the world’s knowledge about the effects of
climate change in the Global South.
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8. Disclosing Climate Data

An important prerequisite for evidence-based stan-
dards and regulation is up-to-date data on building
stocks, vulnerability in the broadest sense, and climate
and weather data at the local level. Open data is al-
so a requirement for the development of comprehen-
sive metrics for adaptation strategies and for climate
change loss and damage. Germany, which discloses
all weather data, could play a pivotal role in support-
ing initiatives for the publication of such information,
especially data about weather and about the damage
caused by extreme weather and climate changes. For fi-
nancial reasons, not all European countries share their
weather data with the public and the scientific commu-
nity. This makes it more difficult to assess climate risks,
not just for these countries but for Europe as a whole.
The situation is even more difficult outside Europe.
In much of the world, no data is kept on heat-related
deaths, for example, even though achieving genuine re-
silience is extremely difficult without this data. Tying
project financing to the disclosure of data is a first step
in accelerating the trend toward open and transparent
data in the medium and long term.
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Storms, floods, heatwaves, and forest fires are putting
government crisis management to the test. Global warm-
ing is resulting in extreme weather events becoming both
more frequent and more intense. The past decade has al-
ready seen a sharp increase in weather extremes. There
is no doubt that this trend is putting human lives at risk.
The scientific debate continues about the circumstanc-
es under which climate change not only results in direct
physical damage but also leads to social crises and even
violent conflicts.

Whatis indisputable is that unabated climate change would
have a devastating impact on human security and would ul-
timately pose a threat to civilization, as the Sixth Assess-
ment Report recently published by the Intergovernmental
Panel on Climate Change (IPCC) clearly showed. Against
this background, Germany, as the country with the highest
emissions in Europe, has a duty to take action. In any case,
it is in the self-interests of Germany’s federal government
to mitigate the causes and effects of climate impacts in or-
der to avert complex future crises at home and abroad.

As the COVID-19 pandemic shows, even industrialized
countries with significant crisis response capacities can
be overwhelmed by nonlinear damage curves. Reactive
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adaptation measures will not be able to stop this kind of
crisis dynamic; preventive solutions are needed that can
quickly halt rapidly growing risks before they become di-
rectly visible. The same is true of the climate crisis, which
is highly nonlinear.

CLIMATE DAMAGE AND GLOBAL SHOCKS

Not only do rising average temperatures mean an increase
in extreme events such as floods and droughts; but they
can also result in parts of the Earth System reaching a tip-
ping point, causing irreversible changes. These risks affect
subsystems of the Earth System, such as the Antarctic ice
sheet, the Amazon rainforest, or thermohaline circulation,
of which the Gulf Stream is also a part. Changes to these
systems do not take place in isolation; they also affect other
parts of the Earth System. For example, the melting per-
mafrost can release vast quantities of greenhouse gases,
which can lead to further global warming and thus changes
to other parts of the Earth System.

Germany, like other countries, is inevitably affected by
progressive damage from climate change, even if civiliza-
tion-threatening risks such as tipping points can still be

Increase in Hot Temperature Extremes

50-Year Extreme Temperature Event over Land:
The frequency of such an event that occurred
once in 50 years on average in a climate without
human influence is increasing.

Projected changes in extremes are larger in frequency and intensity
with every additional increment of global warming.

Future global warming levels
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averted by emission reductions. On the one hand, there
are direct impacts on Germany’s national territory, shown
by the floods in the Eifel region in 2021 or the extreme-
ly dry summers that preceded them. On the other hand,
cross-border impacts can also be expected. When differ-
ent extreme events take place simultaneously, which is
becoming more and more common, this can disrupt trade
chains, unleash simmering conflicts, and limit transna-
tional assistance.

As an export-driven economy, Germany has an intrinsic in-
terest in stability abroad. If the effects of climate change
foster or exacerbate conflicts, this not only affects the
countries directly concerned, but can also result in region-
al and international rifts. In particular, climate impacts in
Europe’s neighborhood, in countries that are important
trading partners, and in countries that are political allies
can indirectly affect Germany. In a globally interconnected
world, no one is immune to global shocks, as the COVID-19
pandemic is painfully demonstrating,

REMAINING KNOWLEDGE GAPS

While climate change has become an increasingly urgent
problem, our capacity to act has also risen. Scientific fore-
casts and projections, including from German institutes
with a global reputation, now allow climate risks to be rec-
ognized decades in advance, options for action to be iden-
tified, and dangers to be averted at an early stage, for ex-
ample via emission reductions and adaptation measures. At
the same time, constantly improving seasonal and short-
term forecasts are available for phenomena such as the
weather, crop failures, or monsoon rains. Accurate fore-
casts allow interventions to be organized at short notice
to protect the population. The chain of action stretching
from forecasts to political and local implementation should
be improved.

Despite decades of warnings about the growing likelihood
of extreme precipitation events, Germany failed to take ad-
equate adaptation measures. It has also neglected to raise
awareness and educate the population on what to do in the
event of a disaster. Likewise, other European countries do
not yet have sufficient capacities to cope with the effects of
climate change that were knowingly and willingly accepted
when countries failed to adopt measures to reduce emis-
sions. These effects also include extreme forest fires, such
as those experienced by Greece in 2021.

While Germany and Europe are, however, generally in a po-
sition to adapt to a moderate rise in temperatures, the sit-
uation on other continents is much more precarious. The
necessary knowledge and technology (such as weather
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stations) is distributed very unevenly across the world. Ar-
eas that are especially affected by climate impacts and that
are home to large vulnerable population groups often have
no functioning knowledge infrastructure in the field of cli-
mate research or meteorology. Even if knowledge about
certain changes is theoretically available, the people who
are most affected often have no access to it.

In recent years, there has been growing scientific evidence
of the link between climate impacts and conflicts, but
there is still a lack of in-depth, context-specific analyses
and foresight capacities. So far, countries that are ethni-
cally fragmented or dependent on agriculture are partic-
ularly known to face a heightened risk of conflict after an
extreme weather event such as a drought. Political margin-
alization of individual groups is also a crucial factor in the
genesis of climate conflicts. While there is a consensus that
climate impacts can affect conflicts, little is known about
the concrete mechanisms involved and thus the options for
intervention.

These uncertainties are primarily due to the complexity of
research into the causes of conflict. Many different factors
are involved in their emergence. Contextual factors, such
as political institutions or conflict management in the cul-
ture in question, can play a key role in determining wheth-
er an environmental crisis develops into a social crisis and
whether this tips over into violent conflict. This is one rea-
son why a region-specific view of the interplay of climate
impacts and the genesis of conflict is relevant for Germa-
ny’s and Europe’s ability to identify potential conflicts at
an early stage and work together with partners to develop
potential solutions.

THE SAHEL: A CRUCIBLE
OF RISK FACTORS

The Sahel region in Africa offers an example of why securi-
ty risks resulting from climate change matter, including to
Germany and Europe. This region is of geopolitical interest
to Germany, as is shown by the Partnership for Security
and Stability in the Sahel initiated by Federal Chancellor
Angela Merkel and French President Emmanuel Macron,
which is part of the “Coalition for the Sahel,” consisting of
France and five Sahel countries. Alongside development
cooperation, the focus is on tackling transnational crime
and terrorism, which also have to be seen in the context of
climate change.

Several risk factors converge in the Sahel. Changing rain-
fall patterns and increasingly frequent weather extremes
threaten the livelihood of small farmers whose knowl-
edge of traditional agriculture is often no longer enough
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to enable them to adapt to a dynamically changing climate
system. This results in crop loss and food insecurity.

Against the backdrop of the changes taking place in the
natural world, social tensions are developing as a result of
ethnic polarization, social and economic inequality, pre-
carious statehood, development deficits, and the spread of
extremist groups. Ethnic and religious tensions are already
leading to armed conflicts in the Sahel today. As a result
of the deteriorating security situation and the increase in
natural catastrophes, the number of internally displaced
persons in the Sahel has risen to over 2.2 million. Almost
900,000 refugees also live in the Sahel.

The deprivation of livelihoods is sparking violent clashes
between farmers and nomadic herders in many parts of the
Sahel region. The nomadic herders face ethnic discrim-
ination and a lack of political participation, and this also
provides fertile ground for their recruitment by extrem-
ist groups such as Ansarul Islam in Burkina Faso and Ansar
Dine in Mali. The loss of agricultural livelihoods is not only
causing economic crises for those affected but is also lead-
ing to the loss of traditional identities.

The region is thus exposed to the factors that result in
heightened risks of conflict in the event of climate change:
heavy dependence on agriculture, ethnic fragmentation,
and the political exclusion of certain groups. On top of this,
the number of people who are facing the prospect that re-
sources will become even more scarce as climate change
progresses is growing. The region’s population has ris-
en sharply. Add climate change to an already strained re-
source situation, and distribution conflicts will result.

With regard to the Sahel region, the new federal govern-
ment should examine to what extent the climate securi-
ty risks can be countered by the Bundeswehr’s Capacity
Building in Support of Security and Development initiative
and by development policy measures, or whether addition-
al capacities in the civilian and military field are needed.
Another question is which reliable partners exist in the
region, as some state actors do discriminate against and
persecute members of ethnic minorities or even arrange or
tolerate extrajudicial killings. Such actors are not suitable
partners when it comes to peacekeeping in the region.

GERMANY’'S UN INITIATIVE

But even beyond the Sahel region, the effects of climate
change have considerable implications for human securi-
ty. Environmental risks are rising rapidly as a result of the
changing climate - a challenge that the new federal gov-
ernment should address as quickly as possible. Against the

DGAP RrerPORT

background of this dynamic development, Germany should
boostits ability to detect crises early on and make a greater
contribution to peacefully managing socio-ecological cri-
ses abroad.

In 2018, Germany, together with the small island state of
Nauru, established the Group of Friends, a group of coun-
tries that aims to more strongly embed the cross-cutting
issue of climate change and security in the framework of
the United Nations. Germany placed this issue on the se-
curity policy agenda when it had a seat on the UN Security
Council as a non-permanent member in 2019/20. However,
this did not result in a binding resolution, in part because
the administration of US President Donald Trump was en-
gaging in climate change denial, and because Russia and
China were opposed to any extension of the traditional
concept of security by the UN Security Council.

Since 2020, the Federal Foreign Office has at least been
funding a climate security expert for the UN peace mis-
sion in Somalia (UNSOM), in addition to several research
and cooperation projects looking at the impacts of climate
change on stability and peace. The federal government’s
implementation report on its crisis prevention guidelines
focused on climate change and security. Although there
have been significant efforts in recent years to move to-
ward preventive approaches to avert climate-driven
crises, the complexity and urgency of this issue requires
further action.



January 2022

81

DGAP RePORT

RECOMMENDATIONS

Without rapid emission reductions, it will no longer be
possible to curb the security risks resulting from cli-
mate change by taking reactive political measures (see
also the Action Plan for Climate and Foreign Policy).
Compliance with the Paris Agreement is thus the most
important prerequisite for adapting to the worldwide
effects of climate change in an effective manner that
promotes peace. The transition to carbon neutrality
must be a priority for all sectors, including the security
sector and Germany’s engagement abroad.

In addition to working toward the comprehensive de-
carbonization of the global economic system, German
foreign and security policy can potentially take action
in a number of other fields. The different approaches
followed by various ministries in relation to climate and
security should be brought together and developed in-
to a coherent strategy. To this end, regular communica-
tion should take place among the ministries.

The new coalition government should treat the fight
against the causes and consequences of climate
change as a cross-cutting issue. In the field of foreign
and security policy engagement, the coalition partners
should formulate objectives for internal capacity build-
ing and the further embedding of the topic of climate
and security at the UN level. In the short term, Germany
can harness domestic and European synergies to this
end. In the long term, it should strengthen its capaci-
ty to act by developing better risk assessment and cri-
sis management capabilities that reflect the scale of
the challenges. The new federal government could also
strengthen Germany’s credibility and promote innova-
tion by establishing concrete emission reduction tar-
gets for the security sector and German development
cooperationin all operational areas.

Promoting Political Coherence and Harnessing
Synergies

* Aninterministerial steering group should be set up
on the subject of climate change and security that
involves the Federal Chancellery, the Federal For-
eign Office, and the federal ministries responsible
for defense, economic cooperation, the environ-
ment, and the interior. The interministerial steering
group should hold a regular dialogue, at the level of
the heads of directorate-general, on ongoing proj-
ects and security-relevant environmental changes.
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Climate security should be raised more in the Bund-
estag’s committees and discussed with input from
external experts.

* As part of the further development and implemen-
tation of its guidelines on crisis and conflict pre-
vention, the federal government should make new
voluntary commitments. These should include con-
crete funding and staffing increases in the ministries
and support for scientific institutions and non-gov-
ernmental organizations so that climate security
risks can be better identified and addressed.

* At the European level, the Federal Foreign Office
should push for the development of crisis preven-
tion guidelines, with a particular focus on non-tra-
ditional security risks such as the effects of climate
change, global health risks, cybercrime, and non-
state armed groups.

* In programs such as the Federal Environment Min-
istry’s International Climate Initiative, funding
regulations should be established that create in-
centives for collaboration with the peace and cli-
mate community.

* New partnerships and alliances should be devel-
oped through the Group of Friends established in
2018. Regional stakeholders in areas affected by cli-
mate change should be brought together for a di-
alogue in order to develop potential solutions and
share knowledge

Knowledge and Capacity Building

* New climate-sensitive mediation methods should
be developed to help parties engaged in conflict
with the process of seeking long-term solutions that
allow sustainable cooperation. The Federal Foreign
Office, in particular, should create new forms of sup-
port that are accessible to a broad spectrum of civ-
il-society and scientific stakeholders.

* A new professorship on the subject of climate im-
pacts and human security should be established in
Berlin.

* Training capacities should be developed, for exam-
ple at the Center for International Peace Operations
(Zentrum flr internationale Friedenseinsatze), with
the aim of ensuring that military and civilian peace-
keepers have a basic knowledge of regional climate
impacts and stabilization measures.
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Climate security experts should be involved in the
German COP delegation.

A pool of experts should be established to advise
German embassies and consulates general located
in areas particularly affected by climate change. This
would embed the issue in the day-to-day business
of foreign policy and help to develop context-specif-
ic regional analyses.

The Federal Ministry of Education and Research and
other institutions should provide targeted support
for collaboration between climate impact research
and peace and conflict research.

The rise in defense spending to meet the NATO
countries’ two percent target should also be used to
strengthen strategic foresight and defense against
non-traditional threats (climate impacts, cyber war-
fare, etc.).

Dialogue about progress in the field of early crisis
detection should be encouraged within NATO.

A Franco-German research group on climate im-
pacts and conflicts should be established together
with partners in the Sahel; it could develop politi-
cally relevant research questions in partnership with
stakeholders.

Embedding the Issue of Climate
Security at the UN Level

The issue should continue to be pursued at the
UN level in the General Assembly and the Security
Council via the Group of Friends and individual part-
ners such as France, the United States, or Niger.

The federal government, and in particular the Fed-
eral Foreign Office, should advocate for the appoint-
ment of a special envoy for climate and security and
nominate a European expert for the post.

Building on the evaluation of the ongoing pilot proj-
ect at the United Nations Assistance Mission in So-
malia (UNSOM), another objective should be to
better integrate climate crisis experts into UN peace
missions.
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Strengthening Credibility and
Promoting Innovation

The security sector should be decarbonized, and en-
vironmental standards should be incorporated into
procurement guidelines for German missions abroad
and development cooperation projects (electric mo-
bility, energy supplies, catering, etc.).

Climate adaptation and emissions prevention
should be pursued in the context of German recon-
struction projects, for example in the MENA region,
in order to avoid path dependencies.

Technology transfer should be supported, for ex-
ample by the government acquiring licenses for
key technologies so that they can be made freely
available.

Crisis communication should be strengthened: An
evaluation should be carried out of crisis commu-
nication in the coronavirus pandemic, and success-
ful and unsuccessful crisis communication methods
used by various countries should be assessed.
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In recent years, the German government has failed to
achieve its policy goals on refugees and irregular migra-
tion. Germany could, however, play a key role in the global
debate on refugee protection and the humane treatment
of migrants at borders. Doing so would not only be in its
interests, but also within its means.

Progress has not been made in the search for a coherent
European asylum and border policy. Nor has there been
any success in ending the widespread deaths of irregular
migrants, especially in the Mediterranean. In 2021, it was
still the case that almost one in two migrants who lost their
lives at borders worldwide died while attempting to enter
Europe. Efforts to eliminate the “root causes of displace-
ment” have not been successful, whether in Syria, Afghani-
stan, Myanmar, or South Sudan - or indeed any of the other
main countries of origin for refugees.

The German government has also been unable to reach
functioning agreements with the migrants’ countries of or-
igin that would allow it to actually send back more of those
who are required to leave the country. It remains the case
that nearly everyone deported from Germany is “returned”
not to their countries of origin, but rather to other Euro-
pean countries. There is a sense of helplessness in many
European interior ministries about the failure to execute
any deportations, especially to those origin countries from
which the vast majority of irregular migrants who arrive
via the Mediterranean come.

By contrast, the number of people seeking international
protection who came to Germany via legal routes has con-
tinued to fall - partly because of the pandemic. It is true
that the number of people entering the EU and Germany
irregularly has also fallen in recent years. In 2018, 2019, and
2020, around 100,000 people came to the EU irregular-
ly each year from Africa and Asia via the Mediterranean.
Yet the methods and strategies used at the EU’s borders to
bring about this decline were not those that the last federal
government agreed upon in its coalition agreement. Final-
ly, the deal between the EU and Turkey, in which Germany
had played a key role, also collapsed in March 2020.

EUROPE IN CRISIS

The Geneva Convention Relating to the Status of Refugees
was adopted in 1951 to protect Europeans in the face of the
catastrophic treatment of refugees before, during, and af-
ter the Second World War. Today, it is being flouted to an
unprecedented degree worldwide, including at the EU’s ex-
ternal borders.
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The EU’s border agency, Frontex, is also in crisis. At the
start of 2021, it was even forced to withdraw from Hun-
gary because the government in Budapest has been flout-
ing a ruling on the Hungarian asylum system issued by the
Court of Justice of the European Union. The court found
that Hungary was deporting people who had entered the
country irregularly to Serbia without examining the cir-
cumstances of each individual case. Frontex itself stated:
“Our common efforts to protect the EU external borders
can only be successful if we ensure that our cooperation
and activities are fully in line with EU laws.” This is in doubt
at a growing number of the EU’s external borders, where
EU law is now broken systematically and on a regular basis.
For years, there have also been regular reports of unlawful
state violence being used as a means of border control at
the Croatian-Bosnian and Greek-Turkish borders.

GERMAN RESPONSIBILITY

Germany can play a key role in the global debate about the
protection of refugees and the humane treatment of mi-
grants at borders. Doing so is both in Germany’s interests
and within its capabilities. No other country in the world
has admitted so many people seeking protection in recent
years and, at the same time, made such a sizeable contribu-
tion to international organizations such as the UN Refugee
Agency (UNHCR).

Surveys of the German public show that a majority wants
control over the borders but does not want to abandon the
principle of protecting refugees. In September 2015, 37
percent agreed with the statement that Germany should
admit as many refugees as it currently does. Twenty-two
percent were in favor of admitting higher numbers, while
33 percent wanted lower numbers. Four dramatic years lat-
er, in January 2020, the Deutschlandtrend survey conduct-
ed on behalf of the Tagesschau television news program
found that 42 percent of respondents still said that Ger-
many should admit as many refugees as it currently does; 11
percent were in favor of higher numbers, while 40 percent
wanted lower numbers. In both 2015 and 2020, a majority
was in favor of admitting the same number of refugees or
more, and a (large) minority was in favor of admitting few-
er refugees. A policy capable of winning majority support
would attempt to do both: lowering irregular migration
and asylum applications from those who will ultimately not
qualify for protection, while keeping constant the number
of people in need of protection who are admitted via legal
routes.

These remarkably stable preferences also set the direction
for the new federal government. Solutions need to be found
that are both politically and practically feasible to reduce
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irregular migration to Germany while upholding human
rights, refugee rights, and the EU’s self-imposed standards,
all while granting protection to those in need of it. The
dangerous populist panic about supposed mass migration
from Africa and Asia must be successfully countered by a
policy of humane controls.

FACTS AND MYTHS IN THE
ASYLUM DEBATE

Between 2014 and 2018, more people crossed the Mediter-
ranean to reach Europe than ever before: 1.9 million in to-
tal. However, more than half of them arrived in one country
in the space of a single year; one million people reached
Greece between April 2015 and March 2016. Except for this
short period, there has been no irregular mass migration
to the EU, including from the Middle East. In the 12 months
following the EU-Turkey Statement, fewer than 27,000
people reached the Greek islands irregularly from Turkey.
In the first six months of 2021, just 5,000 people reached
Greece irregularly from Turkey - by land and by sea, in-
cluding only 600 Afghans and fewer than 100 Syrians.

Myths and clichés dominate the public debate. For years,
dramatic pictures of hundreds of young men storming the
towering fences around the Spanish enclaves in North Af-
rica have created the impression that Europe is under
siege. This impression is wrong. The figures show that
there has been no large-scale irregular migration from
Africa to Spain in recent decades, and this is still the case
today. Over the past 20 years, an average of 15,000 people
per year crossed the sea irregularly. In 2019, it was around
25,000 people. The picture is similar in the case of the sec-
ond route for irregular migrants from Africa, which runs
through Tunisia, Libya, and Italy. Between 1999 and 2008,
the number of people who entered Italy irregularly by sea
averaged 25,000 per year. It was only 11,500 in 2019, then
just over 30,000 in 2020.

In 2017, a rough estimate put the number of Africans liv-
ing outside Africa at 17 million. Nine million of them lived
in Europe, including three million in France. Almost two
million came from three countries in North Africa: the for-
mer French colonies of Algeria, Morocco, and Tunisia. In
any case, most of the Africans living in Europe come from a
small number of countries in North Africa. Most countries
in Africa are irrelevant in terms of migration to Europe.
One of the most important challenges for a humane policy
at Europe’s borders is therefore to find the right policy in
relation to Morocco and Tunisia.
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ALMOST NO REPATRIATIONS
FROM THE EU

Unlike in the case of Syrians or Afghans, only a very small
proportion of the few Africans who crossed the Mediterra-
nean in recent years and applied for asylum in the EU were
granted international protection. Yet very few of the Afri-
cans required to leave the country were actually deported.

The example of Spain shows what is not working in the EU.
In Spain, the people who entered the country irregularly
from Africa in 2018 and 2019 were mainly Moroccans, Alge-
rians, and West Africans. In 2018, 65,000 migrants entered
the country irregularly. Only half as many came in 2019.
The number rose again in 2020, mainly due to increased
arrivals from Morocco.

Hardly any of these migrants apply for asylum. Of the few
who do, only a small number are granted a protection sta-
tus. Yet, apart from a few Moroccans and Algerians, almost
all of them remain in Spain. In other words, anyone who
makes it from Morocco to Andalusia in a small boat, or who
manages to climb over the lethal razor wire that tops Me-
lilla’s fences, can count on being able to stay in Spain. Vul-
nerability plays next to no role as a criterion in this context.
This encourages others to also make the attempt to cross
the Spanish border.

The failure to deport back to Africa those African migrants
who, having arrived irregularly and failed to qualify for
protection, are obliged to leave the country is not a Spanish
phenomenon. The picture is similar in France and Italy. The
figures clearly show that, across Europe, the current mi-
gration control and asylum system is failing on citizens of
African countries. Germany is no exception; it too carries
out next to no deportations to Africa. Eighty percent of all
deportations from Germany are to other European coun-
tries: in the EU, the Balkans, and Eastern Europe. Eight
percent of those deported are returned to North Africa.
Twelve percent are deported to other countries around
the world.

REFUGEES WORLDWIDE

According to UNHCR, in 2019, there were more than 6.3
million refugees and 18.5 million internally displaced peo-
ple across Africa. Most of the refugees came from South
Sudan, Somalia, Congo, Sudan, and the Central African Re-
public. There were more than half a million internally dis-
placed people in Burkina Faso, Cameroon, the Central Afri-
can Republic, Congo, Ethiopia, Nigeria, Somalia, Sudan, and
South Sudan. The root causes of displacement are pres-
ent in all these countries: persecution, wars, and conflict.
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Anyone who really wants to help refugees and internally
displaced people in Africa must find ways to do so in Africa.

Most of the migrants recorded by UNHCR as having been
forced to flee are internally displaced people (IDPs). This
shows how difficult it is to leave a country, even when peo-
ple are forced to flee. The view that the refugee situation
has been completely out of control worldwide for years
is a misconception. This impression is partly due to how
UNHCR counts refugees and displaced people. Not all the
roughly 20.7 million refugees worldwide recorded by UN-
HCR need international support.

Where are the refugees who need to be helped? It is im-
portant to look carefully and distinguish between very
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different situations. These include the Rohingya people
who fled in a panic from Myanmar to poverty-stricken Ban-
gladesh in 2018; families from South Sudan who fled to Su-
dan; and millions of Syrians who fled to Syria’s neighboring
countries. But they also include ethnic Chinese Vietnam-
ese citizens who were admitted by China in the 1970s and
are still counted as refugees in UNHCR statistics, as well
as the nearly eight million Colombians who fled to neigh-
boring countries twenty years ago to escape the fighting in
Colombia and their children who were born in these coun-
tries. It has been so long since 5.4 million Palestinian refu-
gees originally fled Israel that the statistics now include the
third and fourth generations. Today, many of these people
are not “fleeing” and only appear in the statistics for politi-
cal, rather than humanitarian, reasons.

Number of Refugees Admitted 2013-2020

263,662

3,652,362 3,042,424
1,421,133 1,200,578
1,210,636 1,023,069
1,040,308 915,980
866,534 835,389
490,243 376,881
800,464 366,528
436,406 329,060
436,100 203,613
234,655 132,556
248,425 134,250
128,033 49,972
233,308 175,647
340,881 77,219
314,453 84,866
141,866 86,268
139,501 66,152
702,506 60,591
478,664 44,185
20,362,288 9,358,426

Source: Annex tables from UNHCR Global Trends 2013 and 2020, https://t1p.de/3y14u


https://t1p.de/3y14u

January 2022

87

DGAP RePORT

Germany should help to strengthen overtaxed capacities
in countries of first admission and give them a boost via
a multilateral initiative. After all, while a recognized ref-
ugee in Sweden, an asylum seeker in Hamburg, a Syrian

RECOMMENDATIONS

Supporting Sea Rescue

The number of people who drown while trying to
reach Europe remains very high. Stopping this can-
not be achieved solely by rescuing people in distress
at sea, but it cannot be achieved without doing so
either. The aim is two-fold: first, that fewer people
board boats to try to cross the sea and, second, that
those who still do so are rescued in time. We must
rescue people indistress at sea, and at the same time
we need to work to end a situation in which thou-
sands of people cram onto overcrowded, unseawor-
thy dinghies.

The idea that there is nothing that can be done is
clearly untrue. In the first two months of 2016 alone,
331 people drowned in the eastern Mediterranean. In
the entire year of 2017, 62 did so. The reason for this
decline was the EU-Turkey Statement.

What should be done? Maritime rescue centers in
Rome and Malta should return to coordinating sea
rescue operations in the entire central Mediterra-
nean to spot shipwrecked people in time, as was the
case until 2018. Also, private ships should be en-
couraged and helped to rescue shipwrecked people.
A coalition of European countries — with Germany
playing a key role — should express their willingness
to allow all those who are rescued by private seares-
cue ships and merchant ships, and then brought to
reception centers in Malta, Italy, Corsica, or Tunisia,
to enter the country from there within twelve weeks.
This is the approach that was taken in 1980 when the
German ship Cap Anamur carried out rescue opera-
tions in the South China Sea.

The time spent at the reception center should be
used for asylum procedures. People who do not need
protectionin the EU should then be sent back direct-
ly from the centers to countries of origin or transit
countries, as was agreed with Turkey in 2016. This re-
quires readmission agreements that apply from an
agreed date, attractive offers to these countries, and
efficient asylum procedures that actually work.
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refugee in Lebanon, and a South Sudanese refugee in
Uganda may all appear on the list of refugees, each has very
different needs.

The existing private sea rescue ships, supported by the
headquarters of the Italian coast guard, would probably
already be capable of rescuing the vast majority of ship-
wrecked people in the waters between Libya, Malta, and
Italy, provided that two conditions are met. First, it would
no longer be acceptable for Italy and Malta to tie private
ships up in bureaucratic red tape to keep them from put-
ting out to sea again quickly. Second, and crucially, the
number of arrivals would have to remain at the low level of
the past two years.

Renewing the International Asylum System

In December 2018, the UN General Assembly adopted the
Global Compact on Refugees, which underlines the “ur-
gent need for more equitable sharing of the burden and
responsibility for hosting and supporting the world’s ref-
ugees.” It states that the support base should be widened
beyond those countries that have historically hosted ref-
ugees, while also outlining the need to strengthen asylum
systems and facilitate the exchange of good practices.

As the seat of the Federal Office for Migration and Refu-
gees (Bundesamt fur Migration und Flichtlinge (BAMF)),
Nuremberg is the asylum capital of the world. In 2015 and
2016, 37 percent of all positive asylum decisions world-
wide on refugee status and subsidiary protection were
taken in Germany; the average over the past seven years
has been 25 percent. In 2017 alone, the Federal Office for
Migration and Refugees took over 700,000 decisions —
more than were taken in the rest of the European Union,
the United States, Canada, and Australia combined. The
experience gained in this process is of European and glob-
al importance.

After all, it is not enough to merely have an asylum law.
Without resources, investment, and the necessary qual-
ity control required to learn from experience and set-
backs, it is impossible to maintain adequate standards
over the long term and take decisions within an accept-
able timeframe.

German foreign policy should therefore also campaign for
the renewal and further development of the internation-
al asylum system, with the goal of improving the quality
of asylum systems worldwide. Germany’s federal gov-
ernment should help well-functioning asylum systems in
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other countries around the world to share their expe-
riences of how (even in crises) the right to a fair proce-
dure can be upheld by means of qualified interviewers
and interpreters, quality assessments, and substanti-
ated decisions.

Improving Asylum Procedures at the
EU’s Borders

The most urgent issue is to facilitate efficient and fair
asylum procedures at the EU’s external borders. Ger-
many, Spain, and others should join forces on a pilot
project to promote efficient and fair procedures in Ceu-
ta and Melilla, provide asylum officers and interpreters
for this purpose, and take in recognized refugees. This
kind of collaboration among the asylum authorities of
Germany, Netherlands, Switzerland, France, and their
colleagues from Spain would be a model for future asy-
lum cooperation. The aim must be for decisions to be
taken on most asylum applications within eight weeks.

The next step should then be for the new federal gov-
ernment and the BAMF to support high-quality asy-
lum procedures throughout the Mediterranean region
and form strategic partnerships with partner countries
and their authorities for this purpose. Such partner-
ships should subsequently be extended to include Eu-
rope’s neighbors— from the Western Balkan countries
to North Africa.

Facilitating and Accelerating Returns

The successful deportation of those required to leave
the country only works if cooperation is in the interests
of partner countries and if the system involves strategic
deportations after an agreed date. In this context, the
promise of legal mobility is the best means to achieve
cooperation. In fact, there is an obvious link between
the lack of legal travel options and the failure of depor-
tations. Successful deportations take place to those
countries whose citizens can enter the EU without a vi-
sa. These governments have an interest in cooperating
with the EU. This is true of the Western Balkan coun-
tries, but also of Georgia, Moldova, and Ukraine.

Currently, there are only a few options for Africans
to travel legally to Europe. It is very difficult for peo-
ple from Sub-Saharan Africa to obtain an increasingly
expensive Schengen visa. In 2018, the Finnish consul-
ate in St. Petersburg, Russia, alone received more than
500,000 visa applications. The vast majority of them
were approved. In Nigeria, only 89,000 visa applica-
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tions were submitted to all EU consulates combined,
and half of them were denied.

Being realistic on deportation therefore means recog-
nizing that a successful deportation policy depends on
cooperating with countries of origin and transit coun-
tries and considering their interests. The fact that
citizens of almost all Central and South American coun-
tries can enter the EU without requiring a visa, but not
a single African country enjoys visa-free EU travel, is a
stark symbol of the deep gulf between the continents.
The new federal government should push within the EU
for rapid change.

Countries such as Morocco and Tunisia play a particu-
larly key role in this context. Morocco is the most im-
portant country of origin for irregular migration to
Spain. It is also a major transit country. If Morocco were
to take its citizens back quickly, develop a credible asy-
lum system, and cooperate with the return of irregular
migrants from third countries, the deaths in the western
Mediterranean and the dramatic scenes at the fences in
Ceuta and Melilla would soon be consigned to history.

To achieve this, the EU should make Morocco the same
offer that it made to Ukraine in 2008: Morocco should
undertake to accept the immediate return of its citizens
and all migrants who enter the EU irregularly from Mo-
rocco — in cases where these people are not in need of
protection — after an agreed date. In return, the EU and
a group of member states should grant scholarships
and visa facilitation for Moroccan citizens. At the same
time, they should offer the prospect of lower visa costs
and begin to liberalize the issuing of visas. This would
immediately reduce irregular border crossings.

A successful mobility partnership would strengthen
Europe’s security, as Morocco would have an interest
in facilitating the rapid deportation of criminals and of
Moroccan citizens required to leave the EU. Today, this
is shown by the example of the Balkan countries, whose
citizens have had the right to enter the EU without a vi-
sa since 2009 and 2010. Accepting the return of citi-
zens required to leave the EU was a precondition from
the outset.

In addition, this kind of agreement would send two sig-
nals. First, it would show that that the Convention Re-
lating to the Status of Refugees and the right to access
asylum procedures are taken seriously and subject to
credible scrutiny not only in Europe, but also by emerg-
ing economies on other continents — and with the same
level of seriousness as that with which, say, the UNHCR
has carried out its asylum procedures worldwide in re-
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cent decades. Second, it would also demonstrate that
visa liberalization, the promise of legal travel to the EU
based on cooperation, can also be an option for African
countries.

Undertaking to Accept a Certain Number of
Resettlements Each Year

Germany should make a commitment to accept a cer-
tain number of refugees each year. Canada offers a
particularly interesting example for the new feder-
al government. In 2019, Canada, with its population
of 37 million, received around 60,000 asylum applica-
tions, 30,000 of them concerning resettlement, while
the rest were submitted at Canada’s borders and inside
the country. If Germany were to receive asylum applica-
tions in the same ratio as Canada, that would be around
135,000 asylum applications per year, of which 67,000
would involve resettlement.

A policy that would lead to 80,000 people applying
for asylum in Germany in an average year, half of whom
would enter the country in an orderly process through
resettlement and relocation, would be an enormous
improvement over the chaos of recent years: It would
mean greater protection, faster integration, and fewer
dangerous journeys across the sea.

The new federal government should create a resettle-
ment coalition together with countries such as Swe-
den, France, and Canada, with participating countries
undertaking to accept the annual resettlement of ref-
ugees on a scale equivalent to at least 0.05 percent
of the population of the receiving country. In Germa-
ny’s case, that would be around 40,000 refugees per
year. Together with other EU countries, this would rep-
resent a commitment to accept 120,000 resettlements
per year, or 250,000 together with the United States
and Canada. This would be a concrete form of assis-
tance for vulnerable people and countries of first ad-
mission, without placing too great a burden on any
single country.

A New EU-Turkey Statement and Pilot Projects
for More Efficient Procedures at the External
Borders

The new federal government should, as part of a new
EU-Turkey Statement, make a proposal to Turkey and
Greece for Germany to admit up to 20,000 recognized
refugees each year. The prerequisite for this would be
for more efficient asylum procedures to be achieved on
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the Greek islands in cooperation with the BAMF. A new
agreement should also be reached with Turkey. This
would lead to a sharp fall in the number of irregular ar-
rivals and in the number of deaths.

As a second step, Germany should make an offer to
Spain, Malta, and Italy to admit up to 10,000 people
per year from joint reception centers in the Mediterra-
nean. Again, the expectation in return would be the in-
troduction of efficient joint asylum procedures and the
return of people who do not require protection. Ger-
many should also work toward agreements with Afri-
can countries of origin and with the EU’s North African
neighbors of Morocco and Tunisia. This would bring
about a sharp fall in irregular migration via the Medi-
terranean and thus also in the number of asylum ap-
plications submitted in Germany, many of which are
ultimately unsuccessful.

Supporting Refugees Worldwide with a Multi-
Year Support Package

The new German government should set itself a ma-
jor humanitarian goal for the next five years: In an ever
richer world, no refugee should have to live in hardship.
This would be achievable if Germany worked together
with a coalition of other countries. The countries com-
mitted to this goal would give UNHCR, WFP, UNICEF,
and other organizations the necessary resources for
a multi-year budget. Assistance should especially be
provided to acutely affected countries of first admis-
sion, such as Uganda or Bangladesh. The organizations
should use this funding to ensure that around 15 million
refugees living in hardship receive basic services that
reflect human dignity in their host countries — cash as-
sistance, access to schools, and health care.

A concrete example exists of this kind of model: the as-
sistance that Turkey has provided to millions of Syrian
refugees using EU funds since 2016. This direct assis-
tance avoids unnecessary bureaucracy and strength-
ens individual autonomy and dignity. Germany’s
federal government should propose that refugees in
Bangladesh and Uganda are offered similar assistance.
The host countries would benefit because the money
would be spent on site, strengthening the local econ-
omies. After ten years at the latest, this basic assis-
tance would be replaced by other forms of assistance,
as needed, and UNHCR would withdraw.
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Involving More Countries in the Global
Asylum System

Both for humanitarian reasons and its own interests,
the new federal government should persuade more
countries to contribute to the global asylum system. It
cancite the Global Compact on Refugees, which was of-
ficially adopted on December 17,2018, with the votes of
the 181 countries in the UN General Assembly. Current-
ly, ten countries alone host 80 percent of the world’s
refugees. Just 15 countries provide at least $20 million
in funding per year to UNHCR (Germany gave around
$477 million in 2017). The remaining 180 or so countries
are currently not involved or participate only on a very
small scale. Countries with low levels of engagement to
date should take on more responsibility.

The most striking characteristic of international sol-
idarity with the world’s refugees today is the lack of
engagement on the part of emerging economies. Al-
though these have long since ceased to be poor coun-
tries, they barely participate in the international
humanitarian system. This is especially true of those
countries which have, today, reached the standard of
living that Germany had in the mid-1960s. Almost 170
countries now have an asylum system, but it is still
the case that a small number of countries account for
most positive asylum decisions. UNHCR’s annual Glob-
al Trends reports provide a picture of the global state
of the asylum system. Before the outbreak of the pan-
demic, between 2013 and 2019:

- 14 million asylum applications were submitted
worldwide.

- 4.2 million people worldwide were granted in-
ternational protection after an asylum process.

- Germany, Sweden, and Austria granted 1.4 mil-
lion people international protection after an
asylum process. That is a third of the total num-
ber worldwide, even though these countries
collectively make up 1.3 percent of the world’s
population.

- More than half of all positive asylum decisions
worldwide were taken in European democracies:
in EU member states, the United Kingdom, Swit-
zerland, and Norway.

- Japan granted 657 people protection. China did
not grant protection to anyone. Sweden alone
granted more people protection — 223,000 —
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than ten other high-income and middle-income
countries with a total population of 3.8 billion
people.

Germany’s federal government should make diplo-
matic efforts to ensure that emerging economies al-
so play their part in the global asylum system. At the
same time, it should show, by increasing resettlement,
that this does not mean that Germany will turn its back
on the protection of refugees. Between 2016 and 2019,
the number of people who were granted protection af-
ter a procedure to assess their refugee status fell from
900,000 to 530,000 worldwide. This reflects a sim-
ple and worrying reality: Fewer potential refugees are
reaching countries that are willing and able to grant
them international protection.

If this does not change, the Convention Relating to the
Status of Refugees has no long-term future as a global
standard. Preserving it — and pressing for humane bor-
ders both in Europe and worldwide — must be a key aim
for the new federal government.

Sweden’s Grants of International
Protection, Compared to Ten Other
Countries, 2013-2019

Country Persons

Japan 657

Source: Gerald Knaus, Welche Grenzen Brauchen wir? Zwischen
Empathie und Angst — Flucht, Migration und die Zukunft von Asyl
[What Borders Do We Need? Between Empathy and Fear — Displace-
ment, Migration, and the Future of Asylum] (2020)
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For more than two decades, German foreign policy has
sought to prevent renewed tensions, internal conflicts, or
even war in the Western Balkans. The fact that this has
been successful since 1999 is an achievement for German
policy. In recent years, however, the risks that this stabili-
zation policy will fail have risen.

In Serbia, the most powerful country in the Western Bal-
kans, leading members of the government are once again
talking openly about the possibility of armed conflicts
and calling into question the demarcation of the region’s
borders. The conviction of former General Ratko Mladi¢
in spring 2021 for genocide in connection with the Sre-
brenica massacre prompted extreme nationalist reactions
from members of the Serbian government and media out-
lets closely associated with it. Military spending has also
been rising for years. Against this background, a destabi-
lizing policy by Serbia toward its neighbors such as Kosovo
or Bosnia and Herzegovina would be not just possible, but
probable, if it were not for the stabilizing counterstrategy
pursued by Germany and its partners.

When, in July 1999, German Chancellor Gerhard Schroder,
US President Bill Clinton, and the heads of government of
all EU member states came to Sarajevo for a major Balkans
summit, the Kosovo conflict had only just ended. This con-
flict, the fourth war in the Balkans in less than a decade, had
left almost one million Albanians displaced in neighboring
countries. The politicians who met in Sarajevo shared their
abhorrence of nationalism, which had cost so many lives
in such a short time. They pledged “to cooperate toward
preserving the multinational and multiethnic diversity of
countries in the region and protecting minorities.” They
solemnly declared: “We will work together to promote the
integration of southeastern Europe into a continent where
borders remain inviolable but no longer denote division and
offer the opportunity of contact and cooperation.” They
promised peace in Europe - a postmodern “Pax Europea-
na.” Germany played a leading role in formulating this goal.

TWO DECADES OF PEACE

In the second half of the 1990s, it was still primarily the
United States that played a leading role in stabilizing the
Balkans after the end of the wars in Bosnia (1995) and
Kosovo (1999), including in military terms. This changed
as of 2000 when the EU became the leading player in
the region; within the EU, Germany came to play an in-
creasingly influential role. The Western Balkans thus be-
came the first test of a common European foreign policy
and the most successful such test to date. The EU and its
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memberstatesbroughtaboutageopoliticalmiracleintermsof
democratic stabilization.

Montenegro gained independence by peaceful means, sup-
ported by a broad multiethnic coalition. Today, more than
220,000 non-Serbs live in the Bosnian “Republika Srpska,”
from whose territory they had been driven during the war
from 1992 to 1995. In North Macedonia, there are elemen-
tary schools that use four languages, and Albanian is an of-
ficial language throughout the entire country. The major-
ity of the Kosovo Serbs who lived in Kosovo prior to 1999
remained there even after 1999. Serbian is an official lan-
guage in Kosovo. Peace has reigned across the entire re-
gion for two decades.

Recent years have seen wars and eruptions of violence
all around the European Union: in Georgia, Iraq, Syr-
ia, Ukraine, Libya, and the Caucasus. Political prisoners
are once again being detained in many Eastern European
member states of the Council of Europe. Yet the Western
Balkans has remained peaceful. Today, no country in the
region detains political prisoners or systematically violates
human rights. Germany withdrew its soldiers from Bosnia
and Herzegovina without having to worry that there might
be arenewed outbreak of fighting shortly thereafter. Koso-
vo is the only place where a small contingent of Bundes-
wehr soldiers, currently around eighty, is still stationed.

AT A STANDSTILL

For more than two decades, Germany’s influence on do-
mestic and foreign policy developments - not just in the
Western Balkans, but in the European neighborhood as well
- has been closely tied to the credibility of the prospect of
European integration. Where this prospect exists, Germa-
ny has a great deal of influence, both bilaterally and through
the European Union, and can assert its interests. The ex-
tradition of wanted war criminals, called for by Germany
and others; the modalities of Montenegro’s independence
referendum; first steps in the normalization process be-
tween Serbia and Kosovo; the compromise with Greece on
the name of the state of North Macedonia; and far-reaching
judicial reforms in Albania: These and other difficult deci-
sions were implemented in the region because the politi-
cal elites believed that doing so was necessary in order to
make progress toward European integration, which they
both wanted and considered a realistic prospect.

Where this “European perspective” is fading, Germany’s
influence in the region is rapidly diminishing, too. The
trend in relations between Turkey and the EU offers a stark
warning of what could also happen in the Western Balkans
in the near future. After 2000, there was a period when
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Germany and the EU had growing influence in Turkey.
Then, for various reasons, the EU’s accession talks with
Turkey lost all credibility, and were ultimately brought to a
standstill. At the same time, tensions grew between Turkey
on the one hand and Germany and other EU countries on
the other, building to the point that Ankara made military
threats against EU members Greece and Cyprus. Germany
and the EU have proven to be powerless, even in the face of
Turkey’s dismantling of the rule of law and its violation of
fundamental human rights.

Today, the prospect of EU integration, which held such
power just a few years ago, is losing its credibility for the
political elites and societies in the Western Balkans. In key
EU member states such as France or the Netherlands, there
is a great deal of skepticism about any further enlargement.
Further EU accessions have thus become unlikely; the en-
largement process has been stagnating for years. Current-
ly, only two of the region’s six countries are actually in-
volved in accession talks: Serbia and Montenegro. However,
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their accession talks and reforms have stalled. Albania and
North Macedonia have been waiting for years for talks to
begin. Bosnia and Herzegovina is still not even an official
accession candidate. Kosovo is not recognized as an inde-
pendent state by some EU countries and is therefore un-
able to apply to join the EU.

GERMANY'S ROLE

In December 2003, the EU adopted its first European Se-
curity Strategy, which included a warning: “The outbreak
of conflict in the Balkans was a reminder that war has not
disappeared from our continent.” And it linked the future
of EU foreign policy to its success in southeastern Europe:
“The credibility of our foreign policy depends on the con-
solidation of our achievements there.” That remains true.
From Belgrade to Tirana, from Sarajevo to Pristina, Ger-
many is now the most respected and important Europe-
an partner. In fact, the Western Balkans could become a

EU ACCESSION NEGOTIATIONS WITH THE COUNTRIES OF THE WESTERN BALKANS

;‘A

BOSNIA-HERZEGOVINA
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In accession negotiations
since 2012
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ALBANIA

Not in accession
negotiations

Source: European Commission (2020), https://t1p.de/frli
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NORTH MACEDONIA
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negotiations
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foreign policy success story for Germany and the EU in
the next five years if the credibility of the prospect of EU
integration can be restored. It would then be possible to
use shrewd diplomacy to move closer to solutions on unre-
solved foreign policy issues such as the dialogue between
Serbia and Kosovo and the lasting stabilization of multi-
ethnic democracies in North Macedonia, Bosnia and Her-
zegovina, and Montenegro. In a region where all countries
look to the EU - not only to its standards and values, but

RECOMMENDATIONS
IN SUPPORT OF A
RENEWED GERMAN
POLICY TOWARD
THE WESTERN
BALKANS

In recent years, the governments in Belgrade, Pod-
gorica, Pristina, Sarajevo, Skopje, and Tirana have
fulfilled many requests made by Germany and the
EU, and they have improved relations between eth-
nic groups and with their neighbors. Politicians have
repeatedly implemented politically demanding re-
forms when they have a concrete and attractive goal
in mind — for example, in Montenegro before and
immediately after the opening of accession talks
in 2012; in Serbia between 2010 and 2014; in North
Macedonia from 2004 to 2005 when the country
hoped to gain candidate status and again as of 2017;
and in Albania. Today, however, the region lacks
goals that are similarly motivating. It is in Germa-
ny’s interest to change this, yet this goal can only be
reached if Berlin takes the concerns of its EU part-
ners seriously.

Germany'’s initiative should be based on a proposal
made by France at the end of 2019 that provides for
various stages in the integration of the Balkan coun-
tries. This idea can be simplified to be credible in the
EU and, at the same time, to define an attractive goal
for the region’s elites in the coming years. It could be
achieved as follows:

* A two-stage accession process should be pro-
posed. Full accession would remain the goal of
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also its rules and institutions - it would even be possible to
resolve status questions.

The new German government will continue to have a major
interest in stability in a region that was the world’s bloodi-
est conflict zone in the 1990s, with four wars and genocide,
and that experienced huge refugee flows. The risk of a re-
turn to instability cannot be ruled out simply by letting the
current process continue. German initiative is needed.

negotiations with all six countries in the region, but a
concrete new intermediate goal would be offered as
well: full access to the European single market.

* Inthefirst stage, each country in the region that meets
the necessary conditions would be able to join the sin-
gle market, as Finland, Sweden, and Austriadidin1994.
Achieving this by 2030 would be a realistic goal for all
countries in the Western Balkans. This would enable
them to enjoy the four freedoms — the free movement
of goods, capital, services, and labor — just as Norway
and Iceland do today. To this end, the EU should cre-
ate the framework for a Southeast European Economic
Area. Germany’s Federal Chancellery, the Federal For-
eign Office, and other ministries would draw up a con-
crete proposal and seek support for it in the EU.

*  Strengthening the rule of law in the region would re-
main a key element of the integration process, as all
conditions relating to democracy, the rule of law, and
human rights would have to be met in full before a
country could join the single market and the Southeast
European Economic Area. Germany's new federal gov-
ernment should press for the EU’s regular reports on
the rule of law to be extended to cover the countries of
the Western Balkans.

* At the same time, Germany should press for the Coun-
cil of Europe to be strengthened — five of the region’s
six countries are members — and push for Kosovo to
be rapidly admitted. The region-wide implementation
of judgments of the European Court of Human Rights
should be made a key requirement for EU integration.

* Inthis context, the EU should monitor important court
proceedings in all six countries more closely so that
it can determine whether the judiciary is acting inde-
pendently. The European Commission should produce
substantiated anti-corruption reports for the Western
Balkans, using the same methodology as the anti-cor-
ruption reports for EU member states in 2014. A new
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report every two years could ensure comparabili-
ty among the countries.

* In these circumstances, rapprochement and the
normalization of relations between Kosovo and
Serbia would be a realistic prospect even within
the next four years. The adoption of the same EU
rules would make national borders less import-

Joining the EU single market by 2030 as part of an EU-West-
ern Balkans Economic Area is an ambitious but achievable
goal for all countries in the Western Balkans. A realistic
prospect of enjoying the four freedoms - for goods, capi-
tal, services, and labor (with transitional periods when the
EU believes they are necessary) - within a few years would
mobilize all corners of society and usher in a new economic
dynamism.

The aim is a region that is as closely connected with the
EU in economic terms as Norway and Iceland are today.
The prosperity gap between the Western Balkans and the
rest of Europe should be rapidly narrowed, as has been
achieved so spectacularly in the case of Romania or the
Baltic countries since 2000. The rule of law and the protec-
tion of minorities should be strengthened. Like the EU’s in-
ternal borders in the Schengen system, the borders among
the Balkan countries should become invisible to defuse the
political dispute over them.

This aim is achievable without too much difficulty and
without risks for Germany and the EU. It would not only be
a success story for German and European foreign policy,
but it would also send a signal to other countries in Eu-
rope’s neighborhood that good relations and a commitment
to functional integration with the EU is politically reward-
ing and realistic.

Germany’s multifaceted interests in the region can still
best be asserted in the framework of a coherent EU policy
toward the Balkans. Over the past two decades, Germany’s
power in the Western Balkans has been based primarily on
a realistic utopia: the credible promise of a better future
via integration into a stable and prosperous EU that would
facilitate peace in the Western Balkans along similar lines
to the peace that has now reigned in the EU for several de-
cades. “Security through transparency, and transparency
through interdependence™ This “postmodern peace” in
the EU, as described by Robert Cooper, made the centu-
ries-long approach involving the balance of powers and al-
liances obsolete. EU members, in Cooper’s words, do not
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ant. Serbia would also have to accept Kosovo's current
borders before joining the common market. The overall
aim would be to make the borders among the Balkan
countries as invisible as the border between Norway
and Sweden is today.

consider invading each other. The challenge in the West-
ern Balkans consists of achieving a similarly lasting peace
in which borders lose their significance, armies are no lon-
ger a necessary deterrent, and minorities can safely live
anywhere.

Armed conflicts in the Western Balkans would become as
inconceivable as they are between the members of the Eu-
ropean Union today. If Germany’s new federal government
can help to establish such a “Pax Europeana” in the West-
ern Balkans, it will be writing the next chapter in a German
and European success story in which peace is secured by
integration and interconnection. And a trouble spot in the
heart of Europe will become a region of stability for gener-
ations to come.
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