German Council on Foreign Relations

No. 22
November 2025

D POLICY BRIEF

Deterring Russia
from Military
Aggression Against
Europe’s NATO Allies

Dilemmas and the Way Forward

Karl-Heinz Kamp
Associate Fellow, Center for Russia’s war on Ukraine and Donald Trump's wavering on US security

Order and Governance in commitments for NATO have raised three fundamental questions:
Eastern Europe, Russia and . , - .
Central Asia How does Moscow perceive Europe’s current ability to counter Russian

aggression? What European efforts are needed to build up sufficient
conventional military forces? And what must be done to ensure the
credibility of nuclear deterrence? Concrete measures, including stron-
ger European support for Ukraine, are crucial to deter Russia from an
aggression against European NATO allies.

— Effective deterrence will depend on how the aggressor perceives
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Director, International Centre increase their efforts to understand Russia’s perception of European
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— Increased spending alone does not guarantee that Europe is acquir-
ing enough of the right kind of conventional capabilities in sufficient
amounts. Investments are needed both in hardware and innovation
but importantly also in recruiting and training military units.

Carolina Vendil Pallin — Effective nuclear deterrence requires a discussion beyond the nuclear
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To deter Russia and shape a new security order in
Europe’s own interests, European allies must now
act with unified resolve and be prepared to carry the
costs for their own security and defense. This is a tall
order, since Russia currently doubts Europe’s resolve -
especially in view of a fragile transatlantic relationship.

Since Russia’s full-scale invasion of Ukraine in February
2022 and the security policy U-turn in many Europe-
an NATO countries, the German term “Zeitenwende”
has come into international usage. Moreover, since
the start of Donald Trump’s second term as president
of the United States, with his wavering on US securi-
ty commitments for NATO, the Atlantic Alliance has
faced another Zeitenwende, this time with an urgent
need for Europe to stand up to Russia in ways more
credible than before.

Concerns about the US commitment to NATO, which
is indispensable for the very functioning of deterrence,
underscore the need for Europe to deter Russia from
further aggression — something that will happen only
when Moscow perceives Europe as having the neces-
sary military resources and determination to use them.
Russia will remain a military and political threat that
must be countered by a credible NATO defense, and
the US strategic shift toward reduced commitments
in Europe and a stronger focus on the Asia-Pacific re-
gion is likely to prevail.

These two political shocks pose a number of dilemmas
for the European pillar of NATO. At the heart is the is-
sue of how to maintain credible political and military
deterrence in the new security environment. Three
questions stand at the forefront: How does Moscow
perceive Europe’s current ability to counter Russian
aggression? What European efforts are needed to
build up sufficient conventional military forces, and
what must be done to ensure the credibility of nuclear
deterrence?

EUROPE'S DETERRENCE IN
THE EYES OF MOSCOW

In war, it might play to your advantage if your oppo-
nent underestimates you; in deterrence, the opposite
is true. Europe’s ability to deter will depend on how
the aggressor perceives its posture. The European goal

http:
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is to deter Russia from further aggression - some-
thing that will happen only when Moscow perceives
Europe as having the necessary military resources and
determination to use them. Currently, Russia seems
unimpressed.

Even before 2022, Moscow found little use in talking to
European countries and the EU. By 2020, Russia’s for-
eign policy position had already become one of grow-
ing frustration with, and even contempt for, European
countries. In Russia’s strategic documents, Europe has
been treated as a region that needs to shed its de-
pendence on the United States.! This is Russia’s way
of signaling just how disillusioned it has become with
Europe. Symptomatically, the Russian Ministry of For-
eign Affairs renamed its Europe department in 2024 to
the “Department for European Problems.”

Moscow will avoid a major military confrontation with
NATO, especially while locked in war with Ukraine. It
respects the military potential and economic resourc-
es at the West's disposal. However, it also notes that
Europe has been slow and even hesitant to engage its
military industry at full throttle. Moscow also notes
that none of the big European powers inside NATO are
conducting major recruitment campaigns. Moscow’s
most likely conclusion is that Europe is not setting
up, training and exercising new units in the numbers
needed with any kind of urgency.

Europe’s proposal to send a reassurance force to
Ukraine did not impress Moscow. Russian Minister
of Foreign Affairs Sergei Lavrov in July this year re-
ferred to the whole proposal as “fantasies,” while at
the same time stating that Russia would never accept
it.2 As it turned out, Europeans struggled to promise
even 50,000 troops, reflecting the limited availability
of land forces as well as political reluctance to take
risks in confronting Russia. European countries also
set preconditions: The US must contribute (albeit not
by deploying troops to Ukraine), and a reassurance
force would deploy only after a cease-fire. Such con-
ditional and limited commitments do not deter Russia.
They rather risk strengthening Moscow’s perception of
European weakness: Europe will not have the military
units needed for Ukraine’s security guarantees - nor
will it be willing to commit them.

scrf.gov.ru/security/docs/document133

http://scrf.gov.ru/security/international/document25
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www.rbe.ru/politics/12/07/2025/68720a7d9a7947515ec5db83
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Russia is thus convinced that Europe not only lacks
military power but is also weak in its resolve and
willingness to sacrifice resources. In Moscow’s view,
democracy makes Europe weak and unable to take de-
cisions; when push comes to shove, Europe’s political
leaders and citizens lack the capability and willing-
ness to fight, pay the price, and stand united. More-
over, Russia believes Europe will fail to raise military
spending due to its internal divisions and populations
that have become used to comfortable lives and de-
praved by moral values inferior to those of Russia. A
recurrent theme in Russia is also the country’s ability
to sustain losses on the battlefield and the idea that
this has created fear in Europe.

If Europe fails to
replace US assistance,
and if Europe leaves
Ukraine to bleed
economically and
militarily, Moscow
will consider its view
of a weak Europe as
vindicated

Overall, Russia’s view of Europe as weak undermines
European deterrence and increases the risk of miscal-
culation. Despite signs that Europeans can act both in
unison and resolutely when under pressure, Moscow
remains more prone to note when the West is divided
and Europe slow to act. Official statements and pro-
paganda indicate that Russia still believes it is only a
matter of time before Europe loses interest in Ukraine,
especially without the US holding the effort togeth-
er. Some of this bluster is probably propaganda, but
on the whole, Russia acts in accordance with these
assumptions about Europe’s trajectory of behavior.
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Negotiations on a possible settlement in Ukraine have
so far only cemented Russia’s view of Europe as noth-
ing more than a meddler thrown into the process too
late and with little clout.

At the Moscow Victory Day Parade in May, Putin reit-
erated that “truth and justice” is on Russia’s side and
expressed his pride in Russian bravery and resolve
“that has always brought us victory.® This narrative
is pervasive in Russia, as is the notion that not only
history but also time is on its side.

Patriotic bluster aside, however, Moscow is aware
that a united Europe that starts to build military
power in earnest will become a problem for Russia.
Longer-term, Russia knows its hand could be con-
siderably weaker with a militarily stronger European
component of NATO and a different presidential agen-
da in the White House. Its economy will not crumble,
but it is suffering and falling even further behind in
the global technology race.

Russia could therefore draw the conclusion that time
is on its side mainly in the short term, and that there
is a window of opportunity, a timeframe to act so it is
not overtaken by history. Taking on the whole of NATO
is not a palatable option for Moscow. However, if it
can both undermine European unity and test NATO
solidarity by challenging individual member states,
Russia could edge closer to its goal of re-establishing
and extending a sphere of interest in Europe.

Establishing Europe’s deterrence posture and mak-
ing it convincing to Moscow is thus a pressing issue
to solve now rather than later. Deterring Russia will
require building a convincing European military pow-
er and showing an ability to respond in unison and
quickly when Russia tests our resolve. It also means
considering next steps and possible responses from
Moscow before any escalation.

Russia is most effectively deterred in Ukraine. If Europe
fails to replace US assistance, and if Europe leaves
Ukraine to bleed economically and militarily, Moscow
will consider its view of a weak Europe as vindicated.
Europe’s support for Ukraine will thus be paramount
for its ability to deter Russia.

http://en.kremlin.ru/events/president/news/76879
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NATO’'S CONVENTIONAL
CAPABILITIES

Uncertainty about the US commitment and the Trump
administration’s intention to reduce its European de-
fense contribution have prompted European NATO
countries to increase their defense budgets. The push
of the second Zeitenwende after Trump’s election
has been stronger than that first brought on by Rus-
sian President Vladimir Putin’s full-scale invasion of
Ukraine. The number of NATO allies spending more
than 2% of GDP on defense is set to grow from 10
in 2023 to 31 in 2025. However, reaching the target
of 3.5% of military spending (plus 1.5% on other de-
fense-related costs), agreed at the Hague Summit, still
requires a major effort from most allies.

Increased spending alone does not guarantee that
Europe is acquiring enough of the right kind of ca-
pabilities. Four problems stand out. First, European
deterrence is crippled by dependence on the US for
certain critical capabilities and strategic enablers such
as air defense systems, intelligence, surveillance, tar-
get acquisition and reconnaissance (ISTAR) capabili-
ties, and deep strike capacity.* Reducing the level of
dependence requires long-term strategic investment.

Second, there is insufficient innovation and learning
from Russia’s war against Ukraine, including drone
warfare. Europe’s R&D investment in defense was EUR
11 billion in 2023, which is only a fraction of the USD
148.3 billion spent in the US.® Europe has been slow to
develop drone warfare capabilities, while Ukraine and
Russia are competing on the speed of innovation for
this type of warfare. Russia’s drone attack on Poland
in September this year, as well as incidents with un-
identified drones in Denmark and other countries, have
exposed Europe’s unpreparedness. The EU responded
with the European Drone Defence Initiative aimed at
creating a multi-layered surveillance and defense sys-
tem, which is an urgent priority along the EU’s eastern
border and should eventually cover the whole Union.

Third, while the experience of Ukraine shows the crit-
ical importance of technological innovation, it also
proves the need for conventional capabilities and man-
power. Europe lacks sufficient military personnel for

DGAP roLicy BRIEF

building the units and formations prepared to fight -
and hence, deterring the adversary. For example, Ger-
many has faced major difficulties in recruiting enough
personnel to its armed forces, currently consisting of
181,000 troops, while Russia is estimated to have 1.1
million active-duty personnel and Ukraine rough-
ly 880,000.* The number of Russian recruitments is
estimated to have been above 300,000 per year since
2022. Many European countries abolished conscrip-
tion after the Cold War, but today all Nordic and Baltic
countries (except for Iceland) have a mandatory mili-
tary service, while some, including Germany, are dis-
cussing its reinstatement. The revival of conscription
in Germany and other big European countries could
be an important step not just for generating man-
power but also for enhancing defense willingness in
society and sending a signal to Russia about Europe’s
preparedness.

Fourth, fragmentation of the European defense mar-
ket reduces the efficiency of its rearmament efforts.
For example, European countries operate 12 differ-
ent types of main battle tanks, while the US uses just
one. The EU has instruments to reduce fragmentation
by encouraging joint procurement and multinational
projects, especially for strategic enablers, but has not
yet effectively implemented them.

There are signs that the Europeans can get their act
together. Europe has stepped up its support of Ukraine
since the Trump administration began phasing out US
aid. Following the Trump-Putin summit in Anchor-
age in August 2025, European leaders mobilized for a
diplomatic effort to persuade the US not to pressure
Ukraine to make major concessions to Russia. At the
same time, the discussion on deploying European as-
surance forces to Ukraine as part of security guaran-
tees has again signaled Europe’s limited resources and,
perhaps even more importantly, its hesitation and lack
of resolve. As noted above, the European plan to send
a limited number of troops to Ukraine after a cease-
fire has not deterred Russia from continuing the war.
It is more difficult to assess what this actually tells us
about NATO's deterrence capability. One reason for
the offer of limited deployments to Ukraine is that Eu-
ropean NATO countries prioritize their commitments
within the alliance.

https://dgap.org/en/research/publications/beyond-burden-sharing-conceptualizing-european-

pillar-nato

https

www.bruegel.org/report/fit-war-2030-european-rearmament-vis-vis-russia-lagging

numbers-and-technologies

https:

www.cfrorg/in-brief/comparing-size-and-capabilities-russian-and-ukrainian-militaries
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All the shortcomings outlined above underscore Eu-
rope’s continued dependence on the US for its de-
fense and the need for diplomatic efforts to keep the
US engaged. The direction is clear, however: Europe
is working on reducing its dependence and building
up deterrence capability of its own. No doubt Russia
is watching this process closely and is trying to slow
Europe’s rearmament through hybrid methods of in-
fluence such as fueling domestic cleavages, magnifying
political views within Europe that are favorable to Rus-
sia’s interests, and conducting sabotage operations.’

NUCLEAR DETERRENCE AFTER
THE SECOND ZEITENWENDE

Put simply, a credible nuclear deterrent consists of three
components: first, nuclear weapons and their delivery
systems; second, a willingness to use them in an emer-
gency in a way that is recognizable to the adversary; and
third, a strategy for how and when such weapons should
be used. Such a strategy is particularly important in an
alliance such as NATO, which consists of nuclear and
non-nuclear states and in which the nuclear powers
have made a nuclear commitment to their allies.

During the Cold War, NATO had all three elements: a
broad spectrum of nuclear weapons in Europe, cred-
ible extended deterrence from the US, and a nuclear
strategy supported by all NATO members - both nu-
clear and non-nuclear.

After the end of the East-West conflict and in the belief
in a partnership with Russia, NATO’s nuclear posture was
reduced to a minimum, and the strategy, with its plans
and rules of engagement, was abolished. Only the US nu-
clear commitment remained intact and has been repeat-
edly reaffirmed by every US president since 1989. With
the second Zeitenwende, sparked by Donald Trump’s
second term in the White House, even the American
commitment to its European allies is now in question
and nuclear deterrence has been weakened overall.

The nuclear discussion in NATO that has arisen in the
wake of Russia’s attack on Ukraine has so far focused on
two of the three dimensions mentioned above, namely
on the nuclear posture and its potential moderniza-
tion and second on what would happen if Washington
closed the nuclear umbrella over Europe. In both areas
the debate has advanced in recent years.
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The third crucial question though, namely that of a
nuclear strategy, has so far been largely ignored. What
political and military principles should apply to the
possible use of nuclear weapons by NATO, what targets
would be eligible for such use, and what procedures
should apply to the approval of such an extreme case
within the alliance? If NATO wants to increase the
credibility of its nuclear deterrence vis-a-vis Russia,
it will have to take on the cumbersome and contro-
versial process of strategy development.

If NATO wants
to increase the
credibility of its
nuclear deterrence
vis-a-vis Russia,
it will have to take
on the cumbersome
and controversial
process of strategy
development

Fortunately, NATO does not have to reinvent the wheel
but can resort to elements of the Cold-War nuclear
strategy - provided it carefully considers the new se-
curity environment. This former strategy also consist-
ed of three core elements. First, the “General Political
Guidelines” (GPGs) for the employment of nuclear
weapons in the defense of NATO? represented a NA-
TO consensus on the political conditions under which
a first or follow-on use of nuclear weapons could be
contemplated. Second, it contained rules and regula-
tions on consultations among NATO allies prior to a
nuclear employment. The third element consisted of
annual targeting conferences to evolve a consensus
on where nuclear weapons should be employed and

https://dgap.org/en/research/publications/european-security-era-hybrid-warfare

content/dam/rand/pubs/reports/2007/R2964.pdf

https://www.rand.org
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on whether the purpose of nuclear weapons would be
a military or a political one to persuade the attacker
to back down.

While these three elements of NATO’s nuclear strat-
egy evolved under the conditions of the East-West
conflict, the circumstances today are largely different.
Although Russia has once again become a military and
political threat to NATO, it is no longer - as the Soviet
Union once was - vastly militarily superior to NATO in
Europe. Moreover, Moscow has lost its former alliance
system, the Warsaw Pact. This means that rapid, ex-
pansive military advances by Russia from east to west,
with which the Soviet Union once sought to reach the
Atlantic in a matter of weeks before comprehensive
American reinforcements could reach Europe, are no
longer to be expected. Regarding NATO’s nuclear de-
terrent, American nuclear strikes on NATO territory, as
once anticipated against advancing Soviet forces, are
hardly imaginable today. Nor is it necessary to make
quick decisions about nuclear escalation before the
attacker can create a fait accompli.

Putting the experiences of NATO'’s nuclear strategic
evolution in the Cold War into the context of today’s
security challenges in Europe reveals at least five in-
sights for the development of a NATO nuclear strategy
that will boost the overall credibility of the Alliance’s
deterrence.

First, this strategy must be directed primarily against
Russia. Regardless of China’s rise in power politics on
the world stage, a direct attack by China on NATO is
highly unlikely. China plays at most an indirect role,
because the US, as a global power, must deter both
Russia and China and, in the event of a military crisis
in the Indo-Pacific, could relocate nuclear weapons
from Europe to this region. This, in turn, could influ-
ence NATO’s nuclear planning for Europe.

Second, a nuclear escalation by NATO would first and
foremost serve the political goal of demonstrating a
willingness to defend itself against the attacker and
persuading it to cease hostilities. Cold War concepts
of nuclear warfighting are no longer imaginable.

Third, NATO’s nuclear consultation mechanisms de-
veloped in the past could essentially be retained. Al-
though France is not represented in NATO’s Nuclear
Planning Group (NPG), it should be included in such
processes. However, the ultimate decision-making
authority still lies solely with NATO’s nuclear powers.
Majority decisions or vetoes by individual member
states remain inconceivable.
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Fourth, the procedures laid down in a future nuclear
strategy must be practiced regularly in appropriate
exercises. In the past, there were biennial WINTEX
(Winter Exercise) drills, in which civil-military coor-
dination in the event of a crisis and the political pro-
cedures relating to the use of nuclear weapons were
rehearsed. These were discontinued at the end of the
1980s and should be reintroduced in an adapted form.

Finally, the necessity of nuclear deterrence and the
associated strategies and concepts must be commu-
nicated openly. This would not only send a signal of
resolve to Russia but would also support public ap-
proval for the delicate concept of nuclear deterrence.

CONCLUSION AND
RECOMMENDATIONS

As the security situation in Europe continues to de-
teriorate, NATO’s European pillar stands before a tall
order in deterring Russia. Moscow sees Europe as
weak and anticipates an opportunity in the prospect
of weakening US presence. It is watching closely what
measures European allies take to build both conven-
tional and nuclear military deterrence.

Considering Russia’s perception as well as NATO’s
conventional shortcomings and nuclear-strategic re-
quirements, seven recommendations need to be taken
into account to strengthen NATO's overall deterrence
against the military and political threats posed by
Russia.

1. “Europe” in Russian thinking is both the EU and
NATO. The EU and NATO must agree on strategic
signaling and anchor this among the countries ex-
pected to contribute to and participate in, for exam-
ple, convincing security arrangements for Ukraine.
Establishing mechanisms for such consultations
among an inner core of European countries that
are willing to contribute to deterring Russia will
both improve coordination and exclude countries
that hinder effective deterrence.

2. Europe needs to understand Russia’s perception
of European deterrence measures. This calls for
dedicated, systematic, and long-term analysis of
Russian decision-making, security thinking, and
possible responses. Such analysis must, moreover,
be both policy-relevant and also independent from
policy processes, in order to avoid political wish lists
influencing the research process.
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3. European countries need to carefully analyze the
lessons from the war in Ukraine when strengthening
their defense. European NATO countries, working
in close cooperation with Ukraine, have to invest
much more in defense technological innovation,
including drones and anti-drone systems, but also
in conventional capabilities and manpower.

4. The revival of conscription in Germany and other
large European countries would send a strong sig-
nal about Europe’s enhanced preparedness and the
understanding that we are in it for the long haul.

5. Dependence on the US should be gradually reduced,
especially with regard to strategic enablers and
critical capabilities such as air defense systems, as
well as intelligence, surveillance, target acquisition
and reconnaissance (ISTAR) capabilities, and deep
strike capacity.

6. NATO must start developing a contemporary nu-
clear strategy that draws on parts of the nuclear
consensus developed in the Cold War. However,
these former nuclear guidelines must be adapted to
the current and future strategic environment. This
would include a political understanding of the use
of nuclear weapons, a realistic nuclear targeting,
and meaningful nuclear consultations.

7. The procedures and guidelines in the new nuclear
strategy must be practiced regularly in appropriate
exercises along the lines of the biennial WINTEX
(Winter Exercise) drill, which combined military and
political elements of a nuclear crisis. These were
discontinued at the end of the 1980s and should be
reintroduced in an adapted form.
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