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European Security
in the Era of Hybrid
Warfare

Active Measures in Russia‘s
Confrontation with Europe

Russian hybrid warfare operations against Europe have increased
sharply since Russia’s full-scale invasion of Ukraine. Conventionally in-
ferior, Russia is playing in the “gray zone” to undermine public support
for Ukraine and unity in the EU and NATO. European responses remain
Mario Baumann defensive and reactive, struggling to address the uncertainty Rus-
Projektmanager und Research sia sows. A proactive approach requires insights into Russian military
Pellow, Center for Order and thinking on “active measures” in conflict and a focus on how Europe can

Governance in Eastern Europe, . .
Russia, and Central Asia deal with uncertainty.

— Russian military thinkers see non-military and indirect military
means as fundamental to achieving strategic objectives. So-called
active measures, such as disinformation campaigns, sabotage, or
cyber threats, are inherent to Russia’s understanding of war.

— Throughout the escalation cycle, Russian active measures serve to
prepare the battlefield, complement direct military force, and secure

Katri PynnSniemi Russia’s strategic interests.

Professor, University of
Helsinki & Finnish National

Defence University — Europeans should aim to reduce the uncertainty created by Russian
malign activity through a better grasp of Russian strategic thinking,
information sharing, and by minimizing the gray zone.

— Second, they should embrace a degree of uncertainty and develop
their capacity for innovation and improvisation, notably via swift
decision-making, by improving their societies’ resilience, and by
considering taking a more assertive approach.




No. 20 | November 2025

DGAP roLicY BRIEF

EUROPEAN REACTIONS TO
RUSSIAN HYBRID WARFARE:
TOO LITTLE, TOO LATE

Recent drone and fighter jet incursions into European
airspace are just the latest manifestation of the steep rise
in Russian hybrid warfare operations against Europe-
an allies of Ukraine since Russia’s full-scale invasion in
2022.' The primary aim of these actions is to undermine
public support for Ukraine by creating a sense of inse-
curity in European countries.? Along with these imme-
diate goals, Moscow's strategic objective is to challenge
the collective security mechanisms of NATO and the EU
and, consequently, to refashion the European security
architecture according to its own interests.? Thus, Rus-
sia is playing a long game, manipulating perceptions of
threats, fueling political crises, disturbing and hinder-
ing resistance to its aggression against Ukraine at the
European level and within individual countries. To this
end, Moscow resorts to cyber operations, disinformation
campaigns, sabotage of critical energy, transportation, or
financial market infrastructure, attacks against military
and government facilities, or the instrumentalization of
anti-migration sentiment.

Both the EU and NATO have recognized the scale of
the problem in their declarations and strategies.’ They
have launched multiple initiatives to counter Russian
hybrid attacks, including, for example, the EU’s Hybrid
Toolbox, the EUvsDisinfo project, NATO’s Critical Un-
dersea Infrastructure Coordination Cell, its Baltic Sen-
try Mission, and the NorthSeal platform, and expelled

org/analysis/russias-shadow-war-against-west
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Russian diplomats and intelligence operatives.® How-
ever, so far, Western policies remain largely defensive
and reactive.’

This is the consequence of several factors. First, the
ambiguity of hybrid warfare and problems of attribu-
tion: When an adversary operates outside of clearly
defined red lines in a gray zone, it is difficult for tar-
geted states to identify whether seemingly unrelated
hybrid activities are actually strategically related hos-
tile acts.? In their ambiguity, the activities blend no-
tions of war and peace and deliberately remain below
the threshold that would trigger a forceful military
response. Their deniability - achieved in the shadows
and through the use of proxies, such as “little green
men” (unidentified military troops), criminals, or dis-
posable agents — moreover makes it difficult to clear-
ly and swiftly attribute them to a specific aggressor.

Asymmetric underlying conditions are another factor.
Unlike European democracies that uphold freedoms
and liberal principles, Russia does not subject itself
to the same self-imposed constraints. Considering
itself in a permanent confrontation with the West,
Russia thinks it has the legitimate right to act upon
an alleged Western threat. This is expressed liter-
ally, as confrontation is translated from the Russian
word “counter-struggle” (protivoborovstvo). Russian
strategy is premised on the expectation that Western
governments will continue to prioritize de-escalation
and self-restriction and that Russia will not find itself
forced to make any major concessions.’
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Since Russia’s invasion of Ukraine, the perception of
Russia as a threat has converged across European
states.' A sense of urgency is spreading across capitals,
opening political room for countering Russian malign
activities more effectively. For a proactive strategy,
European states need a better understanding of the
role Russian military thinkers assign to “active mea-
sures” in the cycle of escalation when confronting an
adversary. Active measures comprise a mix of military
and non-military means to pursue Russia’s strategic
goals while keeping the conflict below the threshold
of military escalation with NATO." They are inher-
ent to the Russian understanding of war and must be
seen as part and parcel of Russia’s aggression against
Ukraine. Understanding the role of active measures in
contemporary Russian military thinking is crucial to
addressing the severity of the threat that Russian ma-
lign activities pose in Europe. To proactively counter
such measures, European governments must address
and embrace the uncertainty they induce. The follow-
ing analysis is only a first step in making sense of Rus-
sia’s hybrid war strategy. A comprehensive assessment
thereof is essential if Europe wants to counter those
actors involved in Russian active measures.”?

ACTIVE MEASURES AS A MEANS
TO INFLUENCE THE GEOPOLITICAL
BALANCE OF FORCES

Russian military scholars see active measures and, more
broadly, the influence of information, as a means to
maintain a “geopolitical balance of forces™ - and to
shift this in favor of Russia’s strategic interests wherever
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possible. This balance is measured by Russia’s ability to
control - directly or indirectly - regions bordering Rus-
sia. That, in turn, is perceived as a prerequisite for Rus-
sia’s status as a (global) great power. Therefore, Russia
perceives Ukraine’s political independence as a threat
that requires - and legitimizes, from Moscow’s point
of view - a confrontation to forestall a negative shift in
this balance of forces. As shown by Kukkola and others,
Russian military scholars consider asymmetry and asym-
metric actions - the use of disinformation campaigns,
sabotage, or cyber operations - as an integral part of
modern military conflicts." The official discourse con-
tinues to present hybrid warfare exclusively as an ex-
ternal threat to Russia and does not reflect this shift in
Russian military thinking, which increasingly perceives
non-military and indirect military means in conflicts as
fundamental to achieving strategic objectives..

To better understand the role Russian military thinkers
give to active measures at different stages of conflict es-
calation - the transition from peace to confrontation to
war - it is instructive to start with a seminal - and con-
troversial'® — 2013 article by Russian Army General and
Chief of the General Staff Valery Gerasimov. This is often
reduced by Western commentators to the misleading
notion of a “Gerasimov doctrine.” But Gerasimov is rep-
resentative of — and has been actively driving - the shift
among Russian military authorities since the late 1990s
to embrace non-military measures in war and conflict.
Chief of the General Staff since 2012, he has built on
debates fostered by his predecessors."® In his 2013 arti-
cle, Gerasimov schematically outlines how non-military
measures are aligned with “military measures of stra-
tegic deterrence™ during different phases of conflict.
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ACTIVE MEASURES IN DIFFERENT
PHASES OF CONFLICT ESCALATION

The general assumption in Russian military thought is
that active measures can achieve strategic objectives
without the conflict escalating into a full-blown mil-
itary conflict (war).2° This requires careful balancing
of the level of tension while pushing confrontation to
the limits of military escalation, followed by periods
of de-escalation. For Russian strategic thinkers, the
entry point of conflict is a combined use of covert and
overt (non-violent or violent) measures already during
peacetime, first to weaken military-political deci-
sion-making (manipulation of threat perceptions) and
second to restrain and damage the adversary’s military
and political power (ability to respond effectively to
the attack).” State-to-state confrontation,? in short,
is considered an omnipresent feature of the interna-
tional system that transcends the peace/war division.

However, Russian military thought is not explicit about
when and under what circumstances, the nature of
conflict changes.” Thus, the challenge is to identify
the transition between four phases of escalation: from
peacetime to confrontation (A), from confrontation
to war (B) and from war to conflict resolution (C) (see
Figure 1on page 5).* As a general rule, with each phase,
activities become more visible, the level of violence
grows, and the scale of activities increases.

Preparing the Battlefield Through Active Measures
In peacetime, covert and overt information-psycho-
logical operations to influence a target population are
designed to achieve subversion - to allow “indirect
control”® of major decisions (for example through
the covert activization of groups or decision-makers
that serve the interests of the attacker. In addition,

https
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resources required for active resistance are eliminat-
ed, including by means of assassination, blackmail, or
disinformation). The aim is to eliminate opposition to
information expansion (long-term influence oper-
ations aimed at changing the worldview of targeted
populations or decision-makers),* and to weaken re-
sistance, for example by manipulating threat percep-
tions and situational awareness in the target country.
Ultimately, the use of active measures can lead to a
“state capture™ that limits independence and sover-
eignty of the target country.

During the second phase (confrontation), the operation
grows in intensity. The target country is intimidated
by “information aggression™® - by fueling internal
contradictions, fabricating sources of those contra-
dictions, eliminating resistance and overall destabi-
lization of the situation. In combination with indirect
military-technical actions (show of force), the political
system is exhausted (attrition®) and coerced into a
reactive posture. During peacetime and the confron-
tation phase, strategic disinformation narratives are
synchronized to hide the real intentions of the attacker
and to manipulate perceptions of threat in society and
among decision-makers.*® Targeted violence (sabotage,
street violence, assassinations) at this stage may serve
to escalate fabricated political crises into a breaking
point that leads to state capture and, as a result, the
cessation of escalation. Alternatively, it may lead to a
situation that is used as a pretext (provocation) for
direct military intervention.

The employment of different types of active measures
should be understood in a sense of preparing the bat-
tlefield for purposes of weakening the societal and
political resilience of the target country and wearing
down its resources (critical infrastructure, military

publications.jrc.ec.europa.eu/repository/handle/JRC123305
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Figure 1 — The Function of Active Measures in Different

Phases of Conflict Escalation

Based on Gerasimov 2013 and other sources
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take years when active measures alternate between
rapid targeted action and long-term intimidation.

Resolution and Post-Conflict Regulation to Russia’s
Advantage

Gerasimov suggests that the “resolution” of inter-
state conflict requires the localization and neutraliza-
tion of military threat. The set of military measures
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mentioned in his original graph (strategic deterrence,
strategic deployment and conduct of military opera-
tions) makes it clear that this refers to the use of reg-
ular military force (war in the classical sense®). The
assumption of the last phase (post-conflict regulation)
is that military and non-military active measures are
used in combination to reduce tensions and to achieve
an outcome that secures Russia’s strategic interests.
In this framework, there is no place for a negotiated
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solution to the war between equals. Instead, the end
of conflict is envisioned as a situation where the ad-
versary is either deterred through intimidation or
resolution is achieved by complete eradication (anni-
hilation) of the “root causes” of the conflict.*

This analysis illuminates the strategic function of active
measures at different phases of conflict escalation. It
sheds light on their role in Europe as inherently com-
plementary to Russian military aggression, and how
Russia employs them to pursue its strategic interests.
In the context of Russia’s war against Ukraine, active
measures are used primarily to undermine military and
financial support to Ukraine by fostering uncertain-
ty in European societies. This perspective on Russian
active measures provides a basis for improving the
situational awareness among European countries, and
subsequently, for considering ways to reduce Russia’s
options for escalation, especially in the critically im-
portant transition from the non-military phase to open
military conflict. How then could European countries
harness uncertainty and ambiguity to work to their
advantage, instead of Russia’s?

DEALING WITH UNCERTAINTY

What makes it so difficult to counter Russian active
measures is the inherent ambiguity of methods, actors,
and tactics that creates so much uncertainty for its tar-
get — Europe. Targeted states face difficulties in clearly
identifying deniable activities - let alone attributing
them unequivocally to a specific aggressor. The deni-
ability and the resulting problems of identification and
attribution are the reasons why traditional deterrence
largely fails to prevent Russia from employing active
measures. As a consequence, European approaches
to counter them have been largely reactive.* By the
time a perpetrator has been identified, there is little
momentum left for any consequences to make a mark
on the public consciousness.

To understand Europe’s relative impotence in coun-
tering Russian active measures, it is instructive to
look at the notion of protean power, introduced by
Katzenstein and Seybert.** In contrast to conventional
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understandings of power, which are built on the no-
tion of risk (the probability of an event occurring with
or without the exercise of power), protean power is
understood to be based on an actor’s ability to cope
with uncertainty. While conventional understandings
of power presume calculable effects, protean pow-
er sheds light on the unpredictable, versatile, and
changeable. This is the realm of Russian active mea-
sures, which, from the perspective of the target, are
amorphous, difficult to grasp, and do not follow estab-
lished rules of the game - including distinctions be-
tween internal /external, military/non-military, war/
peace. Russia’s evolving methods prevent a proactive
approach based on an analysis of past activities. Where
past experience does not yield reliable insights for fu-
ture events, counterstrategies are bound to be reactive.
Conventionally inferior to European allies of Ukraine,
Russia plays the game of uncertainty and gains the
upper hand by seizing the initiative.’

Focusing on uncertainty and the capacity to deal with
it can help inform a proactive European approach to
countering Russian active measures. Given that deter-
rence hardly works against such an elusive threat, this
conceptual angle is more promising than approaches
that seek to raise the costs for Russian malign activ-
ities conducted in Europe - not least because such
approaches presuppose a (shared) cost-benefit cal-
culus in Moscow, a rationale that is difficult to gauge.

Reducing Uncertainty

From this perspective, European states should first
try to reduce the uncertainty as much as possible to
turn it partly into (more manageable) risk. This re-
quires, first, a comprehension of Russian thinking on
escalation and threat perception, which this paper
seeks to illuminate. It also implies the need for affect-
ed states to share information and coordinate their
approaches in order to expose decentralized active
measures and their perpetrators. The decision®® by the
administration of US President Donald Trump to end
international cooperation on detecting and exposing
disinformation from countries like Russia, China, or
Iran is a self-weakening step. Finally, Europeans should
identify loopholes and communicate clear red lines to
minimize the gray zone for Russia to exploit. Here the
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EU could play a central coordinating role, for example
in the area of maritime law. A recent initiative by the
European External Action Service to facilitate EU-
wide inspections of vessels belonging to the Russian
shadow fleet is a promising step.¥

Embracing Uncertainty

Second, since active measures will always retain a
level of uncertainty and unpredictability, European
allies should embrace this uncertainty and develop
their capacity to deal with it through innovation and
improvisation. While Casier argues that the EU has
already substantially expanded its ability to confront
Moscow by developing innovative and creative poli-
cy responses to Russia’s war on Ukraine, including its
sanctions regime, initiatives to reduce energy depen-
dencies, or creative solutions to support Ukraine,®
Europeans still need more agility to effectively address
Russian active measures. Due to their ambiguity, it is
much harder for the EU to find a consensus for swift
foreign policy responses compared to its reaction to
Russia’s full-scale invasion in 2022 and the ongoing
war. On an institutional level, qualified majority voting
on Common Security and Defence Policy issues would
therefore vastly increase the EU’s agility and raise the
stakes for Russia in targeting the Union through ac-
tive measures. European states should also work on
increasing their societies’ resilience in coping with
uncertainty, for example by identifying vulnerabilities
through red-teaming exercises - simulations that take
the adversary’s perspective to identify weaknesses.
A fundamental vulnerability is arguably the lack of a
shared threat perception. European leaders should
actively pursue convergence in this area.

Finally, European states should consider turning the
tables by raising the unpredictability factor for Mos-
cow. This would require a more assertive approach,
the rationale of which should be to inflict costs - and
uncertainty - on Russia, without acting like Russia.

https://www.politico.eu/article/eu-seeks-

boost-powers-to-board-shadow-fleet-vessels-exclusive-document-sanctions-war,
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